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Abstract 

The cloud computing is an emerging technological solution for harbouring data assets in 

publicly available data centres that supports multi-tenancy and virtualization, providing cost 

effective solutions to cloud users. The cloud computing has followed an uncertain path 

riddled with information security issues from the cloud user perspective. Typically, the cloud 

user is the owner of data assets and does not have the control to apply their security controls 

on the platform of cloud service provider. These controls are aggravated by transborder flow 

of data assets in different jurisdictions where cloud service provider resides, thus creating 

more complexity through distance, conflict of laws and the absence of cloud user rights. This 

leads to a gap and lack of trust, and corresponding uncertainty in the cloud environment. 

The study attempts to investigate this phenomenon using a multi-disciplinary approach and 

come up with a solution in the form of a governance framework that will ease some of the 

problems. The study takes an Actor Network theory (ANT) and Transdisciplinary Research 

approach to explore the issues in cloud security and improves the conceptualized governance 

framework through a longitudinal study from different dimensions to assure the long term 

viability of the findings. The study divides the research in two phases. The Phase 1 builds the 

conceptual framework by introducing the Joint Governance Board that extends the 

information security governance practices on cloud platform. It brings two contributions to 

the security governance literature. The first contribution is inception of collaborative 

platform that eases the security implementation by introducing various artefacts available in 

security standards reducing the influence of cloud service provider articulated in literature. 

The second contribution is joint governance board that balances the information security 

governance on cloud platform by acknowledging principles of fairness and mutual 

understanding. The phase 2 uses ANT to bring the cloud governance framework in the realm 

of social discourse to validate and improve the framework. With the combination of 

Transdisciplinary research methodology, the multi-disciplinary research outcome is aligned 

symmetrically to give holistic shape to the cloud governance framework. The study uses the 

three methods of ANT; Translation, follow the actors and inscription. All of these methods 

separately analyse and synthesize the results to corroborate the conceptual framework. The 

study also uses the triangulation of methods to confirm the findings and suggest 

improvements. 
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The study brings theoretical and practical contributions by amalgamating the results 

projected through the triangulation.  The study contributed cloud governance framework by 

aligning the technical, social and legal to implement the information security governance and 

to protect the rights of the cloud user holistically. The study also contributes through its 

diverse research methodological and provides guidance to validate the findings rigorously 

through qualitative method triangulation. The study offers a holistic cloud governance 

approach that is gradually improved and refined through peer review, recursive ANT, social 

discourse and triangulation. 
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Chapter 1. Introduction 

1.1. Introduction and Motivation 

This thesis is concerned with the development of a holistic Cloud Governance Framework 

(CGF) that can extend the control of the cloud user over the cloud platform in an equitable 

way. The research issues emerge inherently from the conflict of Information Security 

Governance (ISG) practices, data and consumer protection laws and the cloud architecture. 

The cloud’s transnational nature adds to the complexity of the issue and posits the loss of ISG 

control and accountability (Mell & Grance, 2011). It inherently contains the ISG risks 

(Catteddu et al., 2009) associated with the absence of three important aspects that help in 

controlling and governing cloud engagement between the cloud user and Cloud Service 

Provider (CSP):  

1. The multi-tenant cloud architecture neutralizes the mode of ISG practices (ITGI, 

2006) and governance structures (ISO 27001, 2005; ISO 38500, 2008). The cloud 

user does not have the expected control over acquired resources in cloud computing to 

evaluate, direct and control information systems (Brodkin, 2008; Catteddu et al., 

2009) under existing regulatory, compliance and data protection laws. Furthermore, 

existing international ISG standards are found to be inadequate to manage the 

collaborative environment of cloud computing (Dave et al., 2009). 

2. Apparently, transnational cloud computing relates to the conflict of laws (Dicey et al., 

1987), compliance issues and absence of laws to protect the cloud user’s data rights in 

various jurisdictions (Bradshaw et al., 2010). The absence of legal protection restricts 

the control and governance of the cloud user in cloud computing. The cloud user is 

regarded as weak in an ethical and legal sense aggravated by an absence of CSP 

liability in different jurisdictions.  

3. The cloud user is not given enough assurances regarding protection of data rights, ISG 

and legal protection.  

Research is underway in various international security communities to solve the governance 

issues in cloud computing but are more concentric towards the technical instrumentation. The 

current research ignores many aspects that require a marriage between the social and legal 

considerations (Catteddu, 2010). The governance platform, the translation of cloud user 
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requirements and protection of cloud user legal and business interests are missing. The Cloud 

Security Alliance (Dave et al., 2009), the European Network Information Security Agency 

(ENISA) (Catteddu et al., 2009) provided the motivation for this study through noting that 

there is an absence of governance structures and frameworks that can overcome the loss of 

control of the cloud user without compromising the accountability in transnational regions. 

Furthermore, the thesis is motivated by the lack of literature in cloud governance that can 

pacify the distress of the cloud user and improve their weak state. This brings the motivation 

for this research to seek answers that can discover solutions to cloud computing through the 

alignment of the social, technical and legal literature, in order to achieve holistic results by 

integrating existing practices and generating new ones. 

1.2. Problems, Issues and Requirements 

This section addresses some of the important ISG problems and issues in cloud computing 

that require significant research from social, technical and legal perspectives, as will be 

reflected in chapter 2. It introduces the problems and issues in cloud computing and thereafter 

specifies the requirements briefly to accomplish the research objectives. 

Cloud computing has emerged to occupy various factions of society, countries and 

governments (Greengard, 2010). The cloud revolution simplifies information system 

acquisitions with significant benefits, including cost saving, scalability and rapid provisioning 

(Foster et al., 2008). Cloud computing is cost effective, scalable and provides on-demand 

services (Buyya et al., 2008; Mell et al., 2011; Stanoevska-Slabeva & Wozniak, 2010). The 

advantages of cloud computing are numerous (Foster et al., 2008), therefore both Merrill 

Lynch, and Gartner, have predicted huge investments in its growth (Jain & Bhardwaj, 2010). 

The major companies of Google, Amazon and Microsoft have constructed huge data centres 

(Weiss, 2007). The business community and governments have recognized the importance of 

cloud computing. Governments are making policies to transit from in-house information 

systems to off-site cloud computing (Government of Australia, 2011a, 2011b; Kundra, 2011). 

Despite these huge investments and the massive advantages of cloud computing, it is fraught 

with security and governance risks (Brodkin, 2008). Various security communities around the 

world have been working to architect strategies to mitigate the risks in cloud computing and 

develop technologies to enhance cloud user trust (Everett, 2009).  
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Cloud computing has several key risks that result from social, technical and legal domains. 

The most important risk emerges from the conflict between cloud architecture and the 

traditional practice of Information Security Governance (ISG). The problem stems from the 

transnational nature of cloud computing that associates the ownership of infrastructure with 

the Cloud Service Provider (CSP). The format of the ownership structure divides the control 

between the cloud user and CSP. The traditional ISG establishes control, authority and 

governance to ensure the best possible due care approach which includes accountability (de 

Oliveira Alves et al., 2006). The implementation of traditional ISG uses a top down approach 

that justifies the implementation of security throughout the organization (ITGI, 2006; Lindup, 

1996) to accomplish governance (Calder, 2009; ISO 27001, 2005; ISO 38500, 2008). The 

cloud computing architecture neutralizes a top down approach, governance control and 

implementation. The cloud computing environment does not give enough freedom to the 

cloud user for translating their security requirements over logical and physical cloud 

infrastructure. Moreover, the cloud user does not have enough rights to exercise his or her 

control over the cloud computing platform, as compared to those outlined in inherited ISG 

theories.  The cloud user cannot assess and audit the implementation of these controls at the 

back end and in the multi-tenant layers. The absence of related governance controls in 

existing international standards aggravates the security position of the cloud user (Dave et al., 

2009).  

The current relationship between cloud users and CSPs follows Dahl’s (1957) theory, which 

suggests that relationship is against the business and legal best practices under various 

universal principles (Ministry of Consumer Affairs, 2000; United Nations, 1999). The cloud 

user is in a non-negotiable position to clearly express terms and conditions that can allow 

extra data protection.  The online agreements are crafted to provide jurisdiction, ease of 

litigation and control in favour of the CSP (Bradshaw et al., 2010).  The CSP does not 

provide a legal remedy to the cloud user for breach of terms and security. The transnational 

cloud computing  may represent conflict of laws espoused by Dicey et al. (1987) that may 

also render injustice to the cloud user. In the transborder flow of data, especially in cloud 

computing, the retention of data by a third party becomes a major threat that can expose 

cloud user data (Barnhill, 2010). Similarly, privacy of the information in various jurisdictions 

poses a conflict of law and breach of privacy (Reidenberg, 2000). The above discussion leads 

to the identification of the following problems in cloud computing: 
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 In some layers, the cloud architecture shows the shared security responsibility to 

protect the information assets of the cloud user (Swain et al., 2010). There is an 

absence of organizational governance control structures and processes in the cloud 

architecture that can deliver ISG in the shared environment. 

 There is a lack of international ISG standards that can provide the best practices for 

cloud computing. The existing standards do not provide maximum control to the 

cloud user. The traditional control associated with ownership in ISO 27001(2005) is 

not enforceable in the cloud environment. Similarly, the cloud user cannot enforce the 

security policy, compliance, monitoring and auditing requirements. 

 There are major privacy and data protection concerns in different jurisdictions that 

originate from the lack of control of the cloud user in the cloud environment. 

 The cloud computing architecture and deployment models raises complications for 

regulatory and legal compliance.  

 The cloud user does not enjoy legal rights and protection under various laws. The 

international flow of data and cloud architecture aggravate the situation. Moreover, 

the CSP does not provide a legal remedy or a method to resolve legal conflicts to the 

cloud user.  

These problems can be linked and synthesized into four issues in order to extend the control 

of the cloud user over the cloud platform. The issues are those related to: 

 implementation of ISG in the shared architecture of cloud computing; 

 governance, responsibility and accountability in cloud computing; 

 integration of existing standards in the development of governance structure to 

address problems in cloud architecture; 

 ISG and weakness of the cloud user stemming from the technical, social and legal 

literature.  

The issues can be regarded as manifesting into broad research areas and may generate a new 

form of cloud governance architectures, structures and processes. The quest for 

understanding these issues requires a multi-disciplinary and holistic approach that can align 

the social, technical and legal dimensions of cloud computing. The problems and issues in 

cloud computing demand the requirement of accomplishing the research through the 

intersection of social, legal and technical dimensions for governance, as follows: 
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1. Cloud computing requires the identification of existing information security controls 

that are available in the various standards that can provide security governance in a 

unified control framework that is applicable in the cloud shared environment. 

2. Cloud computing requires a pre- and post-governance life cycle that can clearly 

distinguish between the responsibilities of the cloud user and the CSP.  

3. The cloud computing architecture requires a collaborative governance bridge 

supported by the integration of social, technical and legal rules to support the concept 

of ISG responsibility and accountability to extend the control of the cloud user. 

4. Cloud computing requires strong support from various laws in different jurisdictions 

that legally protect cloud user interests and data rights to establish judicious control in 

the cloud environment. 

5. The preceding objectives outline the elements needed for the creation of a cloud 

security and governance framework through integration of all the elements. 

1.3. Research Approach 

The discussion on the research methodology of the study is explained in chapter 3. This 

section highlights the research methodology and approach taken to accomplish the research. 

Cloud computing itself demonstrates diversity (Robey, 1996), and has various governance 

facets that need multi-methodological considerations to generate knowledge to advance 

understanding. The study uses multi-methodology (Mingers, 2001) with an interpretive 

approach to iteratively build the research to capture holistic outcomes. The research uses 

three methodologies; a Multi-Method model, Transdisciplinary Research (TR), and Actor-

Network Theory (ANT), customized to explore the research objectives and enhance 

confirmatory findings. The approach is a necessary step to overcome the lack of governance 

literature in cloud computing and generate theories. The participatory research in TR and 

applied ANT provides the comprehensive confirmatory elements by means of its strong 

methods and vocabulary (Hanseth & Monteiro, 1997) that corroborate the findings emerging 

from the literature review. The study uses the triangulation of data coming from these 

methods to confirm the findings. The main aim of using such an approach is to acquire 

unbiased, reliable knowledge originating from the triangulation of methodology and methods. 

It will serve two important purposes of the research. The first is to generate and validate the 
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theory and the second is to eradicate the prevailing uncertainty in cloud computing that 

emanates from existing paucity of research literature.  

1.4. Research Contribution  

The research contributions from the various parts of this thesis are described in chapter 7, 

section 7.3. The contributions are summarized as:  

 An Iterative Governance Framework is developed regarding the theoretical cloud 

governance constructs to implement the ISG so it is useful for stakeholders, decision 

makers and cloud standard making bodies. 

 ISG Theory is extended through applying a collaborative framework which gets its 

support from the regulatory compliance, legal and ISG theory literature to extend cloud 

user control in the cloud environment. 

 Four elements of governance are identified as being necessary for cloud governance and 

cloud user protection in a legal, technical and social sense.  

 The ANT is used as method to explore and confirm findings to improve and validate the 

artefacts. The credibility of findings is increased by using a triangulation of findings from 

methods to further strengthen the findings. 

1.5. Organization of Dissertation 

The dissertation is organized symmetrically to address the objectives of the research. The 

research follows the organization displayed in Figure 1.1.  
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Figure 1.1: Organization of Dissertation 

In chapter 2, a definition of cloud computing is described to give a clear understanding about 

the layers of cloud computing that evade the implementation of cloud security controls. The 

chapter also discusses the cloud security model and why it is important to understand 

different domains to enhance security. It discusses the existing problems in cloud computing 

ISG emerging from technical, social and legal disciplines and synthesizes issues from these 

problems to further define the objectives of the research.  

Chapter 3 deals exclusively with the research methodology. In this chapter, the philosophical 

approach, research method, data analysis approach and credibility of the research are 

discussed. The research design approach is discussed and justified. The chapter explains the 

interpretive approach. It also describes the three methods employed (TR, ANT and Multi-

method Model), with justification for their selection. The data collection technique is 

described, along with the relevant credibility of the data and research process. The study uses 

a triangulation of methods to increase the credibility of findings. 

Chapter 4 explains the deductive process involved in developing the conceptual framework 

based on the literature review described in chapter 2. The gaps in cloud security are discussed 

with reference to ISG and international security standards, to develop the cloud governance 

framework. It describes various artefacts of the security governance framework and inter-

related relationships in cloud computing. The chapter highlights the conceptual foundation of 

the research.  

Conclusion and Future Research 

Chapter 6: Discussion and Extended Framework from Findings 
Four Elements Improved framework 

Chapter 5: Data Analysis and Findings 
TR data  ANT  Data  Triangulation 

Chapter 4: Cloud Governance Framework and Concepts 
Conceptual framework 

Chapter 3: Research Methodology 
Customize Methodology Justification 

Chapter 2: Literature Review 
Identify problems, synthesize issues and Requirements 
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Chapter 5 outlines the evidence to support and improve the existing governance framework 

using TR and ANT. The exploratory and confirmatory findings are presented in that chapter. 

The credibility of findings is further improved using the triangulation method. 

Chapter 6 follows chapter 5 and discusses the improved governance framework developed 

from evaluation, feedback and research data. It explains its various new artefacts, especially 

four elements necessary for cloud computing governance. The improved framework is 

examined with reference to the findings.  

Chapter 7 concludes the research and summarizes the study with its implications. It presents 

the overview of the research, research contributions, limitations of the research and 

recommendations for future research. 
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Chapter 2. Literature Review 

2.1. Introduction 

The aim of this chapter is to review the existing and relevant literature on cloud security and 

governance to provide the theoretical background of the research. The review is limited by 

the scarcity of cloud governance literature during 2008 to 2010 found in journals, conference 

papers and authoritative documents between. The study overcomes this limitation by 

incorporating the emerging literature voiced by government, cloud security research and legal 

organizations to draw a picture of the significant gaps, in order to justify the research.  

The study is focused on public cloud computing. It reviews the definition of cloud computing 

and examines the control structure of cloud architecture. It also examines the governance in 

cloud computing by analyzing the international security governance standards and statutory 

literature. The diverse analysis of this literature review synthesizes the problems into issues 

and requirements that guided the research throughout the course of this investigation, in order 

to generate relevant solutions. The organization of this chapter is shown in Figure 2.1  

 

Figure 2.1: Outline of the Chapter 

2.11 Summary of the Chapter 

2.10 Objectives of Research 

2.9 Summary of Problems, Issues and Requirements 

2.8 Overview of Requirements 

2.7 ISG Issues in Cloud Computing 

2.6 Statutory Compliance 

2.5 Governance Concepts and Cloud Computing 

2.4 Control in Cloud Architecture 

2.3 NIST Definition 

2.2 Cloud Computing Disruptive Technology 
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2.2.  Cloud Computing Disruptive Technology  

Information technology (IT) has become an integral part of businesses to gain a competitive 

advantage (Porter & Millar, 1985). The past three decades have seen the transition of legacy 

enterprises into technology driven smart enterprises. These enterprises perform better and 

compete in the marketplace by using IT for communication, connectivity and support for 

their business processes. IT brings return on investments and dramatically increases the 

organizational business sphere beyond national boundaries through pervasive connectivity 

(Tandler et al. 2002). With these advantages, scholars have also shown in studies that IT 

requires huge expenditure to design the IT infrastructure, run different modes of IT 

applications and provide maintenance (Larsen et al. 1999; Lee et al. 2004; Markus 2004). 

Cloud computing emerged as a new paradigm; a disruptive technology to overcome these 

issues and reduce the IT expenditure (Foster et al., 2008). The Gartner Group (2008) 

considered cloud computing as being artificially hyped. The Economist (2008) gave an 

interesting prediction that cloud computing will change the way companies, organizations 

and governments work. The major IT players understood the cloud hype and invested heavily 

in cloud computing. Merrill Lynch reported cloud computing as representing a 100 billion US 

dollar market in 2008 and expected it to exceed $160 billion by 2012 (Buyya et al., 2008). 

Cloud computing has the powerful features of scalability, rapid provisioning and IT cost 

reduction (Anand et al., 2009). The consumer companies embraced cloud computing to 

otherwise avoid huge IT investment. According to a European Network and Information 

Security Agency (ENISA) survey (2009b), the companies’ embraced cloud computing 

because of cost benefit, scalability and disaster recovery features, as shown in Figure 2.2. 

 

Figure 2.2: ENISA Survey of Cloud Adoption (ENISA, 2009b)  
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Despite the hype surrounding cloud computing, its strengths were overridden by security 

issues inherent from its public architecture being located in different countries (Brodkin, 

2008). The ENISA survey reports that cloud computing does not guarantee maintenance of 

the confidentiality, integrity and availability (CIA) of consumer data (Chou & Chou, 2007). 

The geographical nature of cloud computing also brings with it political and conflicting 

issues (Jaeger et al., 2008). The ENISA survey also shows data protection, privacy and legal 

issues emerging from inconsistent geographical laws, as shown in Figure 2.3. 

 

Figure 2.3: Major Risks in Cloud Computing ENISA Survey (Catteddu et al. 2009) 

The majority of issues expressed in the ENISA survey resulted from the evolving state of 

cloud computing, accompanied by various definitions of it, causing dilemma, confusion, and 

misunderstanding among the masses. Vaquero et al. (2008) have reported 20 different 

definitions of cloud computing. In 2008, cloud computing was a vaguely defined paradigm in 

a technical and business sense. It lacked consensus on even one definition (Youseff et al., 

2008). Such a variety of definitions caused disturbance in the information security 

community who needed a clear definition of cloud computing, in order to implement and 

audit security control on its physical and logical architecture. Wyld (2009) notes that a cloud 

definition is vital for government, business organizations and service users, in order to detect 

the operational, management and administrative controls in cloud computing. Paquette et al. 

(2010) note that cloud computing needs a definition to differentiate it from other similar 

technologies and to identify various components that require governance risks assessment.  
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Cloud computing does not have a defined architecture that can verify the running of security 

services and quality of IT controls. It has caused problems for security communities, IT 

auditors and the business community. The absence of a standardized cloud architecture 

creates complexity for ongoing business relationships, interoperability and CIA (Jaeger et al., 

2008). On the other hand, Information Security Management System (ISMS) controls, 

regulatory controls and statutory compliance controls all need a defined infrastructure to 

apply the set of rules to monitor and audit (Na-yun et al., 2008). The concrete definition of 

cloud computing is a necessary step in understanding the constructs of security and 

governance existing in cloud architecture. 

2.3. NIST Definition 

The concept of cloud computing can be traced back to the prediction of Kleinrock in 1969 

(Arce, 2007) and Carr (2004) innovative adage “Does IT Matter”. In 2008, the security 

community required a definition of cloud computing that can receive recognition from 

different disciplines and organizations. The National Institute of Standards and Technology 

(NIST) definition was the first seminal work accepted worldwide. In 2009, Peter Mell, a 

NIST project manager (exchanged slides with author of this study), drew a definition of cloud 

computing specifying layered architecture. Mell (2009) defined cloud computing during a 

presentation at NIST office in United States as “a pay-per-use model for enabling available, 

convenient, on-demand network access to a shared pool of configurable computing resources 

(e.g., networks, servers, storage, applications) that can be rapidly provisioned and released 

with minimal management effort or service provider interaction. This cloud model promotes 

availability and is comprised of five key characteristics, three service models, and four 

deployment models”. The NIST official definition of cloud computing was generated in 2011 

(Mell et al., 2011, p.2). The information security community, auditors and enterprise IT 

architects consider this definition as being sufficient an understanding to implement specific 

security controls. The NIST defines the logical and physical layers of cloud architecture as 

used by both the CSP and cloud user. The definition explains the service layers, deployment 

model and characteristics of cloud computing.  
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Figure 2.4: NIST Cloud Computing Definition (Mell, 2009) 

2.3.1. Service Models 

The NIST has defined three service models (Mell, 2009): Cloud Software as a Service 

(SaaS); Cloud Platform as a Service (PaaS); and Cloud Infrastructure as a Service (IaaS), viz: 

 Cloud Software as a Service (SaaS). The traditional way of using software is to buy, 

license and deploy it. The software will require updating, re-engineering and 

maintenance, which increases cost. The ‘software as a service’ (Chou et al., 2007; Dean, 

2005; Stefan et al., 2008) is business terminology, whereby software is provided as a 

service to customers. The software is accessible using the web browser and has  

characteristics of multi-tenancy (Stefan et al., 2008). Each multi-tenant layer is isolated 

for each tenant for security (Craig & Steve, 2009).The user does not have to worry about 

the complexity of the software, its management, or its maintenance and updating (Anand 

et al., 2009). It saves cost and time. 

 Cloud Platform as a Service (PaaS). The consumer creates and deploys applications 

using the cloud platform supported by the provider who provides a complete set of tools 

and technology (Lawton, 2008). Windows Azure (Mika & Tummarello, 2008; Raman, 

2008) and Google app are the examples (Foster et al., 2008) of PaaS. In this layer, the 

customer does not have to manage these complex infrastructures behind their application 

which includes the network, servers, operating systems, storage, applications API or any 

upgrades.  

 Cloud Infrastructure as a Service (IaaS). The consumer rents the processing, 

storage, networks, and other fundamental computing resources. The consumer is able to 

deploy and run arbitrary software. The consumer does not manage or control the 

underlying cloud infrastructure but has control over operating systems, storage, deployed 

applications, and possibly limited control of selected networking components. Amazon 

EC2 is a good example. 
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2.3.2. Deployment Models 

There are four cloud deployment models defined by the NIST (Mell, 2009): private, 

community, public, and hybrid, as described below: 

 Private cloud. It is within the boundary of a country, region or city. The infrastructure is 

operated and owned by the organization or the third party. The physical infrastructure 

can be on or off the premises. It is known as ‘trusted cloud’. 

 Community cloud. It is community-based and shared by different organizations to 

support their specific goals. It can be a cloud created for the government or for research 

purposes. It can be managed by the third party or the organization itself. The 

infrastructure can be on or off the premises. 

 Public cloud. It is open and provides services to the public. The public cloud is mostly 

owned by the cloud providers. It is off the premises, less secure and untrusted. 

 Hybrid cloud. It is combination of two or more clouds of any kind. It can be used for the 

business’ resiliency and as an alternative contingency solution for any breakdown of a 

cloud. It uses the cloud bursting technique to balance the load between clouds. 

2.3.3. Characteristics of Cloud Computing 

The NIST described five essential characteristics that differentiate the cloud from other 

computing technologies. Cloud computing must have the following characteristics: 

 On-demand: self-service where consumers using the cloud services may have the 

capability for automatic provision of computing capabilities. 

 Broad network access: where customers can access the information using the access 

medium by virtue of thick or thin clients. 

 Resource pooling: where virtual resources are dynamically assigned, including 

processors, memory, operating system, etc. 

 Rapid elasticity: which allows rapid provision and de-provision of services. 

 Measured service: where the user is charged according to the time consumed. 

2.4. Control in Cloud Architecture 

This study takes the NIST definition as a reference model to review the literature in cloud 

computing from a security and governance perspective. There are two reasons for taking this 

stance. First, is that the NIST definition is widely accepted by many organizations and 
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research communities (Allen, 1999; Anand et al., 2009). The second rationale is this study 

wants to avoid the confusion and conflicting views that have existed in the cloud taxonomy 

emerging in the market (Vaquero et al., 2008). The NIST definition provides a veracity to 

cloud computing. The NIST explains cloud computing architecture in layers and deployment 

models that creates an architectural reference to implement security and governance. The 

cloud architecture has number of implications for security which are discussed below.  

2.4.1. Control in Cloud Layer Divides  

In traditional IT practice, the overall control remains with the organization procuring, 

installing, maintain and running the applications. The organizations are responsible for 

evaluating, controlling and directing services regarding their IT infrastructure (ISO 38500, 

2008). In cloud computing, IT infrastructure is divided into the physical and logical 

infrastructure between the cloud user and the CSP. The physical structure is under the 

ownership of the CSP and, traditionally, it empowers the CSP with ownership of data, access 

controls, software and physical security (ISO 27002, 2005). The three layers, SaaS, PaaS and 

IaaS (see section 2.3), are logical layers with different boundaries, separate security priorities, 

and shift control between the cloud user and the CSP. The layers are controlled both by the 

CSP and cloud user, as illustrated in Figure 2.5. 

 

Figure 2.5: Cloud Layers Control Structure. Adapted from NIST (Mell et al., 2011) 

 

The cloud user control is restricted to the virtualised cloud layers: SaaS, PaaS and IaaS. The 

control in SaaS, PaaS and IaaS shifts between the cloud user and the CSP. The control of the 

cloud user is minimal at the SaaS and maximum at the IaaS level. In some layers, the 
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responsibility is jointly shared and creates interdependent control structure between the cloud 

user and the CSP. The changing control in cloud layers can cause non-availability of services, 

misunderstanding of responsibility and division of liability. It indicates loss of control and 

governance between the CSP and cloud user (Catteddu et al., 2009). In normal industry 

practice, it can be avoided by commercial Service Level Agreements (SLAs) (Goo et al., 

2009). The ENISA (2009a) notes that SLAs do not promise any commitment to enable 

quality of service or deliver security.  

The changing features of cloud layers show loss of control, and shift of security 

implementation and governance. In the next sections, the control variability is highlighted to 

explain the shift of control and responsibilities between the cloud user and CSP in these 

layers as illustrated in Table 2.1, 2.2 and 2.3. Later, in the other sections, the choreography of 

security in the layers is discussed in terms of ISG, international security standards and 

statutory compliance. 

2.4.1.1. Control Structure of SaaS 

The topmost layer of the cloud is SaaS, which is supported by the underlying layers of PaaS 

and IaaS. The user accesses the services and software offered by the CSP by means of a web 

browser (Chou et al., 2007; Dean, 2005; Stefan et al., 2008). The CSP offers business 

intelligence, customer relationship management, supplier relationship management and 

human resource management in the shape of enterprise software in this layer (Chris et al., 

2009). The authority to manage and maintain the software is with the CSP. The CSP enjoys 

maximum control and authority to manage security (Figure 2.5). The cloud user lacks control 

in this layer and does not have information about the persistent state of his data. The CSP 

residing in a different jurisdiction causes regulatory and statutory compliance complications 

(Brodkin, 2008). The ENISA explains the division of responsibilities, as listed in Table 2.1. 

SaaS division of Responsibilities 

Cloud User Cloud Provider 

 Statutory compliance 

related to privacy, data 

protection, financial acts 

 Management of CIA Triad, 

identity management and 

authentication 

 Physical security and maintenance, OS patch management and 

security platform configuration 

 Management of CIA, authentication, identity management with 

cloud user and statutory compliance 

 System and security monitoring  

Table 2.1: Expected Division of Responsibilities (ENISA, 2009a) 



Chapter 2 

17 
 

2.4.1.2. Control Structure of PaaS 

The PaaS layer is intended for the developers to customize cloud applications and deploy 

them. In this layer, the level of control exercised by the CSP is decreased as compared to 

SaaS. The deployment and testing of the application comes under the ownership and 

responsibility of the cloud user. The CSP does not have controls in place to test the 

applications of cloud users for malicious activity. Thomas et al. (2009) have shown that 

malicious code execution can penetrate the layers of cloud computing. The international 

security and governance standards specify controls that require the organizations to install 

safeguards to protect from the threat of such malicious code (ISO 27002, 2005). The security 

standards authorise the owner (the CSP) of the infrastructure and do not have controls to 

authorise cloud user. According to the ENISA, the division of responsibilities listed in the 

Table 2.2 show that it is the responsibility of the cloud user to provide detective controls in 

this context. Table 2.2 also shows the amount of control exercised by the cloud user and CSP 

as compared to Table 2.1. 

PaaS 

Cloud User  Cloud Provider 

 Statutory compliance related to privacy, data 

protection, financial acts 

 Management of CIA Triad, identity management and 

authentication 

 Analysis, design, implementation, testing of code to 

be deployed 

 Security Black Box testing of the code before the 

deployment 

 Monitoring performance of the software and its 

maintenance 

 Physical security and maintenance, OS patch 

management and security platform configuration 

 Management of CIA, authentication, identity 

management with cloud user and statutory 

compliance 

 System and security monitoring  

 Provision of platform for the software 

Table 2.2: Expected Division of Responsibilities PaaS (ENISA, 2009a) 

2.4.1.3. Control Structure of IaaS 

IaaS is the lowest layer in the cloud infrastructure. In this layer, the majority of security 

control implementation rests with the cloud user with an exemption to physical layer. The 

cloud user runs instances of the operating system and can build PaaS and SaaS subsequently. 

The CSP only looks after the physical infrastructure that is supporting the cloud user 

instances. The cloud user can deploy maximum security on the logical layers but cannot 

access physical control which remains with the cloud provider. Table 2.3 shows the division 

of responsibility and increase of responsibilities of the cloud user as compared to Table 2.1 

and Table 2.2. In the majority of instances, the cloud user has become responsible for the 

security and various processes in these layers.  
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IaaS 

Cloud User  Cloud Provider 

 Statutory compliance related to privacy, data 

protection, financial acts 

 Management of CIA Triad, identity management and 

authentication 

 Analysis, design, implementation, testing of code to 

be deployed 

 Security Black Box testing of the code before the 

deployment. 

 Monitoring performance of the software and its 

maintenance 

 Provision of operating system 

 Virtualization 

 Physical security and maintenance 

 Physical maintenance and support 

 

Table 2.3: Expected Division of Responsibilities IaaS (ENISA, 2009a) 

2.4.2. Control in Deployment Model 

The cloud deployment models are defined in section 2.3.2. This study analyses and 

undertakes public cloud computing. Cloud computing is ubiquitously accessible from any 

part of the world (Brian, 2008; Dikaiakos et al., 2009; Foster et al., 2008; Lin et al., 2008; 

Lizhe et al., 2008). The CSA categorises deployment models of cloud computing into 

‘trusted’ and ‘untrusted’, as shown in Table 2.4. Dave et al. (2009) note that public cloud 

infrastructure is untrusted, uncertain and lacks control which shows lack of governance. 

Infrastructure Controller Owner Location Security 

Private Organization 

Third Party 

Organization 

Third party 

On premise 

Off premise 

Trusted 

Public Third party Third party Off premise Untrusted 

Community Third party Third party On premise Trusted and untrusted 

Hybrid Both  Both Both Both 

Table 2.4: The Control Structure of Deployment Models (Dave et al., 2009) 

Data centres in different jurisdictions providing the cloud services may raise the security and 

governance risks for the cloud user. ENISA (2009a) note that while using cloud services 

there is a likelihood of information breaches and leakages. This can occur unintentionally and 

intentionally, which will severely impact the cloud user business name and reliability. The 

Government of New Zealand (2010a) note that in outsourced projects there is a probability of 

severe risk that originates from the jurisdiction and warns that government organizations 

should outsource data in a country which has a bilateral agreement with. Scholars have 

recommended secure and encrypted communication to overcome security risks in the public 

cloud (David, 2009). 
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The transnational nature of cloud computing may allow cyber criminals to take advantage. It 

may allow cyber criminals to create a repository of malicious codes, craft attacks and use 

cloud processing power to decrypt information. These activities can be launched 

ubiquitously, which can defeat the norms of law. McAfee (2009) note that the vulnerabilities 

of cloud computing can be maliciously used to generate attacks, thereby increasing cyber 

warfare. The Government of New Zealand (2010a) notes that IT outsourced environment will 

give rise to economic and intelligence espionage. The risks voiced by governments and 

international security organizations describe the vulnerable architecture of cloud computing. 

These risks have created a sense of mistrust within the circles of companies and governments. 

These organizations prefer to use private cloud computing over public cloud computing as a 

substitute (IBM, 2010). 

The Gartner report highlighted seven risks of public cloud infrastructure. Heiser and Nicolett 

(2008) note in the Gartner report that information regarding data location and data 

sovereignty is hidden from the cloud user. The transition to cloud deployment may lead to 

long term relationships and trust. The CSP does not provide information to the cloud user to 

assess the long term viability, interoperability options and financial resiliency of the CSP. 

There is a probability of risks associated with the bankruptcy of the CSP, the winding up of 

the company and merger of the CSP with a bigger provider. These risks can deprive the cloud 

user of the ability to protect, migrate and preserve the integrity of data assets (Heiser et al., 

2008). These risks may reduce the trust of cloud user in adopting cloud computing for 

business. The above literature suggests that lack of trust and legal protection, and distance 

between the cloud user and CSP can cause security and governance problems.  

2.5. Governance Concepts and Cloud Computing 

Organizations deploy ISG standards and governance frameworks to optimize information 

security, return on investment and secure business information assets strategically. Today, 

protection of information assets has become vital for organizations and the accountability for 

that is upon the shoulders of management (OECD, 2004; Posthumus & von Solms, 2004). In 

this section, various concepts of governance are discussed and the latter are pitched against 

the cloud architecture to unearth the gaps.  
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2.5.1. Governance Concepts 

Governance means to govern, steer, devise guide control. Plato has used governance in terms 

of a system of rules (Kjaer, 2004, p. 3). Rosenau (1995) has extended the meaning of Plato’s 

definition to include the exercise of power and control in international relations. Governance 

is a generalized and vast term, found in political science, law, management, international 

affairs and many other subjects. The meaning of governance varies in the literature and is 

often defined according to context (Arvind et al., 2001). Academia has used governance from 

different angles to provide sets of rules that enable transparency, equity, responsibility and 

accountability (de Oliveira Alves et al., 2006; Nanda, 2006). Governance is a debateable and 

contradictory term, but academia has some consensus on a governance definition and agrees 

that governance is concerned with the creation of a set of rules that brings order (Armbrust et 

al., 2010). In the cloud computing context, governance is subject to its dynamic structure. 

The variety of governance theories can be used in cloud architecture to enable control and 

governance. Due to the countless meanings of governance, the study uses information 

system-related literature found in corporate governance, IT governance and security 

governance that can influence cloud computing. In the next section, the various forms of 

governance are briefly explained to establish their meanings and importance in connection 

with cloud computing. 

2.5.2. Corporate Governance 

In corporate governance, the importance of ISG has emerged from accounting scandals 

impacting negatively on consumer confidence. The investigation reports of these scandals 

revealed top management negligence and lack of accountability (Na-yun et al., 2008). These 

scandals have disclosed massive fraud that inevitably forced governments to incorporate 

mandatory regulations to govern enterprises to ensure integrity of systems and responsibility 

(Cereola & Cereola, 2011; Na-yun et al., 2008; von Solms, 2001a). Westby and Allen (2007) 

supports this view and regards governance as having its roots grounded in the financial 

control, reporting and other responsibilities of boards of directors. There are several 

documents giving guidelines for corporate governance in the international environment. The 

Organization of Economic Co-operation and Development (OECD) note that responsibility is 

one of the key elements to ensure the integrity of information in financial and accounting 

reporting systems. The principles further promote incorporating the appropriate systems to 

manage risks, financial control, and compliance with laws and standards (OECD, 2004). The 
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United States has enacted the Sarbanes-Oxley Act, 2002 to restore the public confidence that 

has been ruptured by the financial scandals. According to the Sarbanes-Oxley (SOX) Act, the 

chief executive and financial officer are responsible for attestation of financial reports and 

ensuring the integrity of internal controls for accuracy. The breach of SOX regulations incurs 

penalties on companies (Sarbanes–Oxley, 2002). Companies avoid these penalties by 

applying security measures in information systems by integrating governance controls to 

avoid the negligence. The Institute of Information Technology Governance (ITIG) does not 

explain corporate governance but considers that information security governance is a subset 

of overall corporate strategy and that boards of directors are responsible for integrating 

information security to govern the IT processes (ITGI, 2006). Although such reports and 

legal statutes do not refer to information security directly, they do refer to some aspects such 

as responsibility, integrity, managing risks, controls, and internal control and compliance 

which are relevant to the ISG domain. 

2.5.3. IT Governance 

In the last few decades, the majority of companies are dependent on information systems to 

improve the efficiency of work, maintain integrity of information and protect the business 

information assets by using IT governance. These drivers of IT governance emerge from 

corporate governance to ensure compliance to regulatory reforms. IT governance has become 

the critical success factor for organizations because these frameworks align the governance 

control and authority (Lee & Baskerville, 2003). The absence of IT governance paves way for 

financial fraud, data leakage and corporate espionage (Hodak, 2007). IT governance in 

companies and enterprises has proved to deliver a 20 per cent higher return on assets 

undergoing an average governance mandate (Weil & Ross, 2004). The governance 

frameworks maintain the credibility of the inner state of the company alignment (Rolf & 

Robert, 2003) with enterprise strategy (Masing, 2009) and reduce security risks (Na-yun et 

al., 2008; von Solms & von Solms, 2006). The main aim of the IT governance is to provide a 

set of rules to sustain the organizational IT structure in order to achieve the enterprise’s 

vision, so it is regulated by the board of directors under their responsibility. Weill et al. 

(2004) support the premise and specify the decision rights and accountability standards to 

encourage desirable behaviour in using IT. The scholars note that IT governance is 

responsible for two main functions; it delivers value to the business and mitigates IT risks 

(Na-yun et al., 2008; Sahibudin et al., 2008). IBM extends the boundaries of governance and 

divides it into two connected processes. Firstly, decisions are supported by chains of 
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responsibility, authority and communication. Secondly, implementation of decisions should 

have organized and controlled mechanisms established to measure the quality of service 

through policy and standards. In this context, governance extends its influence over the full 

chain of responsibilities and processes to achieve the strategic vision of an enterprise using 

management, measures, policies, standards and processes (IBM, 2008). The IT governance 

scholars in the above discussion have pointed towards an authoritative set of rules that 

provide control to obtain desired behaviours. They also highlight the responsibility to bring 

strategic decisions into alignment with IT to ensure the smooth functioning of the company. 

The IT governance literature portrays important themes which opine control and authority to 

be major components of governance of information systems. 

2.5.4. Information Security Governance 

ISG inherits some of the corporate and IT governance factors to develop controlled 

environments in information systems and has become a priority for organizations (von Solms, 

2001a, 2001b). Although ISG has been considered part of IT governance, it has not attained 

the attention of IS scholars, so that ISG is regarded as a social and technical domain. For 

instance, Weill and Ross (2004) have viewed IT governance as enhancing better management 

of the IT budget and providing return on investment, but consider security as a small subset 

of IT governance. Wu et al. (2011) define security as a technical domain rather than a diverse 

field that covers different domains.  

There are scholars supporting ISG as a diverse field. Thomson and von Solms (2005) argue 

that ISG is not limited to the technical domain but expands over law, sociology and technical 

domains. The accountability in regulatory pressures have moulded the social and technical 

shape of ISG to become an integral part of corporate and IT governance to sustain security 

control (Cereola et al., 2011; Fengyi et al., 2011; Kanagaretnam et al., 2010; Na-yun et al., 

2008).  

The technical, legal, management and social literature has influenced ISG to a greater extent. 

The OECD guidelines (OECD, 2002) emphasize the developing of a “Culture of Security” 

symbolizing structuration (Giddens, 1984, p. 2) of information security within the 

organization and environment. Westby et al. (2007), while supporting the OECD views, note 

that ISG is about control that sustains a culture of security in an enterprise as a non-

negotiable requirement. The consortium of organizations, the ASIS International (ASIS), 

ISACA, and Information Systems Security Association (ISSA) restricts the meaning of ISG 
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to that of identifying and mitigating security risks in the enterprise to avoid negligence 

(AESRM, 2008). Thomson et al. note that companies face regulatory penalization, business 

loss and breach of trust because of negligence in maintaining security (Thomson et al., 2005).  

The financial scandals have escalated the importance of higher-level management 

responsibility to implement ISG to avoid negligence in execution of due care (Cereola et al., 

2011). The different regulations and ISG literature emphasize the importance of using 

authority and control to implement ISG in an organization. Today, it has become a common 

practice in the security community to develop the ISG strategy with the consent of the 

executive (de Oliveira Alves et al., 2006). Standards such as ISO 27001(2005), ISO 27002 

(2005), COBIT and NIST 800-53 prescribe control objectives that require the approval of 

senior management for ISG implementation. The ITGI Institute notes that the implementation 

of ISG is the sole responsibility of senior executives. They must incorporate ISG aligned with 

the IT governance to safeguard vital interests of the organization. Furthermore, senior 

executives play a major role in ensuring that the concerns of information security are 

responded to properly (ITGI, 2006). The Institute of Internal Auditors relates ISG to the 

responsibilities and governance structures. Love et al. (2010) note that ISG is implemented 

with the support of the board of directors and executive management. de Oliveira Alves et al. 

(2006) add that ISG approval by senior management justifies organizational efforts to 

implement security. Westby et al. (2007) support the views of the ITGI (2006) and note that 

“senior leadership’s fundamental commitment to information security is the most important 

aspect of effectively managing the security risk to an organization’s digital assets” (p. 2). The 

above discussion shows various meanings of ISG which do not rely on the confidentiality, 

integrity and availability (CIA) triad. von Solms (2005b) seminal work gives a 

comprehensive definition of ISG: 

Information Security Governance consists of the management commitment and 

leadership, organizational structures, user awareness and commitment, policies, 

procedures, processes, technologies and compliance enforcement mechanisms, all 

working together to ensure that the confidentiality, integrity and availability (CIA) of 

the company’s electronic assets (data, information, software, hardware, people, etc.) 

are maintained at all times. (p. 444) 

The definition corresponds sufficiently with the information security CIA concept; however, 

it does not take accountability into consideration. Moulton notes that ISG is implemented in 
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the whole organization by using a three step procedure: identification of risk; assigning 

responsibility to manage risks; and implement controls (Moulton & Coles, 2003). Today, 

corporates are achieving the desired security behaviour by applying security architectures and 

complying with the security standards ISO 27001(2005), NIST 800-53 and best practices 

COBIT. All of these standards align the business process in order to develop a sustainable 

enterprise while securing the information. The synopsis of the definitions is shown in Table 

2.5. 

Definitions Of Information Security Governance 

Theme Explanation References 

Culture of security It means that an approach to provide the effective 

security that takes into account the interests of all 

participants, and the nature of the systems, networks 

and related services. 

(OECD, 2002) 

Governance for 

enterprise security 

It is directing and controlling an organization to 

establish and sustain a culture of security in the 

organization’s conduct. Governing for enterprise 

security means viewing adequate security as a non-

negotiable requirement of being in business. 

(Westby et al., 2007) 

Identification of 

security risks 

Identification of security risks and interdependencies 

between business functions and processes within the 

enterprise and the development of managed business 

process solutions to address those risks and 

interdependencies. 

(Moulton et al., 2003) 

(Sajko et al., 2011; 

Vinnakota, 2011; von Solms 

et al., 2011; Wu & Saunders, 

2011) 

Responsibility of 

board of directors 

and senior 

executives 

Information security governance is the responsibility of 

the board of directors and senior executives.  

(ITGI, 2006) 

(Lindup, 1996) 

 

Alignment with IT 

governance 

It must be an integral and transparent part of enterprise 

governance and be aligned with the IT governance 

framework. 

(Love et al., 2010) 

Commitment to 

ensure security  

Information Security Governance consists of the 

management commitment and leadership, 

organizational structures, user awareness and 

commitment, policies, procedures, processes, 

technologies and compliance enforcement mechanisms, 

all working together to ensure that the confidentiality, 

integrity and availability (CIA) of the company’s 

electronic assets (data, information, software, 

hardware, people, etc.) are maintained at all times. 

(von Solms, 2005b) 

Table 2.5: Definitions of Information Security Governance 
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Table 2.5 shows the different elements of governance, explaining authority, responsibility, 

accountability and decision rights as core components of governance.  Similarly, there are 

other factions of theories supporting ISG which converge to recast the meaning of 

governance based on the responsibility of the board of directors, directing and controlling, 

culture of security and accountability and compliance (Sajko et al., 2011; Vinnakota, 2011; 

von Solms et al., 2011; Wu et al., 2011). These ISG theories, practices and environments 

have been developed over the years and have become embedded processes in organizational 

structures. However, cloud computing challenges these traditional ISG concepts which 

conflict with cloud architecture in two ways. There is a: 

 conflict between ISG governance and cloud architecture; 

 conflict of ISG standards with cloud architecture. 

2.5.5. Conflict of Governance Concepts and Cloud Architecture 

In information systems, the ISG concepts explored in the previous sections have matured 

over the years by means of legislative measures, organization of international standards and 

business rules. ISG theories and practices have been part of the security culture over many 

decades. Today, the security maturity of organizations is assessed through these best practices 

(Anthony, 2006). Organizations integrate these concepts into the organizational culture to 

mitigate risks, generate return on investment and accentuate organizational performance. 

With the changing landscape of information technology, ISG has gained prominence in 

organizational strategic insight (Bhasker & Kapoor, 2009). The norms practiced over the 

years in ISG are challenged by cloud architecture. In the next section, the complications and 

conflicts of ISG and cloud architecture are discussed to highlight security concerns.  

2.5.5.1. Organizational Control Structures Absent in Cloud Architecture  

The originators of ISG never expected cloud computing would be a form of technology that 

is complex enough to challenge ISG. Cloud computing is not similar to the organizational 

structure where governance and control is authoritarian; it is a joint collaboration of cloud 

users and CSPs over a web platform. ENISA (2009a) points out that in cloud computing, the 

cloud user surrenders control over its layers and loses control, responsibility and governance. 

They also note that security service level agreements are not provided with the provisions of 

normal service agreements. The Cloud Security Alliance (CSA) notes that fundamental issues 

in cloud governance are the absence of organizational structures in cloud computing to 
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maintain ISG. The CSA reports that there is a need to identify such organizational structures, 

processes and controls that can manage the principles of ISG. Dave et al. (2009) The CSA 

notes that “cloud computing is about gracefully losing control while maintaining 

accountability even if the operational responsibility falls upon one or more third parties” (p. 

24). 

The ISG literature agrees that responsibility for governance lies with the corporation’s 

responsible persons. ISO 38500 (2008) provides guidelines to direct, evaluate and monitor 

information security. Similarly, there are organizational controls in international security and 

governance standards that are not applicable to cloud architecture. The shifts explained in 

section 2.4 shuffle these organizational controls between the cloud user and the CSP. In most 

of the cases, the cloud user is incapable of implementing these controls (Dave et al., 2009), 

raising a risk to the accountability of cloud users (Andress, 2011; Purpura, 2008). Ramgovind 

et al. (2010) note that senior management must incorporate the relevant governance 

components, in order to protect data and generate trust by considering two important aspects 

for cloud governance frameworks. Firstly, companies acquiring services must establish 

business requirements in line with information security. Secondly, the cloud user needs to 

endorse the IT audit and legal compliance in their security landscape to create control over 

their information assets. Popovic and Hocenski (2010) note ten security concerns to highlight 

the absence of governance, control and security measures that protect the interests of the 

cloud user. Absence of such controls may deprive the cloud user in achieving a baseline 

security to protect their data (Ahmad & Gutiérrez, 2010) and non-compliance to majority 

international standards. 

The above discussion suggests that there are a lack of management controls, and governance 

and security measures, which may contribute to lack of accountability, loss of governance 

and compliance to protect cloud user interests. 

2.5.5.2. Cloud Architecture Nullifies Traditional ISG Theories  

Governance maintains the credibility of the inner state of the company (Rolf et al., 2003), 

aligning with enterprise’s strategy (Masing, 2009) and reducing security risks (Na-yun et al., 

2008; von Solms et al., 2006). These ISG theories enforce security controls using a top down 

approach in an enterprise with the objectives of maintaining CIA, reliability and compliance 

(Ridley et al., 2004). The ISG theories adopt an authoritarian legacy style and implement 

information security with the consent of the board of directors using a top down approach 
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(ITGI, 2006). In cloud computing, the CSP and cloud user are two entities sharing a logical 

platform. The CSP remains the owner of the physical assets, whereas the cloud user shares 

the ownership of the logical layers. With  this, the distance between the cloud user and the 

CSP does not allow the exercise of controls as specified in governance components which 

therefore creates a lack of responsibility by directors, and a corresponding lack of control and 

authority over information assets (Julisch & Hall, 2010). Cloud computing allows limited 

security controls on its platform. The ENISA and CSA both have explained the issues of 

governance in the cloud environment; however there is a lack of literature in academic 

journals and conference papers on this issue.  

The cloud architecture does not allow the traditional and well-practiced implementation of 

ISG because of three architectural issues. The first is the shift of security among the layers of 

cloud computing (refer to section 2.4.1). The second issue is its public deployment model 

(see section 2.4.4). The third is the absence of a ISG governance structure between the cloud 

user and CSP (Dave et al., 2009; ENISA, 2009a).  

2.5.5.3. Weak Agreements and Contracts Deprecate Governance in Cloud Computing 

ISG has been associated with word “control” to realize the effectiveness of information 

security and accountability which is also extended to the outsourced environment using 

contractual obligations (Rustagi et al., 2008), Service Level Agreements (SLAs), and 

relational governance (Goo et al., 2009; Poppo & Zenger, 2002). Goo et al. (2009) note that 

SLAs play a major role in the development of “partnership-style relationships with high 

levels of trust and commitment” (p. 120) and provide a basis for monitoring the service 

supplier. Cloud computing does not allow the flexibility for cloud users to dictate the 

agreement clauses to extend the ISG control. The cloud user relies upon the ‘click wrap’ 

agreements crafted to favour the CSP (Bradshaw et al., 2010). The contracts generally 

advocate one-sided terms and conditions that suit the CSP (Zardari & Bahsoon, 2011). 

However, some studies have also shown that some CSPs allow customized contracts at the 

enterprise level with limited liability. Still, the practice is rare (Bradshaw et al., 2010). In 

general, these agreements and contracts do not extend the control and governance of the 

cloud user. 
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2.5.6. International Security Governance Standards and Cloud Architecture 

There are different information security management systems (ISMS) and IT governance 

frameworks commercially used by governments and companies. The present study was 

concerned with governance and security frameworks which are well-known commercial 

standards; namely ISO/IEC 27001-2 (ISO 27001, 2005) devised by international 

organizations for standards and Control Objectives for Information Technology (COBIT) 

through the Information Systems Audit and Control Association (ISACA, 2008). This study 

also analysed the Payment Card Industry Standard (PCI, 2010) and the NIST 800-53 (NIST, 

2010).  

ISG frameworks are best practices to protect information assets, mitigate risks and maximize 

return on profit (Sahibudin et al., 2008). They aim to mitigate the serious risks that emerge 

from Enron corporation-like scandals and help in monitoring the health of internal controls in 

compliance with regulations for financial transactions (Cereola et al., 2011; Na-yun et al., 

2008). These frameworks practically implement ISG in an organization and improve the 

performance and governance in organizations (von Solms, 2005a).  

The control, authority and implementation position is different in cloud computing. 

According to the CSA Executive Director, the security and governance in cloud computing 

requires active participation of the CSP (Packer, 2010). The CSA, during its various 

presentations on governance, risk and compliance, have highlighted the joint participation 

issue in various conferences. Armbrust et al. (2010) also note that in some layers of cloud 

computing, security becomes the shared responsibility of the cloud user and the CSP. The 

final report to the European Union commission also supports the idea that the implementation 

of security controls regarding physical access, monitoring, identity management, compliance 

and authentication requires shared responsibility between the cloud user and the CSP 

(Robinson et al., 2010). Similarly, when the security controls are applied to the cloud layers, 

these controls are also divided between the cloud user and CSP as well as jointly owned by 

both (Takabi et al., 2010). In a true sense, the cloud user and CSP do not share the 

responsibility (Armbrust et al., 2010; Brian, 2008; Xu et al., 2009). 

The CSA has emphasized both segregated and joint responsibility in cloud architecture as 

shown in Table 2.6. The organizations have come to the conclusion that existing controls in 

ISO standards cannot effectively provide governance in the cloud architecture. These controls 



Chapter 2 

29 
 

need to be divided according to the responsibilities of cloud users and CSPs (Swain et al., 

2010). 

 

Table 2.6: Joint Responsibility of Cloud users and CSPs. Adapted from the CSA (Swain et al., 2010) 

The CSA has tried to fill this ISG gap by developing the unified Cloud Control Matrix 

(CCM) (CSA, 2010), comprised of controls from ISO27001, ISO27002, COBIT, NIST 800-

53, and PCI-DSS. The CCM contains and builds various controls to overcome issues of ISG 

in cloud architecture. The CCM also shows the applicability of security controls for the cloud 

user and CSP. Their study performed a preliminary qualitative analysis of the CCM to 

ascertain control and authority in the cloud layers. As shown in Figure 2.6, 82 per cent of 

security controls are applicable to CSPs, whereas the cloud user is responsible for only 18 per 

cent. It indicates the power, authority, control and ownership belongs to the CSP in the cloud 

layers. It signifies that the CSP is in the better position to implement the security controls 

prescribed in the different standards and to mitigate the risks. It is evident that without the 

participation of the CSP, the cloud user cannot effectively implement security controls, 

especially those which are concerned with compliance and statutes. 

 

Figure 2.6: Qualitative Analyses of Controls in CCM (CSA, 2010) 
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The CCM also shows, in some domains, the control objectives of COBIT and ISO 

27001(2005) and vice versa are not applicable. Cloud computing is in conflict with key 

important domains and controls of the ISG framework available in these standards. The next 

sections will highlight some of the conflicts in the current standards that are inconsistent with 

cloud architecture. The discussion is based on a review of current ISG standards and their 

applicability to a cloud platform. 

2.5.6.1. Ownership and Asset Management  

The controls in these international standards are dependent on ownership of assets (ISO 

27001, 2005; ITGI, 2006; PCI, 2010). In cloud computing, the cloud user is the owner and 

responsible for their information assets. The breach of information assets may lead to a loss 

of business and compliance penalization (Booker, 2006; von Solms & von Solms, 2005). The 

assets in cloud architecture are not solely owned by the cloud user. They are divided and 

shared between the cloud user and the CSP. The ultimate possession of the physical 

ownership stays with the CSP. This implies the maximum control and authority of the CSP. 

The functions associated with the cloud user data are divided between the logical and 

physical ownership structure. The cloud user does not control the deletion, preservation and 

backup of the information asset on the CSP servers. Under the duty of due care terminology, 

the cloud user is the owner and responsible for their information asset. The governance 

theories presented in section 2.5.2, 2.5.3 and 2.5.4 emphasize the responsibility of 

management to establish control and ensure the CIA of the assets. ISO 27001(2005) regards 

ownership of an asset is the deciding factor in establishing control and responsibility. COBIT, 

COSO and NIST 800-53 have similar provisions in their standards. The control A.7.1.2 in 

ISO 27002 states that “all information and assets associated with the information processing 

facilities should be owned [emphasis added] by a designated part of the organization.” 

Further, ISO 27002 defines and explains that the 

 term ‘owner’ identifies an individual or entity that has approved management 

responsibility for controlling the production, development, maintenance, use and 

security of the assets. The term ’owner’ does not mean that the person actually has any 

property rights to the asset. (ISO 27002, 2005, p. 20)  

The control designates ownership to the business process, application and data. This control 

satisfies the requirements that come from the regulations (Calder, 2009). In cloud computing, 

the multi-tenant environment does not recognise the security ownership structure (Almorsy et 
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al., 2011). The ownership of information assets is shared at SaaS, PaaS and IaaS levels. 

Scholars also find that there is lack of segregation of data on these layers which may not 

constitute proper labelling of data in the multi-tenant environment (Kaufman, 2009; Pearson 

& Benameur, 2010; Takabi et al., 2010). There is an essential requirement of segregation and 

classification of data that comes from control A.7.2.  

The control in cloud computing creates two owners, the cloud user and the CSP; each 

responsible for the security of information assets and development of ISG infrastructure for 

asset security. The cloud user must evaluate the data assets, classify data, formulate retention 

policy and develop procedures for secure disposal. The cloud user cannot comply with 

control A.9.2.6 to securely dispose of the information assets (ISO 27002, 2005) and cannot 

access the persistent state of the data under control of the CSP. The control under A.10.7.3 

prescribes mandatory procedures for handling the information assets logically and physically 

in relation to control A.7.2 that classifies assets (Jaeger et al., 2008). The cloud user does not 

have the power and authority to exercise the control A.10.7.3 to secure the information. The 

standards do not provide the procedures to secure the information over another platform.  

The above explained literature suggests that cloud architecture divides the ownership 

associated with the information assets. In the ISG context, it weakens the governance and 

control of the cloud user (Dave et al., 2009). The CSP excludes the cloud user to maintain 

control over the user’s data to procedurally maintain, dispose of and legally protect the data 

(Chow et al., 2009). 

2.5.6.2. Division of Responsibilities 

The issue of management of ownership is followed by that of the division of responsibilities. 

Section 2.4 shows the division of responsibilities between the cloud user and the CSP. The 

ISO 27001(2005) notes that information security management systems must have clear 

responsibilities and segregation of duties. The standard also requires establishing roles and 

responsibilities. A similar precedent can be found in the corporate and IT governance 

literature (Anthony, 2006; OECD, 2004). The structure of cloud architecture and its business 

models vary. For instance, there is a use case in which the SaaS provider may get IaaS 

services from another CSP. The security responsibilities of the SaaS provider and the IaaS 

provider will be divided. This will cause issues for cloud user who may not have knowledge 

of this venture. The cloud user loses control and cannot enforce security, perform risk 

assessment or audits, or undergo data compliance. The CSP residing in another jurisdiction 
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aggravates the risk and goes beyond the control of the cloud user (Catteddu, 2010). The 

control A.5.1.2 of ISO 27002 (2005) explains that the owner should be responsible for the 

development, review, application and evaluation of the security policy. The control A.5.1.2 

applied on the use case as explained above will become arguable. The responsibility of two 

CSPs SaaS and IaaS providers in relation to the cloud user may not achieve the required 

objective specified by the control (Catteddu et al., 2009). 

2.5.6.3. Information Security Management Program (ISMP) 

The ISO 27001(2005) and COBIT provide the mandatory control objectives that assure that 

the ISMP program is properly authorized and documented. The controls objectives address 

the ISMP within the organizational control. In cloud computing, the CSP has the 

comprehensive security program that is authorized and protects the datacentre providing the 

cloud services. The cloud user does not have enough knowledge about the CSP’s ISMP. The 

ISMP information is also not disclosed to the cloud user. The ISMP also differs in respect to 

different cloud layers. For instance, the SaaS layer is pre-owned by the CSP and has majority 

of security controls in place. At the PaaS and IaaS layer, the cloud user has more control, but 

layers show joint responsibility as shown in Table 2.6. The joint implementation of the ISMP 

is missing in these layers (ENISA, 2009a). 

2.5.6.4. Security Policy 

There are controls in ISO 27001(2005), ISO 27002(2005) and COBIT that require an 

organization to create, implement, disseminate and periodically review the security policy in 

line with the enterprise’s strategy. The components of security policy creation, 

implementation and creating awareness are divided in the cloud environment. The CSP has 

the flexibility to enforce the security policy in the physical and logical infrastructure, 

especially at the SaaS level. However, the implementation of the security policy at the PaaS 

and IaaS levels is shared by both the cloud user and the CSP (Ruoyu et al., 2010). The 

controls of ISO 27001(2005) and COBIT are silent on this issue. On the other hand, the cloud 

user does not have the information regarding the security policy (ENISA, 2009a). 

2.5.6.5. Risk Management 

Risk management is a core component of ISO 27001(2005), COBIT and corporate 

governance. Risk assessment is divided among the cloud layers. The CSP assesses the risk of 

the physical and logical components of cloud computing including people, process, hardware 
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and software. The CSP also performs risks assessments of SaaS; however, at the PaaS and 

IaaS levels, risk assessment is divided based on ownership of information assets. It is one of 

the mandatory requirements of ISO 27001(2005), control 4.2.1.(c), to have a risk 

management program in place and documented. The risk management must have a periodic 

risk assessment, mitigation and treatment plan. The evaluation of risk must take into account 

security, business, legal and regulatory factors. The risk assessment of data, cloud layers, 

infrastructure and legal issues is divided between the cloud user and the CSP. The risk 

assessment results in a risk treatment plan that requires the cloud user and CSP to implement 

it. The cloud user may not be able to implement the full life cycle of risk management. The 

associated reason is the lack of control and authority of the cloud user.  

The legal and compliance risks assessment is dependent on both the cloud user and the CSP. 

In the majority of cases, the CSP does not supply information to the cloud user, informing 

them about legal and compliance requirements (Catteddu et al., 2009). Similarly, the cloud 

user does not have the information to assess the financial viability, jurisdictional legal issues 

and compliance of the CSP (Julisch et al., 2010). These notions extend the assumption that 

cloud users cannot perform due care in any respect. 

2.5.6.6. Compliance and Audit 

The standards ISO 27001(2005) and COBIT require the organization to comply with the law 

and regulatory frameworks (Cereola et al., 2011). The audit procedures may require the 

availability and extraction of data to verify the findings of previous audit and compliance 

reports. In cloud computing, data is placed in various jurisdictions, which hinders the 

extraction and availability of data. It also adds to the compliance complexity under various 

laws, especially SOX, HIPPA and European Union directives, and United Kingdom laws 

(Farrell, 2010). Cloud computing makes the controls ineffective, that require compliance and 

auditing in the standards (ENISA, 2009a). 

2.5.6.7. Legal Agreements 

The standards ISO 27001(2005) and COBIT ensure security requirements, and liability and 

dispute resolution are covered in the agreements, including third-party services. Furthermore, 

they require positive evidence of compliance. In cloud computing, terms of agreements are 

crafted to give advantage to the CSP. The CSP has the power, authority and flexibility to 

change the contract to disadvantage the cloud user. The online agreements of the CSP often 



Chapter 2 

34 
 

contain specific places for litigation and jurisdiction which favour them (Bradshaw et al., 

2010). 

2.5.6.8. Monitoring 

The standards ISO 27001(2005) and COBIT demand retention of audit logs in compliance 

with applicable policies and regulations, in line with business requirements in terms of access 

rights and retention requirements (ISO 27001, 2005). In cloud computing, there is no 

‘dashboard’ for the monitoring of cloud user data that can give information about security 

incidents and legal acquisition of data by a third party, government or unauthorised person 

(Chow et al., 2009).  

2.5.6.9. Governance Framework 

The ISG standards present governance frameworks to establish security aligned with an 

enterprise’s strategies and objectives (McGhee, 2008; Mendezllovet, 2010; Ole et al., 2006). 

The organizational structures (outlined in section 2.5.5.1) and traditional ISG (outlined in 

section 2.5.5.2) remain absent in cloud computing. The previous sections describe the 

inadequate controls of international standards, which elevate the implications for control, 

governance and security. Popovic et al. (2010) note that division of authority in the various 

cloud layers do not allow, operate and realize the ISG controls effectively. In cloud 

architecture, the cloud user loses governance, control, authority and responsibility. These 

drawbacks constrain the cloud user from exercising and implementing the security controls in 

the cloud layers (Dave et al., 2009; IBM, 2010). The existing standards exhibit the 

governance framework that lack controls to handle, control and govern the cloud computing’s 

heterogeneous platform.  

The governance framework fails to regulate the behaviour of the cloud user and CSP, guide 

the implementation of security, or seek to control it (Dave et al., 2009). 

2.6. Statutory Compliance 

Statutory compliance has two facets in public cloud computing. One is organizational 

compliance through government regulatory authorities, which is subject to private and public 

law. The second problem is jurisdictional issues in cloud computing that have reduced cloud 

adoption worldwide (Bradshaw et al., 2010).  
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2.6.1. Privacy of Data 

The major privacy concerns come from the cloud services layers and deployment models, 

which are public in nature and reside anywhere in the world (Dave et al., 2009). The CSPs 

are using different service models to run their business. The complex model is mentioned in 

2.5.6.2, where the SaaS provider seeks support from the IaaS provider and becomes a cloud 

user in the cloud supply chain. At this point, the SaaS provider becomes both a controller and 

processor. The cloud user is also a controller and the IaaS provider becomes a processor. The 

IaaS and SaaS providers can both be in a different jurisdiction from the cloud user. The 

scenario creates complexity, privacy issues and conflict of laws (Jaeger et al., 2008; Katzan, 

2010). The jurisdiction difference adds to the complexity and loss of governance 

(Reidenberg, 2000). The risk of non-cooperative distinct laws in various countries might limit 

cloud adoption (Collins et al., 2011). This contention is well supported by Regan (2003) who 

maintains that conflict of laws occurs in such situations. The “controller” and “processor” 

mentioned above are explicitly defined by the article 2 (d) and (e) of EU Directive 95/46/EC 

(European Union, 2001). The EU Directive 95/46/EC in article 21 directs the processor (the 

CSP) to process the data under the explicit instructions of the controller (the cloud user). The 

structure of the cloud deployment model suggests that the directive becomes unenforceable in 

the cloud environment for three reasons:  

1. The cloud user does not have control over their data.  

2. The CSP does not seek the consent of the cloud user before processing the user’s 

data (Bradshaw et al., 2011). This condition becomes more complex if the CSP 

resides in a country which has not recognized the EU data privacy law.  

3. There may be two different CSPs providing services to the cloud user, as mentioned 

in section 2.5.6.2. There can be many other use cases that can aggravate issues in the 

cloud environment. The use case can come within the ambit of the third party 

doctrine of the United States’ (US) constitutional law. 

Each of these three complications suggests the risk of sharing information, a breach of 

information privacy and infringement of cloud user rights (Bernstein et al., 2009; Brodkin, 

2008). Article 22 of the EU privacy directive 95/46/EC directs that data should not reveal 

information amounting to an infringement of the privacy of the individual (European Union, 

2001). Despite strict adherence to the EU Directive being required, the directive is not 

enforceable in other jurisdictions. These EU privacy laws are explicitly concerned with the 
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European region (European Union, 2001). The enforceability of the directive is also 

dependent on the respect shown by the respective cloud user and CSP to the rule of law. It is 

a probability that the CSP or the cloud user may reside in a jurisdiction that may not regard 

data protection and privacy as major concerns. The mode of operations in cloud computing 

deprive the user of the ability to exercise such rights (Bradshaw et al., 2011). The EU 

directives require adequate levels of protection during transborder information flows. 

Additionally, such information must pass the test of adequate levels of protection in different 

geographical regions (Kuner, 2011). This is an enforceable rule on the CSPs residing in 

different jurisdictions. Otherwise, the EU may not allow the movement of data from one 

European country to another country. The EU directive is strict and seeks the compliance of 

companies and countries to provide adherence to the information protection clause 

(Rosemary & Hamilton, 2003).  

In the US, every state has enacted privacy laws to protect individual information. The mode 

of privacy and its interpretation is different in the United States. The US constitution extends 

the protection to individuals under the “reasonable expectation of privacy” 4
th

 Amendment of 

the United States constitution. In the case of a cloud user data breach, the user may claim the 

4
th

 Amendment privacy right, with the exception of a third party breach. Cloud computing 

comes under the third party doctrine. There have been reported cases in the Supreme Court of 

the United States under the 4
th

 Amendment, that where there is disclosure of information to a 

third party, the person cannot seek constitutional protection (Barnhill, 2010; Bernstein et al., 

2009; Bo et al., 2009). These precedents suggest that the court is unlikely to extend 

constitutional protection to cloud computing  (Bernstein et al., 2009; Circuit, 2007).  

There are other countries that explicitly provide data protection under data privacy laws. In 

Australia, section 95b of the Privacy Act 1988 explicitly directs government agencies to enter 

into a contractual obligation to adhere to privacy principles for data protection at all costs 

(Rosemary et al., 2003). It also has strong provisions in section 95b that extend the power of 

the Act beyond Australian geographical borders, subject to requirements. These provisions 

are limited to Australian citizens and cross-border enforcement (Brian, 2008). In New 

Zealand, the 1993 Privacy Law lacks such provisions, but section 22 of the Tax 

Administration Act 1994  explicitly forbids organizations to keep financial records overseas 

(IRD, 2010).  
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The above discussion shows the vulnerable position of the cloud user in a legal sense, which 

prevents the cloud user exercising their rights and control over their own information. The 

conflict of laws of different jurisdictions cannot protect the rights of the cloud user. 

2.6.2. Implications of Regulatory and Legal Compliance 

Organizations running businesses are subject to various regulatory compliances. It is noted 

that organizations struggle to adhere to multiple compliance requirements due to exhaustion 

of their IT resources (Buyya et al., 2009). The root cause of these compliances germinates 

from the financial scandals that pushed governments to legislate statutory laws to safeguard 

customer interests and mitigate financial risks. The compliance with these regulatory 

requirements maintains the integrity of financial transactions and the health of internal 

controls (Love et al., 2010), and mitigates potential risks that stem from the environment of 

the organization (Na-yun et al., 2008). Legal compliance requirements are effective in the 

mitigation of risk. In the past decade, these regulations have imposed restrictive laws to 

control the integrity, confidentiality and behaviours of organizations (Anthony, 2006). The 

BASEL II, BASEL III and the Sarbanes-Oxley Act of 2002 are examples of such mandatory 

regulations. The literature in sections 2.5.2, 2.5.3 and 2.5.4 suggests the need for regulatory 

compulsion to ensure the board of directors’ responsibility. For example, the Sarbanes-Oxley 

Act (2002) has clauses that require the financial officer and chief executive to attest to the 

accuracy of the financial reports (Na-yun et al., 2008). The regulations also direct companies 

to audit their internal controls through rigorous auditing (Love et al., 2010; Omoteso et al., 

2010; Purpura, 2008). The Gramm-Leach-Bliley Financial Modernization Act (GLBA), 

directs financial institutions to ensure the security and privacy of customer information, 

protect against unauthorized accesses, and preserve the integrity of the customer information 

assets (Minqi et al., 2010). Similar provisions can be found in European Union (EU) 

directives, Canada (The Privacy Act, 1983), the United Kingdom (Data Protection Act, 1998; 

Regulation of Investigatory Powers Act 2000), Australia (The Privacy Act 1988), and New 

Zealand (Privacy Act 1993, Health Information Privacy Code 1994, Telecommunications 

Information Privacy Code 2003,Credit Reporting Privacy Code 2004).  

The restrictive laws cannot impose compliance in cloud computing. Teneyuca (2011) notes 

that cloud computing impacts differently on regulatory laws including SOX, HIPAA and 

GLBA. Foreseeing the impact of cloud computing, the New Zealand Inland Revenue 

Department has issued a notification that natives will not keep their financial records outside 

http://www.privacy.org.nz/health-information-privacy-code/
http://www.privacy.org.nz/telecommunications-information-privacy-code/
http://www.privacy.org.nz/telecommunications-information-privacy-code/
http://www.privacy.org.nz/credit-reporting-privacy-code/
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New Zealand boundaries (IRD, 2010). The cloud environment makes compliance difficult. 

The cloud user has to rely upon the CSP for the enforcement of the regulatory requirements 

and adherence to legal statutes. It becomes extremely difficult in a situation where the CSP 

resides in a different jurisdiction (Dave et al., 2009). Scholars associate this phenomenon in 

public cloud computing with the loss of governance, and lack of control of cloud users and 

cloud architecture (Khan & Malluhi, 2010). Nelson argues that government needs to legislate 

legal structures to ensure policies that can address cloud computing today and in the future 

(Nelson, 2009).  

Along with regulatory requirements, in the majority of jurisdictions, governments may 

request the CSPs to furnish data to the government for investigation under the auspices of 

national security, without disclosing that information to the cloud user (Minqi et al., 2010). 

The courts can order under evidence law, civil procedure and criminal procedure codes the 

recovery of stored data under a subpoena for forensic analysis (Farrell, 2010). The CSPs also 

have to abide by the data retention policy of the government for national security reasons 

(Whitley & Hosein, 2005) and other laws (Colwill & Gray, 2007). The policies enforce the 

retention of data persistently on the cloud servers for a specific period of time (Banimelhem 

et al., 2003; Baskerville & Myers, 2009). The cloud users may assume that the data is 

securely deleted but the data is retained to comply with the requirements of the data retention 

policy. The cloud user cannot verify the deletion of data and other security procedures (Chow 

et al., 2009; Swain et al., 2010). Moreover, the multi-tenant architectural nature of cloud 

computing complicates compliance to retention requirements and e-discovery. Farrell (2010) 

has also pointed out that laws have not been updated to cover cloud computing.  

2.6.3. Jurisdiction Rights 

Cloud computing geographically spans across different jurisdictions. Svantesson and Clarke 

(2010) categorised cloud computing into two use cases for analysing jurisdiction issues. The 

first use case is the domestic cloud; the CSP and cloud user reside in the same jurisdiction. 

The second use case is where the CSP and cloud user reside in different jurisdictions. In the 

first case, cloud computing does not pose a jurisdictional issue. The second case has 

jurisdictional concerns and implications for cloud users. The litigation implications may arise 

from issues of misrepresentation, illegality, enforceability of contracts and information 

disclosure. In many respects, these repercussions are foreseen in cloud contracts and practice. 

Some of these aspects nullify the rights of the cloud user and also affect CSP products (Brian, 
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2008). An American Bar Association (2004) survey reveals that companies’ worst risk in 

internet transactions is litigation. Companies avoid doing business in an environment which 

carries high risk arising from fraud, litigation and liability.  

Online contracts play a major role in overcoming the jurisdictional issues. The contracts are 

generally regulated by contract law. In different jurisdictions, it follows equity principles and 

fair terms accepted by civilised nations. However, contrary to these traditions and 

conventions, the cloud user faces a non-negotiable position (see section 2.6.3). The existing 

practices use ‘click wrap’ agreements which do not give the cloud user the liberty to 

negotiate. For the most part, these agreements support the limited liability of the CSP and 

therefore heavily favour the CSP (Bradshaw et al., 2010), contrary to the legal principle of 

protecting the weak (Curry et al., 2008). Studies have shown that the online consumer is 

impulsive. The major action that contributes to impulsiveness is the rapid provision of 

services and availability. The impulsive behaviour overlooks the click wrap agreement that 

becomes binding to the online consumer (Cong et al., 2009). Svantesson et al. (2010) note 

that click wrap agreements are unilateral and uncertain. The terms wrapped in these 

agreements do not support the cloud user. In a legal sense, the cloud user attains a weak 

position to enforce their rights, negotiate successfully with the CSP and contractually bind the 

CSP to any obligations to deliver a specific performance (Brian, 2008).  

Simon et al. note that majority of online agreements of CSPs have a choice of jurisdiction 

that favours the CSP (Bradshaw et al., 2010). This is incompatible with cloud user rights 

reflected in consumer laws (Brian, 2008). In the European context, consumers enjoy special 

protection under rules and regulations by virtue of their weakness to transact professionally. 

The regulations give liberty to the consumer to have the choice of jurisdiction. For litigation, 

the consumer has the choice of the court where they are domiciled. The service provider can 

only sue the consumer in their jurisdiction (Craig et al., 2009; Øren, 2003). Though it brings 

strength and support to the cloud user, it is rarely practiced (Cocchiara et al., 2008). It is 

intensified by conflict of laws. 

The laws in particular jurisdictions also deprive cloud users of their data rights. In recent 

times, the US Patriot Act 2001 has been used by the government to acquire information from 

companies. When required by the government, the CSPs have to share the information under 

court order and national security laws. The national security laws are an exemption to basic 

human rights and justification for the acquisition of data of the cloud user (Dae et al., 2009). 
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These laws allow governments to retain data of a suspicious nature relating to the cloud user 

(Jaeger et al., 2008). These laws are essential to protect sovereignty and interests of the state, 

but such laws override the data subject’s rights (Whittaker, 2011). In cloud computing, the 

cloud user may not know about a violation of their data rights. Wang has also reported cases 

of third parties submitting evidence to law enforcement agencies where the cloud user was 

not able to defend themselves (Wang, 2010). The essence of laws, universal principles and 

guidelines of human rights are to protect the user rights (United Nations, 1999). The synopsis 

of the literature mentioned above suggests that the cloud user does not have control, authority 

or legal rights in the cloud architecture. The CSPs do not provide remedies to protect the data 

rights of the cloud user under these universally accepted guidelines. 

2.7. ISG Issues in Cloud Computing 

This section aims to synthesize the high level issues to develop the research requirements, in 

order to support the applicability of the research to cloud computing ISG. The issues are 

captured from the identified research gaps and problems stated in sections 2.4, 2.5, and 2.6.  

2.7.1. Share Relationship of Cloud User and Cloud Service Provider 

The literature review reveals that in cloud computing, cloud users and CSPs are engaged in 

an iterative life cycle of sharing and segregation of information assets, as discussed in section 

2.4.1. The control shifts and resultant loss of security governance are described in sections 

2.4.1.1 and 2.4.1.2 and 2.4.1.3. There are some instances in which the cloud user and the CSP 

share the cloud platform and security implementation in the various cloud layers, as discussed 

in section 2.5.6. This has implications for the working nature of cloud computing and the 

division of security controls of international security governance standards (discussed in 

section 2.5.6) and compliance (see section 2.6.2). The literature reveals that cloud computing 

also exhibits a share structure of joint responsibilities, which is the antithesis of the traditional 

control structures manifest in ISG theories (discussed in section 2.5.5.2). The conflicts 

between the traditional ISG approaches, cloud architecture and the shared platforms of CSPs 

are not addressed by the current literature in cloud computing. It requires a holistic approach 

that can look into the integration of a shared platform to accommodate and pacify such 

conflicts. 
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2.7.2. The Posture of Cloud Users shows Weakness in Management and Law 

The literature reveals that the cloud user is in a non-negotiable position to argue and enforce 

governance policies, authority and control, as discussed in section 2.5.5. The cloud user 

position is further aggravated while acquiring cloud services from a CSP residing in a 

different jurisdiction (discussed in sections 2.5.5.1 and 2.6.3). This position is contrary to the 

majority of ISG standards and legal principles because ultimately, the cloud user is 

responsible for legal and regulatory compliance. It requires a deep understanding of cloud 

computing structure and cloud user rights in conjunction with data collection and methods to 

extend cloud user control.  

2.7.3. Governance, Responsibility and Accountability in Cloud Computing  

The literature reveals an absence of the important characteristics of corporate, IT and ISG 

governance that assist in the implementation of a culture of security and management vision, 

which is discussed in section 2.5.5. The existing practice described in the literature review 

maintains it is the responsibility of top management to implement information security 

controls throughout the organizational structure (discussed in section 2.5.2, 2.5.3 and 2.5.4). 

Similarly, compliance to regulations plays an important role in mitigating the security risks. It 

includes financial, privacy, and data protection acts and national security laws as discussed in 

section 2.6. The statutory acts that deal with financial compliance pose record keeping 

restrictions within country boundaries and make responsibility an obligation for 

accountability. The cloud user is accountable to these regulations (Sarbanes–Oxley, 2002) as 

an owner of the information asset, however the cloud user cannot opt for compliance due to 

lack of management controls that can offer compliance (refer sections 2.5.5 and 2.6). As 

described in section 2.5.6, the cloud user and CSP are joint teams on one platform; therefore, 

a mechanism for joint management control can be assessed from the existing literature, 

international governance standards and legal statutes. 

2.7.4. Integration of Existing Standards to Provide Governance Structure 

The existing international information security and governance standards are inadequate for 

cloud computing (see section 2.5.6.) The ISG standards cannot provide enough control to 

regulate the different dimensions of cloud computing. As discussed in section 2.5.6, the 

literature demonstrates that security is implemented separately and jointly by the cloud user 

and CSP. The security controls in the standards do not have controls that can be jointly used. 
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In fact, the ISG theory and standards postulate strict segregation of controls. It is important to 

assess the applicability of international security and governance standards to the cloud 

environment (discussed in section 2.5.6.1 to 2.5.6.9). The literature discussed in section 2.5.6 

shows that unified security control standards can be a feasible approach to address this issue.  

2.7.5. Developing Strategies to make Binding Rules to Protect Cloud Users 

The literature showing that the cloud user is a weak entity is discussed in sections 2.5.5.3 and 

2.6. The CSP does not provide the cloud user with a mechanism to protect their data rights. 

The relationship between the cloud user and CSP is one sided. The CSP is in a position of 

power to govern the cloud user. The online contracts and agreements also show that the cloud 

user is in a non-negotiable position in terms of their rights and cannot mediate a contractual 

consideration in their favour. In some of the online agreements and contracts, the CSP does 

not allow the cloud user the choice of jurisdiction, as discussed in section 2.6.3. The existing 

cloud contracts and SLAs do not give enough control that binds CSPs (sections 2.4.1, 2.5.5.3 

and 2.6.3). As argued in sections 2.5.5.1 and 2.6, the absence of a sound governance structure 

also means a lack of accountability and legal protection that can support cloud users during 

engagement with CSPs. The literature states that cloud deployment model augments conflict 

with laws, data sovereignty and jurisdictional issues which hampers the rights of cloud users 

(section 2.6). The jurisdictional risks aggravate the quality of governance within the internal 

boundaries of a country. The solution resides in the common grounds of law that can help 

provide legal protection to the cloud user. 

2.8. Overview of Requirements  

Research in cloud computing requires new insights in order to understand its complex 

architecture to address the issues outlined in section 2.7, and solve the problems mentioned in 

sections 2.4, 2.5 and 2.6. The main aim of these sections is to disclose the necessary 

requirements to guide the research, in order to accomplish the research objectives. 

Individually, every requirement constitutes a significant value that is combined into a high 

level realization of a governance framework. The key requirements are based on the issues 

discussed above and are interconnected logically, as illustrated in Figure 2.7 and briefly 

explained in sections 2.8.1, 2.8.2, 2.8.3 and 2.8.4 respectively. The steps of the requirements 

are systematically observed during the research as described in Figure 2.7. 
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Figure 2.7: Problems, Issues and Requirements 

2.8.1. Classification of Security Controls 

The research findings will address the issues that are described in sections 2.7.1, 2.7.2 and 

2.7.3. It requires a diverse research methodology to analyse the security controls feasible for 

cloud computing. The factors that contribute to the diverse methodology are cloud 

architecture and the inadequacy of existing security standards, as mentioned in section 2.5.6. 

The purpose of the requirements is to identify existing controls available in the standards and 

develop a unified control standard matrix. It requires a high level of expertise in the ISG 

field. Transdisciplinary study across different groups working to produce a unified 

framework can give an understanding of applicable controls in a cloud shared environment. 

2.8.2. Governance Life Cycle to Implement Controls  

The research findings will address the issues explained in sections 2.7.1, 2.7.2, 2.7.3 and 

some portion of 2.7.4. There is no existing governance life cycle that guides pre- and post- 

cloud adoption. The design of a governance life cycle is expected to address the issues in 

section 2.7.2 and 2.7.4. The findings from this outcome must clearly distinguish between the 

responsibilities of the cloud user and the CSP. It should also be able to give a sound 

understanding of pre- and post-adoption of cloud services by the cloud user. The governance 
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life cycle provides clarity of security controls either in the shared or individually 

implemented environment. Refinements can be achieved from qualitative analysis. 

2.8.3. Design Information Security Governance and Management Collaboration Bridge 

This requirement originates from sections 2.7.1 to 2.7.5 and corresponds to ISG theory. It 

requires a diverse method of research involving a multi-disciplinary approach. It requires the 

integration of legal, regulatory and governance artefacts to design a collaboration bridge that 

can support the concept of responsibility and accountability of ISG theory to extend the 

control ability of the cloud user. The implementation of security controls is the major issue 

that requires collaboration between the cloud user and the CSP. The design of such a bridge 

will leverage the implementation of security controls using traditional ISG theory that also 

exist in compliance laws. 

2.8.4. Identify Various Laws to Provide Legal Protection to Cloud Users 

These requirements originate from section 2.7.3 and 2.7.5. They require a holistic research 

approach. The implications that arise from the weak cloud user position may retard the 

adoption of cloud computing. The integration of legal aspects mentioned in section 2.6.5 is 

vital to seal the gap that exists due to inadequate standards. In this way it will provide 

stronger governance in cloud computing. The appropriate way is the comparative analysis of 

data protection and privacy laws of various countries to find common themes in law to 

enhance cloud user protection and governance. It is also important to look into the important 

developments of law in cloud computing and how the cloud user is offered protection. The 

identification of the laws from various countries will provide extra protection to cloud users 

and to establish user control. The legal artefacts are a source of validation to security 

controls. 

2.9. Summary of Problems, Issues, Requirements and Research Question 

The literature review demonstrates the existing problems in cloud computing. The problems 

are initially categorized into five important issues of cloud computing. Later these issues are 

classified as four requirements that are necessary to address the issue and provide solutions. 

The requirements relate to the different dimensions of cloud computing and are 

interconnected with the issues illustrated in Figure 2.7. These issues and requirements 

formulate an initial research question to embark on this research: 
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Q1: How can the controls of the cloud user be extended in a cloud platform by a governance 

structure to ensure security governance, compliance, accountability and legal protection for 

the cloud user?  

The research question is generalized to form a holistic piece of research that can be translated 

over geographical regions and develop strong objectives for the study. 

2.10. Objectives of Research  

The literature review has presented various facets of cloud computing that are related to ISG. 

The problems discussed in sections 2.4, 2.5 and 2.6 summarize the existing gaps between the 

traditional governance practices and cloud computing. Categories of high level issues are 

developed in section 2.7. The problems and issues are categorized into the requirements 

described in section 2.8. Section 2.9 provides a generalised research question to frame the 

objectives for this research by considering the uncertainty in cloud computing due to the 

scarce and diverse cloud computing literature falling into different disciplines. The research 

was limited by time and it was not possible to address the diversity of cloud computing 

comprehensively that emerges from the research question. However, the research took the 

diverse course with an elastic research methodology to address the following objectives: 

1. Through the requirements, to identify the existing information security controls 

available in the standards and develop a unified control standard matrix to allow 

applicability of controls in the shared environment. 

2. To differentiate between the responsibilities of cloud users and CSPs, through the 

design of a pre- and post- governance life cycle.  

3. To design a collaboration bridge through the integration of legal, regulatory and 

governance artefacts to support the concept of responsibility and accountability of 

ISG theory to extend the control of cloud users. 

4. To identify laws from various countries in order to provide extra protection to cloud 

users and to establish control in the cloud environment. 

5. To develop a security governance framework through integration of all the elements 

and validation of it through an iterative research cycle through interviews of experts, 
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examination of legal policy documents and evidence from different transdisciplinary 

groups. 

The objectives conjointly point towards the current weakness of the ISG control, inadequate 

cloud user rights and lack of international governance standards in cloud computing. This 

justifies the research question mentioned in section 2.9. In the next chapter, these objectives 

are used to justify the research methodology. The literature review often constructs the 

preliminary model to bring the realization illustrated in Figure 2.7. This study brings the 

realization of these objectives in chapter 4 which extends this chapter to eloquently describe 

conceptual governance framework (Ahmad & Janczewski, 2011a). 

2.11. Summary of the Chapter 

The chapter presents the research literature based on the research papers, white papers and 

cloud computing literature found on the web. The issues are discussed emerging from three 

dimensions: ISG, social, technical and legal. The ISG has been discussed under the headings 

of corporate, IT and security governance. The traditional ISG in security standards is also 

explained in comparison to the existing practice of cloud computing. The core components of 

ISG are discussed as a theory but also as a guide for security professionals in developing and 

implementing information security practices in organizations. There are various legal issues 

that can affect cloud computing in the long run. The main issue from a legal perspective is 

that the cloud user is a weak entity and cannot freely advocate their terms and conditions. The 

cloud user becomes weakest due to the absence of legal protection, governance structure and 

prejudiced contract clauses. 
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Chapter 3.  Research Methodology 

3.1. Introduction 

This chapter outlines the research design to address the research objectives of this study and 

provides justification for the viability of the research methods. The purpose of the research is to 

develop a cloud security and governance framework through the triangulation of knowledge 

flowing from different disciplines, groups and scholastic participation. The chapter explains 

different research approaches that are integrated to suit the requirements. The outline of how the 

chapter is structured is illustrated in Figure 3.1.  

 

Figure 3.1: Outline of the Chapter 

3.2. Research Road Map, Diversity and Limitations  

Chapter 2 illustrates that research in cloud computing needs a diverse methodology to understand 

its various ISG facets. The chapter shows that cloud security and governance is not achievable 

without a multi-disciplinary approach that incorporates controls from different disciplines to 

safeguard the rights of the cloud user. The requirements in section 2.8 motivate the design of a 

research methodology to pursue the course of the research. The objectives in section 2.10 point 

indirectly towards multi-dimensional methods to handle the complex and uncertain environment 

of cloud computing to yield holistic results. The objectives stress flexible, diverse and multi-

3.7 Summary 

3.6 Process of Research 

3.5 Ethical Considerations 

3.4 Quality Criteria 

3.3 Multi-Metodology Research Design 

3.2 Research Road Map, Diversity and Limitations  
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disciplinary methods to accomplish the research objectives. The aim is to collate and analyse rich 

multi-dimensional data from different disciplines to theoretically contribute to research findings 

applicable across geographical regions holistically. The research road map in Figure 3.2 is an 

effort to conceptualise a research plan to seek solutions to realize the research requirements. It 

shows the diversity of research that takes into consideration the knowledge from law, standards, 

security and governance literature. The socio-technical-legal strand shows the alignment of 

different disciplines that work together, with an assumption that they deliver cloud security 

governance (Bowker & Star, 1994; Fomin, 2003).  

 

Figure 3.2: Research Road Map 

3.2.1. Three Factions of the Research Road Map 

The Figure 3.2 shows the volume of research needed to accomplish the required objectives and is 

divided into three factions of research: 
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1. The first faction deals with the statutory laws of various countries that protect cloud users 

and user data rights. The study considers the laws of Europe, the US, New Zealand and 

Australia. The commonalities of the laws are studied and evaluated in terms of how they 

protect and extend cloud user control. The integration of mandatory legal antecedents 

will enhance the protection to the cloud user.  

2. The second faction comes from unified ISG controls from different international 

standards integrated with legal controls. The technical, management and legal controls 

are classified to provide security and governance. These controls mitigate ISG risks and 

enhance information assurance.  

3. The third faction deals with accountability by integrating liability in order to redress 

grievances. The non-compliance to these controls will result in the liability of both cloud 

users and CSPs. 

The information and knowledge from these three factions are aligned together to accomplish the 

research objectives. It is expected that alignment of these factions results in holistic cloud 

security governance. 

3.2.2. Limitations of Research 

The research road map shows a diversity that bears implications for the complexity and 

constraints for the research. The diversity in research road map indicates following limitations 

for this study: 

 The research is limited by time and paucity of the research literature related to 

governance in cloud computing. The evolving definition of cloud computing and 

literature also suggests lack of expertise.  

 The research is conducted in New Zealand which is yet to recognize cloud computing. 

The major concentration of cloud computing is in Europe and the US. There is a 

limitation in regards to closely experiencing the inception of cloud computing.  

 As compared to technological instrumentation, the legal reforms take considerable time 

to emerge. The legal reforms are the first source of organizational behavioural control 
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(Fitz-Gerald & Wiggins, 2010). The international standards compliment the legal reforms 

in their absence. The formation of new international standards that address cloud 

computing are still under development and expected to take considerable time. In the 

absence of legal reforms and international standards, and evolving cloud computing, it is 

difficult to develop the best practices and legal lexicons to address cloud computing ISG. 

3.2.3. Diversity in Research  

The research road map is an example of the diversity reflected in the literature in chapter 2 and 

limitations of research in section 3.2.2. Cloud computing itself is evolving in nature and is based 

in an overall uncertain environment. These implications for this research require a philosophical 

lens and multi-method approach that can create knowledge to remove uncertainty. This study 

adopts diversity in the research methods used in order to accomplish the objectives. The study 

associates two reasons for this approach which are outlined as follows: 

1. Monism Approach Restricts Research Outcomes: The monism approach, unlike a 

diversity and multidisciplinary approach, cannot generate holistic theories and is limited 

to one perspective (Jeffrey, 1993). Landry et al. (1992) note that the monism 

methodological approach limits the philosophical lens of the researcher and also restrains 

the development of new theories. Cannella and Paetzold (1994) argue that the monism 

approach is unproductive for knowledge creation and cannot represent a holistic 

approach. Latour (1987) notes that isolation cannot achieve validation of findings. The 

use of one research method to explore diversity and uncertainty may limit the outcome 

(Scandura & Williams, 2000). The above literature suggests that epistemologically, 

monism in research methodology is not an appropriate way to address uncertainty and 

diversity.  

2. Diversity Produces Greater Knowledge: On the other hand, numerous scholars have 

supported diversity in research (Mingers, 2001; Robey, 1996; Taylor et al., 2010). King 

(1993) notes diversity breeds the formation of a good theory by collaboration between 

different disciplines. Robey (1996) advocates that diversity produces better results in 

creating new frameworks, knowledge and practical solutions. Landry et al. (1992) 

advocate that pluralism in methodology offers new alternatives in a field where it is not at 

all obvious that traditional investigation strategies can address all the important aspects of 
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information systems. Diversity produces greater integrative knowledge by reconciliation 

of different disciplines (Maasen & Lieven, 2006).  

3.2.4. Critique of Diversity 

Diversity is uncontainable and obscures the thinking of researcher (Robey, 1996; Scandura et al., 

2000). Cloud computing’s evolving nature, uncertain environment and scarce literature might 

therefore lead to a mode of research that may lead to obscurity. Diversity can also result in 

rigorous research resulting in a longitudinal study that may go beyond the expected time limit. 

Landry and Banville (1992) and Benbasat and Ron (1996) suggest mitigating such risks by 

employing a disciplined methodology that brings harmonization and uniformity to foster 

coherence to avoid expansion of work beyond necessary limits. Robey (1996) stresses that using 

disciplined methodological pluralism in IS fields is unavoidable, where the diversity stems from 

the research question. Robey notes that methods and theory can control diversity to provide 

better results.  

3.3. Multi-Methodology Research Design 

Scholars have suggested using a multi-methodological approach (Landry et al., 1992; Robey, 

1996) in order to address diversity in a disciplined and structured fashion (Guba and Lincoln 

1988). This study uses Mingers (2001) multi-methodology philosophical approach in the 

research design.  
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Figure 3.3: Adapted Multi-Methodology Research Design  Approach (Mingers, 2001) 

Mingers (2001) multi-methodology structured approach addresses diversity to investigate the 

looming issues of cloud computing stemming from uncertainty and its evolving nature. He set 

forth two important arguments in support of multi-methodology. Firstly, multi-methodology 

understands the multi-dimensional world from different perspectives. Secondly, research is a 

process oriented phenomena; an iterative dialogue between the researcher and environment that 

involves diverse strategies in several phases of research. The multi-methodology approach 

synergises from different philosophical epistemologies to bring order, symmetry and 

triangulation to research findings. It draws a richer picture from data coming from different 

methods. The coordination between methods also determines the long term viability of findings 

(Jantsch, 1972) and creates integrative knowledge by reconciliation of data from different 

disciplines (Maasen et al., 2006). Brewer and Hunter (1989) argue that the use of single methods 

is not perfect and the researcher must enjoy the full use of multi-methodologies to develop new 

theories by cross validation and fertilization. The following sections will follow Mingers’ multi-

methodology research design as presented in Figure 3.3. 

3.3.1. Research Paradigm 

The study used an interpretive approach which drives its philosophical basis derived from 

hermeneutics and phenomenology. Boland (1986) suggests that the best way to analyse and 
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understand the interaction of information systems with the surrounding environment is through 

the hermeneutic process Boland (1986). Walsham (1993) notes that interpretive study is "aimed 

at producing an understanding of the context of the information system, and the process whereby 

the information system influences and is influenced by the context" (p. 4). The researcher 

achieves insight by getting into the world and driving an understanding from inside it 

(Orlikowski & Baroudi, 1991). Interpretive studies are focused on understanding reality by 

interaction with the world which assists in facts construction (Latour, 1987). Interpretive study 

also recognizes the contribution of the participants that can alter the meaning assumed by the 

researcher (Klein & Myers, 1999). With such characteristics, the interpretive approach brings 

learning to the research study and improves the understanding of the researcher (Trauth, 1997). 

The interpretive study results in facts construction for the purpose of theory building by using 

Transdisciplinary Research (TR) and Actor Network theory (ANT). 

3.3.2. Research Methodology 

The study used three research methods: the Multi-Method Model, TR and ANT, as shown in 

Figure 3.3.  

3.3.2.1. Nunamaker Multi-Method Model  

The process of research required an iterative multi-method model to integrate knowledge 

emerging from the research methods. The research design methods of March and Smith (1995), 

Walls et al. (1992), Nunamaker et al. (1991) and Hevner et al. (2004) were analysed. The study 

used Nunamaker et al.’s (1991) model to provide structure for iterative integration of knowledge 

from different research methods. The iterative characteristics of the model has a very close 

similarity with the stages of action research (Susman & Evered, 1978). This study used two of its 

strategies; theory building and observation. Both of these strategies were flexible and allowed the 

researcher to continuously merge knowledge from different phases of the research to build 

theory.  
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Figure 3.4: Adapted Iterative Cycle from Nunamaker (Nunamaker et al., 1991) 

The adapted model provided the structure to collate the literature review, observation data from 

TR and ANT and integrate those rich sources in the theory building. The adapted model is used 

in the following ways: 

 Observation: The study used observation continuously as a significant part of the 

research process. The iterative cycle was meant to integrate exploratory and 

confirmatory research findings in the different phases of the research (Heinz & 

Michael, 1999).  

 Theory Building: Qualitative observation (Heinz et al., 1999) provided the 

foundation for theory building (Gioia & Pitre, 1990). The theory building generated 

the framework derived from the research literature to draw the foundational basis of 

the study. The rich source of confirmatory information came from the triangulation 

of the TR and ANT methods. TR gives new insight, and influences policy making 

and the behaviour of individual (Hadorn et al., 2008a). In Phase 2, the ANT had 

provided confirmatory data (Law, 1992).  

3.3.2.1.1 Justification for the Multi-Method Model 

The multi-method model was used to integrate the collected knowledge coming from the TR and 

ANT approaches. The main aim of multi-methods is the iterative coordination between methods 

and the amalgamation of data from different sources. It provides a strong structure for the 

research to regulate the methods used in this study to achieve long-term viability (Jantsch, 1972), 

creation of knowledge (Maasen et al., 2006) and theory building (Brewer et al., 1989).  
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3.3.2.2. Transdisciplinary Research  

The study used Transdisciplinary Research (TR) to handle the limitations explained in section 

3.2.2. TR addresses uncertainty and is used where ordinary research methods cannot achieve the 

required results. TR involves different disciplines synergised and integrated to form a 

disciplinary set of knowledge (Hadorn et al., 2008a). Jantsch (1972) notes that transdisciplinary 

research is the coordination of all the disciplines to solve social futurology problems using multi-

level research by collaboration, openness and a holistic approach. The scholars have well 

supported Jantsch’s (1972) argument (Elzinga, 2008; Thierry, 2004; Wallerstein & Yen, 2011). 

TR fosters research work through a merger of normative and non-disciplinary methods (Gibbons, 

1994). The outcome of TR results is multidimensional theory and is a discipline of its own 

(Thompson, 2004). Maasen et al. (2006) note that results are dependent on the researcher’s 

interpretation and analysis that brings resolution between different disciplines.  

3.3.2.2.1 Transdisciplinary Research Groups and the Researcher Position 

The researcher joined various TR groups to observe, develop and contribute to their research. 

The aim was to gain knowledge, overcome the limitations and barriers, exchange views and 

explore the diversity of the knowledge flow. The TR groups were also studied using ANT to 

collect expert evidence to support findings. Table 3.1 shows the working groups, their aims and 

their expertise. 

TR Groups Expertise Description of Group 

Common Assurance 

Maturity Model 

(CAMM) 

Cloud Security 

assurance maturity 

assessment  

Aims to develop the cloud controls from different 

international security standards to offer governance in 

Europe. 

Cloud Audit Audit and 

Accountability 

Assertions 

Provides auditing platform for assurance and accountability 

in cloud computing environment. It contributed to 

Consensus Assessment Initiative Questionnaire (CAIQ) 

which became part of Governance, Risk and Compliance 

Stack of CSA. 

Cloud Security Alliance 

(CSA) 

Governance, Risk and 

Compliance 

Largest organizations working and producing research work 

for cloud security and governance. 

 Cloud Control 

Matrix (Sub 

Group CSA) 

Standardizing Security 

Controls 

It deals with the security governance controls for cloud 

computing. Commonly known as CCM. 

 Cloud Control Risk Assessment It develops metrics to assess cloud controls quantitatively. 
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Metrics (Sub 

Group CSA) 

 Legal cloud 

(Sub Group 

CSA) 

Data Protection and 

Privacy 

It develops cloud legal guidelines relate to privacy and 

various compliance laws of the world. 

 Cloud Security 

Alliance New 

Zealand (Sub 

Group CSA) 

Data protection, 

Privacy and Cloud 

Security Controls 

Author forms a nested actor in ANT. 

Cloud Use Case Group 

(Object Management 

Group)  

Consumer SLAs Development of service level agreements and guidelines for 

pre adoption of cloud. 

International Telecom 

Union (ITU-T) 

Standardization of 

Cloud Ecosystem 

Standardization of cloud computing from technical 

perspective. 

Standards New Zealand Standards Making 

Body of New Zealand 

International Standard Organization (ISO) and contribute to 

on-going cloud computing security standards ISO 27017, 

ISO27018 and ISO27036. 

Table 3.1: TR groups for Participatory Research 

3.3.2.2.2 Justification of Transdisciplinary Research 

TR is built on the paradigm of “common good” to solve real world problems (Hadorn et al., 

2008a; Wickson et al., 2006) and integrates knowledge by reconciliation of different disciplines 

(Lang et al., 2012; Pohl et al., 2007). Hadorn et al. (2008b) summarize the four features of TR 

that justify its usage in this study: 

1. TR helps understand the relevant complexity of life: Cloud computing is imbued with 

uncertainty. TR endeavours to solve real world problems that underlie uncertainty by a 

collaborative and iterative process.  

2. TR encourages participatory and mutual learning among researchers from 

different disciplines: The various international TR groups are formed to find a solution 

for cloud computing. The participation, collaboration and exchange of ideas with these 

TR groups increases the knowledge and delivers valuable research outcomes (Myers, 

2009). 

3. TR addresses the issues with a solution is an important aspect of TR: The outcome 

of the TR provides solutions to real world problems based on a negotiation process and 
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extensive exchange of ideas. In this context, the study used ANT to follow the actors in 

order to understand the scientific work and develop this study (Murdoch, 1995). 

4. TR facilitates the unity of knowledge that springs from the research must be 

transferable, applicable and benefit science and society. The expected result of this study 

corresponds with this adage. The participatory research and using interpretive lens in TR 

may generate a new form of specialization (Hadorn et al., 2008b).  

3.3.2.3. Actor-Network Theory (ANT) 

This study used ANT as a research method to understand the cloud development phenomena in 

TR groups and in a global environment. The ANT can be used in many ways and largely 

depends upon the research in question. This study applied ANT vocabulary to provide 

exploratory and confirmatory findings. The section explains the various aspects of ANT to 

justify its suitability for this study and method of its application.  

The ANT is well practiced by ethnographers (Alcouffe et al., 2008; Latour, 1986; Latour, 1987; 

Latour & Woolgar, 1986) to trace the evolving nature of the study object and gather evidence. 

ANT understands the creation of associations or concepts generated by the actors through their 

collective actions (Latour, 1987, 1993; Latour, 1996b). One of the chief characteristics of ANT is 

that it does not distinguish between human and non-human actors and avoids prior assumption of 

any doctrine that results from the human and non-human relationship (Latour, 2005, p. 76). ANT 

recognises that knowledge, system or scientific innovation is produced by a collective process of 

heterogeneous actors through the efforts of both humans and non-humans (Law, 1992). In order 

to achieve this, ANT uses translation (Serres, 1974). Translation mediates, creates links, 

modifies and invents actors (Latour, 1994). Translation re-orders and re-structures actors in the 

actor-network and combines dissimilar domains into a Machiavellian alliance (Callon & Latour, 

1981; Harris, 2005). It is achieved by an act of persuasion and negotiation to realize an objective 

(Callon & Latour, 1981, p. 279). It’s a communicative process; firstly to bring about new 

relationships and secondly to “begin to recast or reconstruct themselves, their interests and their 

worlds” (Freeman, 2009, p. 436). Translation develops new objectives, relationships and 

artefacts to form heterogeneous associations, as illustrated in Figure 3.5 (Latour, 1999b).  



Chapter 3 

58 
 

 

Figure 3.5: Interests are Translated. (Adapted from Latour 1999b, p. 89) 

The validity of the artefacts, knowledge and frameworks are accomplished by means of fact 

construction through the focal actor. Latour (1999b) noted that scientific theory is assembled by 

fact construction. It is a collective process involving heterogeneous actors. The focal actor’s aim 

is to achieve the validity of the created facts by enrolling the support of other heterogeneous 

actors through persuasion. During the persuasion, the focal actor expects to face and convince 

others in a controversial and opposed social environment. The acceptance must pass through the 

Obligatory Passage Point (OPP), signifying the alignment of heterogeneous actors’ interests with 

those of the focal actor (Bloomfield & Best, 1992). The acceptance of facts signifies validation 

and proof of a theory. Such a phenomenon creates a new order by forming relationships 

intertwined with each other; an actor-network (Callon, 1991). Law (1999) calls it relational 

materiality and Latour (1987) terms it sociology of translation.  

The study uses three components of ANT: translation, following the actors, and inscription, as 

shown in Figure 3.6, in the following manner in order to: 

 Evaluate and validate the research findings through negotiations and persuasion by means 

of presentations, sharing of information and receiving feedback (Callon, 1986b); 

 Collate support for an artefact from participatory research that corroborates findings 

(Latour, 1996a); 

 Analyse cloud technological development in TR groups (Yoo et al., 2005); 

 Continue to follow the actors and interviews with cloud policy makers; 

 Provide strength to the framework through enrolment of inscription. 

All of the information passes through the OPP. The OPP is organized to filter information related 

to ISG theory and enrol the agreed actors to form part of the framework in an alliance (Latour, 

1999b) in order to improve and provide supporting evidence.  
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Figure 3.6: Adapted Triangulation Validation Process of Actor-Network Theory  

The ANT achieves quality in research by using its wide range of vocabulary. In the next section, 

the synopsis of the vocabulary is explained with its relevance to this research. 

3.3.2.3.1 ANT Vocabulary 

In the past, various scholars have used ANT vocabulary to understand phenomena (Brooks et al., 

2008; Bryson & Crosby, 2009; Cho et al., 2008; Elbanna, 2008; Jacky, 2006; Lewis, 2007; Ping, 

2005; Rodon et al., 2008). The ANT vocabulary provides methods and an analytical lens to 

conduct research. This study adapted the different vocabulary of ANT to conduct the research in 

ways listed in Table 3.2. 

ANT Concept Brief Explanation Types used in this Study 

Actor Callon et al. (1981) defines the actor in ANT as “any element 

which bends space around itself, makes other elements 

dependent upon itself and translates their will into a language 

of its own” (p. 286). 

TR groups, cloud policy 

makers, security experts, 

literature, cloud computing, 

cloud security, inscriptions 

etc.   

Actor-network Heterogeneous network of aligned interests, including people, 

organizations and standards (Walsham, 1997), shaped by 

translation and inscription shapes in the Actor-Network 

(Callon, 1986b). 

The outcome of this study, 

Governance Framework 

aligned with heterogeneous 

actors. 

Inscription A process of creation of artefacts that would ensure the 

protection of certain interests. Akrich (1992) notes that 

inscription is “the technical realization of the innovator's 

beliefs about the relationship between an object and its 

surrounding actors [which] is thus an attempt to 

predetermine the settings that users are asked to imagine” (p. 

208). 

Legal statutes from USA, UK, 

EU, Australia and New 

Zealand. International 

standards ISO 27001(2005), 

ISO 27002(2005), COBIT 4.1, 

PCI-DSS, ISO38500 etc. 

Policy Documents of 

governments. 
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Obligatory 

Passage Point 

(OPP) 

The actor becomes focal actor by using the Obligatory 

Passage Point (OPP), a negotiating dictum which must be 

accepted as part of solution by other actors. The OPP 

empowers the focal actor to influence, manoeuvre and 

articulate their viewpoint (Latour, 1987). The actors agree 

with the focal actor and pass through the OPP (Bloomfield et 

al., 1992).  

In a broad sense, it is ISG 

theory and practices. 

In a specific sense, it is the 

research question.  

Translation The process of alignment of the interests of a diverse set of 

actors with the interests of the focal actor (Callon, 1986b).  

Facts construction and 

gathering evidence to validate 

theory. 

Problemization The first moment of translation, during which a focal actor 

defines identities and interests of other actors that are 

consistent with its own interests, and establishes itself as an 

obligatory passage point (OPP), thus rendering itself 

indispensable. 

Outlined in chapter 2 and 

chapter 4. 

Interessement The second moment of translation, which involves negotiating 

with actors to accept the definition of the focal actor. 

Generating interest during 

presentation, participatory 

research and mobilization. 

Enrolment The third moment of translation, wherein other actors in the 

network accept or get aligned to interests defined for them by 

the focal actor which stabilizes the network (Geoff & 

Sundeep, 1999) by enrolment of actors by negotiation 

(McLean & Hassard, 2004). It is a way by which “a non-

human is seduced, manipulated, or induced into the 

collective” (Latour, 1999b, p.194) by accepting the OPP. The 

non-acceptance fails a project, idea or scientific innovation 

(Middleton, 1997). The actors are enrolled to harden the 

evidential value of facts to support the findings. Latour 

explains the process of enrolment as “facts have to be 

hardened; to do so, you have to add as many elements to the 

statement so that it becomes undeformable for those who 

grasp it“(Latour, 2006, p.41 to 42).  

 

Enroling feedback from the 

actors in conference, TR 

groups and security experts. 

Enroling components and 

artefacts from different 

strands, literature and 

participatory work. 

Mobilization The fourth moment where non-humans are progressively 

loaded into the discourse. The focal actor interacts with the 

world with his theory for arguments and confrontation 

(Latour, 1999b). The acceptance transforms mobilization into 

an accepted theory (Latour, 1987). 

Presentations before gathering 

of cloud security and business 

experts to test the theory. 

Follow the 

actors 

Latour uses Hughes’ (1971) idea to ‘follow the actors’ to 

identify the ways in which actors associate various elements 

that collectively construct their social and technical world 

(Callon, 1980; Latour et al., 1986). This study followed the 

actors involved in developing cloud governance artefacts to 

understand and validate artefacts through their translation. 

Following TR groups, 

government policies, 

standards. 

Interviewing cloud security 

experts. 

Table 3.2: ANT Vocabulary  

3.3.2.3.2  Actor Network Theory Justification  

ANT does not regard distance as a constraint to research; it overcomes the limitation mentioned 

in section 3.2.2. The ANT vocabulary creates successful knowledge and transforms scientific 

facts into theory (Palmer & Neumann, 2002); stabilizing them by enrolling heterogeneous actors 

to substantiate findings (Law, 1992). The ANT allows enrolment of humans and non-humans in 



Chapter 3 

61 
 

a fact-construction process to enable diverse and holistic knowledge creation (Hansen & 

Mouritsen, 1999; Latour, 1987). The process triangulates facts and aligns with heterogeneous 

actors to strengthen theory, remove uncertainty and cause stability (Guba & Lincoln, 1985, 1998; 

Huberman & Miles, 1994; Latour, 1987). The translation is the rigorous process for evaluating 

and conducting the research. It also gives an evidence of a successful technology, innovation and 

strength of its existence as a valid actor-network (Latour, 1996a).  

3.3.3. Data Collection  

There were two phases of data collection, as shown in Figure 3.7. Phase 1 constructed the 

conceptual framework based on the literature review and provided the foundation for the 

research. Phase 2 dealt with an exploratory and confirmatory study to improve and validate the 

conceptual framework. 

Phase 1

Literature Review (Webster 2002) 
 Authoritative Documents
 Non-authoritative Documents
 Journal Papers
 International Standards 

Phase 2

Field Work 
 Participatory work with TR
 ANT

 Translation
 Follow the actor: Interviews 
 Inscriptions: Legal reforms

 

Figure 3.7: Data Collection Process in Phases 

3.3.3.1. Data Collection Process Phase 1 

The initial conceptual framework development used academic and authoritative literature. To 

conceptualise the theory, the study adopted a structured approach consistent with Webster (2002) 

who notes that: “The author's contribution would arise from the fresh theoretical foundations 

proposed in developing a conceptual model” (p. 14). 

The study used the literature from existing scholastic work and authoritative documents from 

non-academic sources mentioned in Table 3.3. The authoritative documents are legislative acts 
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that relate to data protection laws of various countries cited in section 3.2.1. The Phase also 

included policy documents shaping cloud computing in various international organizations 

including ISO, ISACA, the UN, the OECD and NIST. Hansen et al. (1999) notes that the 

researcher recognizes the value of data in shape of authoritative and non-authoritative documents 

.Table 3.4 lists the actors of Phase 1. 

Problem: Cloud Governance and Security 

Cloud Computing Domains Publicly Available: Relevant literature, research documents, Collaboration 

Groups 

Law  Protection of cloud user data 

 Data protection laws of different countries 

 Contractual terms and conditions within different geographical regions 

 Consumer acts that relates to fair trading 

 International treaties on choice of jurisdictions 

 Government policy on data 

 Acts that are obstacles to cloud computing: Patriot Act, RIPA etc 

 European Directive for data protection and trans border data flow 

 Sarbanes Oxley Act 

 CSA Legal 

International Standards 

including government 

standards and statutory law 

 ISO 27001(2005)/ISO 27002 

 COBIT 

 NIST 800-53 (US Government standard for information security) 

 NZISM(New Zealand Government standard for security) 

 PCI DSS 

 ISO 20000, ISO 30000, ISO 31000 

 HIPPA act, GLBA,FISMA provisions 

Audit  Audit standards 

 AICPA standards SSAE 16 SOC2 SOC3 report 

 International auditing standard ISAE 3402 

 Provisions from accounting standards 

 Cloud Audit 

Government  Government policy on cloud computing: 

o USA 
o EU 
o Australia 
o New Zealand 

TR Research Groups CSA chapters, CAMM, Cloud Audit, USE CASE group, OMG, IEEE  

Table 3.3: The Domains and Relevant Research Literature 

3.3.3.2. Data Collection Process in Phase 2 

Phase 2 was comprised of field work; the interaction with the social world using an interpretive 

lens to gather the data. During the majority of the time in this Phase, data collection was 

dependant on ANT. The main aim was to improve and confirm the framework by using ANT’s 

translation, following the actors and inscription. The actors of Phase 2 were: 
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 ANT Translation: 

o TR Groups Developing Cloud Standards and Controls: Various actors were 

followed to participate and understand the development of the cloud security 

controls. The work was closely observed by participating in these groups. The 

groups are listed in Table 3.2. Their successful translation was used validate the 

theory. 

o Enrolment and Mobilizations: The study was presented before a number of 

public conferences for expert feedback. 

 Follow the Actors: 

o Human actors: These were experts in information security, IT auditing, 

businesses and law. Most of these actors belong to Fortune 500 companies and 

define governance controls in policy making bodies worldwide. The experts were 

selected using purposive sampling. Huberman et al. (1994) note that purposive 

sampling is helpful for the development of theories and concepts accomplished by 

selecting information rich actors specialized in their fields. The minimum 

experience in the field of the individuals was more than 15 years. The majority of 

the actors were publicly known figures in the field of cloud security, governance, 

audit and law. 

o Cloud Companies: The services from the cloud companies were acquired to 

understand the implementation of security, compliance procedures with respect to 

international standards, regulatory requirements and promises in legal contracts 

and SLAs. 

 Inscriptions - Legal Reforms: The researcher also followed major advancements in 

legal reforms, EU Directives and policies focusing on cloud computing. The legal 

reforms were an essential component of cloud computing to protect the rights of the 

consumer across continents. The ANT was used to align different opposing laws to 

reconcile their aim of protecting the rights of the cloud user (Latour, 2005). 
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3.3.4. Data Analysis 

The process of data analysis was iterative and collaborative. ANT did not ascertain the process of 

data analysis. The study used an interpretive approach (Walsham, 1995) to analyse the data 

guided by the theoretical lens of Webster’s (2002) structured approach and ANT. Phase 1 was 

purely based on the findings of the literature review. The process of data analysis started in 

Phase 1. The sources were divided into academic, authoritative and non-authoritative. The study 

used purposive sampling to select the relevant literature. The authoritative sources were 

classified as government policy, and regulatory and legal documents through “inscription” that 

had a direct impact on the adoption and governance of cloud computing. Non-authoritative were 

the documents and work performed by the TR. With effective translation, non-authoritative 

documents become authoritative inscription. Using Nunamaker’s (1991) model, literature was 

used to iteratively develop the conceptual framework in Phase 1.  

Phase 2 followed Latour’s strong fact construction and enrolment of actors to sustain validation 

for the work constructed in Phase 1. Latour (2006) notes that “ you have to add as many 

elements to the statement so that it becomes undeformable for those who grasp it” (pp. 40-41). 

The facts were collated from the work of the TRs, translation, following the actors and 

inscriptions. These were formed into alliances to achieve a common goal aligned with the 

interest of the objectives (refer to section 2.10) for solutions to the problem and to achieve 

sustainability. Pohl et al. (2007) describe this as a bridge concept and note that “this is deliberate 

search for concepts that establish a link between different perspectives by introducing a concept 

that is useful for collaboration and new to all those involved” (p. 59). The enrolment of 

authoritative material added strength and validation.  

The study followed the important actors and used ANT to provide evidential value to validate 

findings. The researcher interviewed the human actors to gain strength in the data and enroled 

these actors to support findings. By the end of both these phases, data was analysed iteratively to 

construct and improve the findings. In order to achieve this, NVivo 10 software was used. The 

data was separated into different nodes following a governance framework (Ahmad et al., 2011a) 

and triangulated to improve existing findings. The coding of data helped in the triangulation of 

facts to improve the findings by joining the diversity of knowledge and information coming from 

different geographical regions to achieve a common goal.  



Chapter 3 

65 
 

3.4. Quality Criteria 

The research involved socio-technical-legal aspects that can provide solutions for cloud security 

and governance in a holistic fashion. In order to achieve this quality criteria of trustworthiness, 

Lincoln and Guba’s (Guba et al., 1985) approach was used. As shown in Figure 3.8, the TR and 

ANT provided the data to achieve the quality criteria.  

Credibility

Transferability

Dependability

Conformability

TR
 Knowledge from 

participatory work 
with TR

 Translation of TR

ANT
 Translation
 Mobilization
 Follow the Actors
 Inscriptions

 

Figure 3.8: Process of Triangulation of Data from TR and ANT Methods 

Guba et al. divide trustworthiness into four elements (Guba et al., 1985): 

1. Credibility: Guba and Lincoln stress using various methods to increase the credibility 

that can corroborate the findings. Latour’s explanation of hardening the facts by 

enrolment (Latour, 1999b) is similar to Guba and Lincoln’s approach. In the research, the 

strength of the credibility was attained by triangulation of knowledge from participatory 

research with TRs, international standards and ANT vocabulary. The method of 

triangulation is the most persuasive way to validate the findings. 

 

2. Transferability. The transferability refers to generalization of the findings (Pohl et al., 

2007). The outcome of the research is an attempt to generalize the findings in different 

jurisdictions. The initial findings in Phase 1 were improved and corroborated by 

developing patterns of evidence from credible sources of information coming from 

diverse disciplines to formulate holistic findings which were easy to transfer.  

3. Dependability: Guba et al. note that dependability takes into the account the uncertainty, 

changes and occurrences. There are many ways to achieve dependability. The positivist 

approach is to show there are similar results with the same participants. The study used 

different research methods to achieve dependability. 

4. Confirmability: Guba et al. note that conformability is established through findings that 

are without researcher bias. In ANT, there is some bias that exists during data collection 
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and usage of methods especially mobilization. The bias was removed by using 

triangulation of findings from different methods. 

3.5. Ethical Considerations 

The ethical considerations were scrutinized and regulated by the Human Participants Ethics 

Committee (UAHPEC) of the University of Auckland. It followed a rigorous procedure that 

delayed the approval of the ethics application. The research involved public personalities, 

documents and expert opinions. The interaction with the human participants was limited to their 

expert opinion relating to cloud security and governance. In order to acquire ethical approval 

(Appendix A), two documents were created. One was the Participant’s Information Sheet 

(Appendix A.1) and second was the Consent Form (Appendix A.2). Both documents were 

developed for approval by the UAHPEC and after rigorous explanation of cloud computing for 

six months, ethical approval was granted under ref 7444/2011(Appendix A.3) for three years 

starting from December 2011. The requisite documents were supplied to the participants for 

consent via email and Skype. After the consent of the participants, the researcher started the 

process of the interviews and interaction with cloud companies. 

3.6. Process of Research 

Figure 3.9 illustrates the process of research method. Nunamaker et al. (1991) Multi-Method 

Model provided an iterative structure that continuously guided the research using observation 

and theory building. The model integrated the knowledge flowing from TR and ANT recursively 

through the observations and was used to derive the theory building. 
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Figure 3.9: Research Framework. Adapted from Nunamaker et al. (1991) 

3.6.1. Development of Initial Framework 

The following steps were followed: 

 Conducting of the literature review using a structured approach consistent with (Malone & 

Crowston, 1994; Webster, 2002) in Phase 1. 

 Integrating knowledge from TR groups to develop the conceptual framework.  

 Placing of knowledge and information in order using Dr Deming’s cycle (Chi-Hsiang & 

Dwen-Ren, 2009) to follow a systematic approach. 

3.6.2. Exploratory  

Phase 2 provided exploratory findings in the form of ANT observation of TR groups and 

interaction with cloud companies. The partial confirmatory findings came from ‘follow(ing) the 

actors’ (through the interviews), feedback from TR groups on the theoretical framework, 

translation of artefacts by TR organizations and ANT mobilization.  

3.6.3. Confirmatory 

Latour (2006) notes that hardening of facts leads to the stabilization of the actor-network. The 

facts from the field study were gathered to stabilize the findings with strong evidence from the 
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technical, social and legal literature. Furthermore, the process involved the triangulation of data 

from the different methods to reinforce the evidentiary value and support for the findings. The 

data was triangulated to confirm the findings following Huberman et al.’s (1994) and Patton 

(1999) approaches.  

3.7. Summary of Chapter 

In this chapter, the qualitative research design is explained that brings the results to the research. 

The study followed an interpretive approach using three diverse methodologies to guide the 

research and verify findings. The Multi-Methodology Model, Transdisciplinary Research and 

Actor-Network Theory became part of the research methodology because of significance these 

hold. The Multi-Methodology Model was necessary to provide a platform for inclusion of rich 

information coming from Transdisciplinary Research and Actor-Network Theory methods. The 

Transdisciplinary Research, Actor-Network Theory and Multi-Methodology Model increase the 

validity of findings. The strong feature of translation determines the feedback and validity of the 

research. The triangulation of different sources increases the confirmatory strength of findings.  

.
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Chapter 4. Cloud Governance Framework and Concepts 

4.1. Introduction 

This chapter represents Phase 1 of the research and builds on the conceptual framework derived 

from the research literature in collaboration with IBM New Zealand. It is based on the Cloud 

Governance Framework (CGF) published in the IEEE proceedings titled Governance Life Cycle 

Framework for Managing Security in Public Cloud: From User Perspective (Ahmad et al., 

2011a). This chapter explains the CGF that addresses the research objectives 1, 2, 3, 4 and 

partially 5 described in section 2.10. The study uses Webster (2002) approach to select various 

security controls for CGF and construct the framework using Nunamaker et al. (1991). The CGF 

drives its cyclic transition from Dr Deming’s cycle, a commonly accepted model of quality 

assurance in ISO 27001(2005) (Chi-Hsiang et al., 2009). The organization of the chapter is 

illustrated in Figure 4.1. 

 

Figure 4.1: Organization of Chapter 

4.2. Collaboration with IBM 

IBM New Zealand was experiencing difficulties in implementing cloud user requirements on the 

cloud platform. The initial research question by IBM was “How does Cloud Computing fit into 

ISO 27001/ISO 15408 and Common Criteria related to Enterprise Security Architecture”? They 

4.8 Summary 

4.7 Discussion 

4.6 Evaluation of Framework 

4.5 Cloud Governance Framework 

4.4 Determine Conceptual Governance Framework 

4.3 Conceptualizing Literature for Theory Building 

4.2 Collaboration with IBM  
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were interested in cross platform translation of security governance processes according to the 

requirements of cloud users to manage compliance, monitoring and auditability. The ISG 

processes and policies were to include the enterprise’s ISG managerial responsibility and 

controls from ISO 27001(2005) and COBIT to satisfy regulation, legal and clients’ requirements. 

Initial analysis of the IBM requirements showed similarities to this study. IBM was briefed that 

in some portions of cloud architecture, cloud computing is reluctantly shared and creates joint 

responsibility, as stated in sections 2.4.1 and 2.5.6. IBM agreed but insisted not to deviate from 

existing ISG world practices. Therefore, the researcher suggested applying the requirements 

mentioned in section 2.8 and objectives in section 2.10. IBM showed interest in the study and 

agreed with the initial findings of this study. A Memorandum of Understanding (MOU) was sent 

to IBM for the purpose-designed research (attached as Appendix B). IBM was willing to 

participate and the study undertook to address these aspects:  

 To develop a method or a platform that may replicate the IBM enterprise’s security practices 

to translate cloud user security requirements over the cloud computing platform by 

integrating existing governance standards (IBM integrated requirements to fit ISO 27001).  

 To determine the governance life cycle for cloud users for the deployment of cloud services 

from pre- to post-adoption of cloud computing from the security perspective, through the 

alignment of the social, technical and legal literature.  

 It was important to select the security controls from the existing ISG standards that offer 

market tested reliability, confidentiality and integrity to cloud user. The controls associated 

with availability were CSP’s responsibility. The controls needed legal cover to substantiate 

control of cloud users. 

4.3. Conceptualizing Literature for Theory Building  

The initial approach to the research determined a high level research criteria based on the 

relationship of the cloud user and CSP from three angles: auditing, liability and operational 

security as illustrated in Figure 3.2. The study uses liability, audit and operational security as the 

lens through which to generate a set of rules that are essential to govern cloud users and CSPs, as 

adapted from section 3.2 and presented in Table 4.1. In Figure 3.2, the horizontal and vertical 

assurance applies standards, technical controls and laws to deliver governance and security.  



Chapter 4 

71 
 

 

Alignment of Social, Technical and Legal Angles 

Angles Description 

Auditing Method to audit, assess and determine credibility of CSP by cloud user 

Operational Security Classification of required ISG controls and its implementation under cloud user 

control. 

Liability Protection of cloud user by legal, formal and relational governance. 

Table 4.1: High Level Explanation of Alignment Lens  

The non-existence of a framework, reference model or security standards for cloud computing 

limited the research. The literature in chapter 2 contributed to a strong research foundation, 

motivation and structure for theory building. The limitations addressed in section 3.3 were 

partially overcome by using a structured approach (Webster, 2002) to categorize and 

conceptualize the pertinent literature mentioned in Table 3.3, in order to drive concepts and 

artefacts (Roquilly, 2011). The analysis used ISG theory (section 2.5.4), conflicts (section 2.5.5) 

governance framework analysis (section 2.5.6) and statutory compliance (section 2.6) to identify 

gaps and conceptualize the framework. The legal literature added credibility to the research 

findings by the addition of unavoidable mandatory controls. The conceptualization and creation 

of CGF was also influenced by the TR and legal literature to overcome the scarce literature, 

which is briefly highlighted in next sections. 

4.3.1. Influence of Participatory Research with the Transdisciplinary Research Group 

The researcher was engaged with the Transdisciplinary Research (TR) groups to classify the 

security controls available in various security standards before commencement of work with 

IBM. The majority of TR groups have emphasized a unified framework of security controls 

derived from existing standards not limited to ISO 27001(2005), ISO 27002(2005), CoBIT, PCI-

DSS and NIST 800 53. The participatory research work related to the classification of ISO 

27001(2005), ISO 27002(2005) and CoBIT, and under the researcher’s authorship was included 

to support and develop the CGF. It provided diversity and strength to the CGF. However, the 

IBM imposed restrictions required only the use of COBIT, ISO 27001 and ISO 27002. 
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4.3.2. Legal Influence 

The law plays an important role in the determination of cloud user rights in the cloud (Bradshaw 

et al., 2010) and sometimes requires compliance from cloud users. ISG and the law have strong 

connections with each other and TR groups were paying little attention to the legal issues in the 

cloud. The legal enactments were allied with the controls of the standards and provided extra 

measures to extend the control of the cloud user.  

4.4. Determine Conceptual Governance Framework 

The literature review in chapter 2 provides the foundation for conceptual framework. The 

existing standards and legal implications in cloud computing requires multi-faceted governance 

and a management framework to ensure security for users, CSPs and business. Section 2.6 shows 

that the success of cloud computing is dependent on the statutory principles and its integration 

with security controls. International standards generally show adherence to the law (ISO 27001, 

2005). The controls mentioned in international security and governance standards assume that it 

is mandatory for organizations to hold legal precedence over international security and 

governance standards to avoid conflict with the law (ISO 27001, 2005; ISO 38500, 2008). The 

existing standards enforce best practices to mitigate risks but do not provide mandatory 

guidelines to protect cloud user rights in cloud computing (Dave et al., 2009). The legal issues 

are still discussed in many countries around the world. Governments and regulatory bodies have 

taken significant steps to protect the data of cloud users, but these solutions are only vaguely 

implemented holistically (Catteddu, 2010). The conceptual governance framework is an attempt 

to solve some of these issues (see section 2.7) and fulfil the requirements (section 2.8).  

4.4.1. Process to Determine the Conceptual Framework 

The ISG issues (section 2.7) and requirements (section 2.8) determined the research steps to 

develop the conceptual framework. The existing standards provided controls that can help in 

mitigating security risks in one jurisdiction. The multi-jurisdiction issue was addressed by 

integration of legal artefacts. The legal stance tightly links mandatory requirements with 

information security controls to balance governance between the cloud user and CSP. Eisenhardt 

(1989) has  supported this notion and noted that the formulation of theory get its support from 
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tightly linked data. It also reduces the prevailing uncertainty, constructs a stable conceptual 

framework and develops valid theory.  

Each of the documents was analysed to determine the solution to the specific problems described 

in sections 2.4, 2.5, 2.6; and address issues discussed in 2.7 and the IBM problem statement in 

section 4.2. The data was coded and categories were identified emerging from the social, 

technical and legal domains. The relationship between cloud users and CSPs was taken into 

consideration, in order to classify the controls necessary to develop a governance life cycle 

according to the distribution of responsibilities mentioned in the sections 2.4.1.1, 2.4.1.2 and 

2.4.1.3.  

The data was structured and classified according to cloud user and CSP responsibility, using pre- 

and post- cycles of cloud deployment (Webster, 2002). Once the themes had strong support from 

the literature (Kaufman, 2009; Lee, 1991; Walsham, 1995) and exhibited tight links (Eisenhardt, 

1989); these were organized using Dr Deming’s (1950) cycle for guidance in constructing the 

CGF.  

4.4.2. Determining Constructs and Themes from Standards and Law 

Table 4.2 uses Webster (2002) approach and amalgamates clauses from international standards 

and law to support unified controls and makes a comparative analysis with the literature review 

described in chapter 2. The common attributes were selected from the security and governance 

standards. The main aim of the research was to construct simple a CGF that can be applied to 

different jurisdictions and aligned with regulatory requirements.  
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Themes Unified Control and Explanation ISO27001/2 COBIT 4 Legal 

Controls 

Information 

security 

management 

programme 

(ISMP) 

The law and standards stress the existence of a ISMP that is duly approved by the management, 

and documented and implemented.  

Situation in the Cloud 

In the cloud, the ISMP is under the control of, and implemented by, the CSP. The information 

about the security measures, which are related to data on physical systems, is not known to the 

cloud user (section 2.4). The security measures at the SaaS layer come within the responsibility 

and ownership of the CSP (section 2.4.1.1). At the SaaS level, the CSP controls both logical and 

physical infrastructure. In a case where the SaaS provider is acquiring the IaaS from some third 

CSP, the security policy of the user and CSP of SaaS cannot be translated as applying to the third 

CSP. It means that the cloud supply chain is not secure enough to protect from third party 

disclosure. In a similar way, when the SaaS CSP is using an IaaS provider in a different 

jurisdiction, it leads to legal issues, complexity and loss of governance (section 2.5.5). 

Considering the long term viability, the cloud user is going to suffer from lack of compliance, 

security breaches and negligence in maintaining due care standards (section 2.4.5 and 2.7).  

The existing standards require the ISMP in the organization to be sanctioned by the consent of 

senior officials (section 2.5.5.1). In the cloud supply chain, the cloud user is not able to 

implement an ISMP for security measures and to comply with the regulatory and legal 

requirements (section 2.5.6.3, 2.5.6.6 and 2.5.6.7). The ISMP clauses that show authority and 

control are missing in cloud computing. The term “responsibility” of a board of directors does 

not exist within the cloud supply chain (section 2.5.5). Similarly, in PaaS and IaaS layers, 

development of the ISMP needs the approval of the higher authorities. In PaaS and IaaS, the 

cloud user is in more control to develop a ISMP structure according to business requirements.  

Cloud Scenario A1 

6.1.1, 6.1.2, 

6.1.3, 6.1.4, 

6.1.5, 6.1.6, 

6.1.7, 6.1.8 

DS 5.2, 5.5 GLBA ACT 

15 USC 

6801(B), FTC 

SECTION 

314.3,  

FISMA 

3541(1), 

HIPAA 

164.308(a)(1)(

i);164.308(a)(

1)(ii)(B); 

164.316(b)(1)(

i);164.308(a)(

3)(i);164.306(

a); 
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The existing use cases of cloud computing purport a shared responsibility structure (see section 

2.4.1, 2.5.6, 2.7.1 and Table 2.6). 

Security Policy The standards recommend that the security policy should be approved by management and be 

aligned with enterprise, business and governance strategies. It requires periodical review of 

policy, horizontal and vertical dissemination of policy and creation of an organizational 

awareness programme. The application of such a security strategy has the approval of the 

directors and comes under the manager. 

Situation in the Cloud 

The physical possession of infrastructure gives more control to its owner to implement security 

controls. The cloud is divided logically and physically between cloud users and CSPs. In the 

cloud, the CSP physically owns the infrastructure and the security policy is devised by them 

(section 2.4). At the SaaS level, the CSP owns both the physical and logical infrastructure; they 

devise the policy (section 2.4.2). If the “SaaS provider CSP” is using a third party IaaS, then the 

security policy will be complex and divided between the SaaS CSP and IaaS CSP (section 

2.5.6.2). At the PaaS and IaaS levels, the implementation of security may be shared by both 

entities (section 2.5.6). 

Cloud Scenario A2 

The standards do not have the controls to facilitate such issues and are silent. Similarly, the 

periodical review of policy and policy awareness is under the CSP. Such reviews and awareness 

are not disseminated to cloud users (section 2.5.6). The cloud user and CSP must cooperate to 

exchange such information and develop processes for timely reviews. 

5.1.1, 8.2.1, 

15.2.1 

DS 5.2, DS 

5.3, DS 5.4, 

DS 5.5 

EU DIR 95/46 

Article 25,  

GLBA 15 

USC 6801 (B) 

(2), 

HIPAA 

164.316(a), 

164.316(b)(1)(

i),164.316(b)(

2)(ii),164.308(

a)(2). 

 

Risk 

Management 

Risk management should be initiated to mitigate risk to acceptable levels. It also includes risk 

management programmes. 

Situation in Cloud 

The standards are designed for an organization-wide implementation of risk management (ISO 

4.1, 4.2 ME 4.5, P09 FISMA 

3541(2), 

HIPAA 

164.308(a)(8), 

164.308(a)(1)(
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31000). In cloud computing, the risk management is performed by both the CSP and cloud user. 

The risk management of IaaS, PaaS and SaaS is shared and divided (section 2.5.6.5). The risk 

associated with the cloud user revolves around the information assets. The standards do not 

clarify risk assessment in the cloud layers. The risk assessment by the CSP follows an 

international standards framework.  

Cloud Scenario A3 

The risks must be realized by the cloud user in the pre-analysis Phase of cloud computing 

adoption. The risks are not limited to IS risks, but are related to legal and jurisdictional risks; the 

financial viability of the CSP and information asset risks (section 2.5.5). It is important that the 

cloud user analyses the audit report SAS-70 along with SAS-88 (section 2.4.5). However, these 

reports are confidential and CSPs rarely shares them with the cloud user. With these risks, 

another important issue is that the cloud user does not have enough information to perform risk 

analysis (section 2.5.6.5). 

The CSP must provide the maximum information to the cloud user on their websites or any other 

easily accessible information exchange media. The exchange of audit reports requires 

confidentiality and shared responsibility. The CSP should provide the information to the cloud 

user related to these reports in a layman format to highlight the security of the CSP. 

ii)(B) 

 

Asset 

Management 

(Data) 

The information asset is assigned an owner, and responsibility is assigned and documented. The 

ISO 27002 in control A.7.1.2 defines the owner as being “a person or entity that has been given 

formal responsibility for the security of an asset or asset category. It does not mean that the asset 

belongs to the owner in a legal sense.” 

Situation in the Cloud 

In the cloud, information assets are critical for the cloud user. The information assets are 

processed over the CSP infrastructure and indicate shared responsibility (see section 2.4 and 

2.5). Before processing of the information assets, cloud users should perform pre- and post- risk 

7.1,7.1.1,7.1.

2,7.1.3 

DS 5.1 SOX 404 

EU Directive 

95/46/EC 

Article 4 (1) e, 

Article 12 

 

http://www.praxiom.com/iso-27001-definitions.htm#Asset
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assessment of information assets to classify the security controls according to the security 

classification of the information asset (ISO 27001(2005)). It will generate baseline security 

controls (Katzenbach & Smith, 1992) that will help to mitigate risks and drive security controls.  

Cloud Scenario A4 

In the present cloud security environment, the cloud user does not have such flexibility to 

implement controls. Moreover, the cloud user requires an intermediary or CSP to help moderate 

the security controls (section 2.7.1). 

Asset 

Management 

(Data Protection) 

Security procedures should be established to handle data security, retention, disposal and 

intellectual property. 

Situation in the Cloud 

In the cloud, many CSPs perform data disposal procedures excluding cloud users from SaaS, 

PaaS and IaaS layers. The user does not have control over their data to procedurally maintain, 

dispose and legally protect. There are some technical functions like copyright and intellectual 

property rights that are enforced by the statutes. The creation of new software at the PaaS layer 

envisages copyright and intellectual property rights that require protection by the technical 

controls of the CSP.  

Cloud Scenario A5 

The risk of loss of copyright and intellectual property may increase in different jurisdictions due 

to differences in laws, breaches of information and lack of control (sections 2.4, 2.5 and 2.6). 

These risks can be mitigated by cooperation and bilateral agreements to safeguard the 

information. 

7.2.2, 9.2.6, 

10.1.4, 

10.5.1, 

10.7.2, 

12.4.2, 

12.5.1, 

12.5.4 

PO 2.1, 2.2, 

2.3, 2.4 

EU Directive 

95/46/EC   

Article 4 (1)e, 

Article 17. 

Berne 

Convention 

(1971) 

Compliance & 

Audit 

Independent audits and compliance to be performed within relevant standards and law.  

Situation in the Cloud 

6.1.8 DS 5.5 

ME 2.5, 2.6, 

SOX Sec 302 

(a) (4) (C) and 
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In the cloud, extraction of data for auditing may lie within different legal jurisdictions. 

Compliance with SOX, HIPPA, EU directives, UK laws etc. requires more acceptance and 

coordination by both cloud users and CSPs (section 2.5.6.6 and 2.6.2). The financial stability and 

health of the internal controls of the CSP is another important factor which needs to be evaluated 

before moving to the cloud. 

Cloud Scenario A6 

The cloud user cannot perform compliance to laws or see audit reports. It is however possible 

through strong coordination and bilateral relationships. 

3.1,3.2 (D), 

HIPAA164.31

2 (b). 

 

Legal 

Agreements 

It includes direct and third party agreements which directly or indirectly impact information 

assets. The contracts must cover all security requirements, and liability and dispute resolution. It 

is essential to define and implement a process to ensure timely identification of local and 

international legal, contractual, policy and regulatory requirements related to information, 

information service delivery, including third-party services and the IT organization, processes and 

infrastructure. Furthermore, it requires positive assurance from senior management to ensure 

compliance. 

Situation in the Cloud 

In the cloud, the CSP exercises control and authority in terms of contracts and agreements. The 

CSP is in a position to make changes to the contract without the approval of the cloud user which 

may affect user data. There are jurisdiction clauses that in the event of any dispute, the choice of 

legal resolution or place of litigation favours the CSP. It overrides the rights enjoyed by the cloud 

user (section 2.6.3). 

Cloud scenario A7 

The cloud user lacks affordable legal protection and needs a bilateral arrangement. The CSP is 

in the flexible position to offer legal remedies to cloud users. 

6.2.3, 10.8.2 ME 3.1, 3.2, 

3.3, 3.4 

Berne 

Convention 

(1971),  

Hague 

Convention 

Choice of 

courts 

agreement, 

Data 

Protection 

against third 

party,  

European 

Union, 

93/13/EEC 

(UNFAIR 
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TERMS)  

 

Monitoring Audit logs may be retained to comply with applicable policies, regulations and be reviewed 

periodically for risk analysis and audit. Access to the logging must be restricted and conform to 

business requirements in terms of access rights and retention requirements. 

Situation in the Cloud 

In the cloud, the CSP monitors the data and does not disclose the information to the cloud user. 

The multi-tenant architecture does not support an interface that can give the cloud user access to 

the log reports (Zhixiong & Yoon, 2010). In monitoring the resource, the CSP does not include 

the cloud user. The information regarding security incidents are also not disclosed.  

Cloud Scenario A8 

Cloud computing needs a bilateral arrangement for a monitoring strategy (section 2.7.1). 

10.10.1, 

10.10.2, 

10.10.3, 

10.10.4, 

10.10.5, 

15.2.2 

DS5.5  

IT Governance 

Framework 

IT governance frameworks should be established with the consent of the board of directors, 

including leadership, processes, roles and responsibilities, information requirements and 

organizational structures. The framework must ensure that the enterprise’s IT-enabled investment 

programmes are aligned with the enterprise’s strategies and objectives. ISO 27001(2005) points 

to the importance of management commitment to information security.  

Situation in the Cloud 

In the cloud, there is an absence of a mature and established governance framework which is 

aligned with an enterprise’s strategy (section 2.5.5.1 and 2.5.6.9). The lack of international 

standards adds complexity to the governance of the cloud computing environment. The CSPs and 

cloud users are using de facto standards. The information security standards use top down 

approaches to implement security governance. CSPs provide the interface for the cloud user to 

6.1.1, 

6.1.2,6.1.3 

ME 4.1, 4.2 SOX (302), 

HIPAA 

164.316(b)(2)(

ii),164.316(b)(

2)(iii), 

CLERP9, 

FISMA 3543, 

EU Directive 

95/46/EC. 
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access and use the cloud layers to process the data. In cloud computing, the platform is shared 

and the cloud user cannot empower the CSP to demand the user’s choice of governance. The 

cloud computing environment presents a shared responsibility structure (section 2.4). Such 

characteristics of cloud computing neutralize ISG in terms of its traditional and historical 

implementation standards which are grounded in the literature. Absence of a governance 

framework increases lack of control, responsibility and implementation of security governance 

(sections 2.4, 2.5 and 2.6). 

Cloud Scenario A9 

It needs a collaboration bridge or responsible board to establish governance so that it should 

provide responsibility and value to business; enforce security, accountability and compliance; 

and resolve issues. In some cases, it is a legal and regulatory requirement to have the board to 

establish confidentiality, integrity, and accountability. The board is a means to protect the 

internal and external state of critical information assets and are also held liable. This is only 

possible if there is a responsible management board to govern the cloud environment (section 

2.5.5). The essence of ISG that generates its maturity from existing best practices, and the 

strength gained from legal and regulatory requirements established over the years, cannot be 

ignored on the grounds that cloud computing is a disruptive technology. The integration of ISG 

principles provides solidity to cloud computing which enables the mitigation of risks. 

 

Table 4.2: Analysis of International Standards Considering Different Domains 
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4.4.3. Synopsis of Analysis 

The constructs in Table 4.2 show the existence of controls that can shape ISG in the cloud 

computing environment. The legal literature supports the controls and artefacts to answer 

plausible issues summarized in section 2.7 and address the objectives in section 2.10. The 

constructs are formulated by taking the requirements of the cloud user from the literature as 

discussed in sections 2.4 and 2.5, and the control provisions (refer section 4.3.2) of ISO 

27001(2005). The classification of controls conforms to section 2.8 and protects the cloud 

user.  

The cloud architecture shows that it is not possible to establish security and governance 

without coordination between cloud users and CSPs, because social, technical and legal 

constructs are opposing each other. The rationale of conflict emerges from ISG’s centralized 

and authoritarian approach which clashes with cloud openness. The cloud scenario A1 to A9 

in Table 4.2 illustrates control structure synthesis for the cloud user that requires 

coordination, shared responsibility, legal protection, dispute solutions and responsibility. The 

solution lies in the alignment of different artefacts to build common grounds for the 

development of CGF. The alignment between these opposing streams is accomplished by 

uniting constructs that emerge from these opposing streams in “Machiavellian alliance” 

(Latour, 1987, p.129). The unification of these constructs generates a conceptual platform of 

“Joint Governance” in CGF that shows control, coordination, responsibility and 

implementation of security. The next section explains the conceptualization of joint 

governance.  

4.4.4. Conceptualization of Joint Governance  

The preceding section explores important aspects leading to communication gaps, and lack of 

trust and control issues between cloud users and CSPs. The cloud user has the right to protect 

their data and an obligation to comply with data regulations. Cloud computing shows that 

inadequate governance is influenced by weak contractual terms, inequitable relationships, 

imbalance of responsibilities, loss of governance and absence of ISG (Zhiyun et al., 2010).  

The cloud user holds an inequitable position and cannot protect their rights. Jurisprudence for 

centuries has designed governance systems to protect weak and distressed parties. The 

enforcement of law has always provided justice administratively to avoid inequalities 

(Tamanaha, 2004). Cloud computing demonstrates inequality and inequitable relationships. 
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Such imbalance has often caused distress among individuals. Walster et al. (1978) note that 

“when individuals find themselves participating in inequitable relationships, they will become 

distressed. The more inequitable the relationship, the more distress individuals will feel” (p. 

18). In cloud computing, it can be presumed that both distance and distress can cause more 

disruption to the confidence of cloud users. It neglects fair treatment and a judicious 

approach.  

The PlanDoCheckAct model in ISO 27001(2005)cannot address cloud user concerns. 

The hindrance comes from transnational cloud architecture (section 2.5). The phases “Do, 

Check and Act” are not implemented properly. The cloud user is dependent on the CSP to 

translate and implement ISG requirements, especially in regards to setting up policies, 

monitoring and continual improvement. These are also basic requirements of ISO 38500 and 

legal compliance. The cloud governance needs coordination between the CSP and cloud user 

to achieve this.  

The objectives in section 2.10, chapter 2, and Table 4.2, show some aspects of globalization, 

the universality of cloud computing and the emerging governance pattern. Rosenau and 

Czempiel (1992) noted that the impact of global complexity paves the way for various forms 

of governance structures. The shared responsibility, governance and collaboration in shown 

in Figure 4.2 create a governance construct. These manifest in an extended ISG control of the 

cloud user in cloud computing in order to increase control, trust and cooperation with CSPs. 

These constructs are discussed in the next sections with relevance to Table 4.2 and joint 

governance. 
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Cloud Architecture 

(2.3, 2.4)

ISG in Cloud 

(2.5)

Statutory Compliance   

(2.6)

Insecurity (2.2,  2.4.1)

Security Shifts (2.4, 2.4.1)

Absence of Responsibility (2.4, 
2.5.5.2)

Layers Share Responsibility (2.4, 
2.5.6.)

Requires ISG control (2.5.5.1) 

Requires Senior Executive 
responsibility (2.5.4, 2.5.5.2)

Requires ISG ownership structure 
(2.5.4, 2.5.6.1).

Requires ISMP (2.5.6.3)

Requires ISG Structure (2.5.4, 
2.5.5.1)

Layers Share Responsibility (2.4, 
2.5.6.)

Resolving legal issues (2.6.3)

Share Responsibility 
(2.7.1)

Governance (2.7.1, 2.7.2, 
2.7.3, 2.7.4)

Collaboration (2.7.5)

Joint Governance

 

Figure 4.2: Conceptualization of Joint Governance Board 

4.4.4.1. Cloud Architecture Shows Shared Responsibility 

The literature analysis shows that insecure communication in cloud computing raises issues 

that directly affects the trust of cloud users. The security shifts within the layers of cloud 

computing negatively aggravate the trust, security and governance in cloud computing 

(sections 2.2, 2.4.1). The security shifts shuffles the ownership of due care responsibility 

(section 2.4.1). The cloud architecture manifests the shared responsibility (section 2.5.6) that 

exists within the cloud layers and it cannot be disassociated with compliance, monitoring and 

implementation of security (section 2.5.5.6, 2.5.6.8, 2.6). These characteristics are unified 

into the construct of shared responsibility as portrayed in Figure 4.2. 

4.4.4.2. ISG in the Cloud Needs Governance  

The cloud lacks governance mechanisms and structure. It requires ISG, control, senior 

executive responsibility, ownership and ISMP that regulates the engagement between cloud 

users and CSPs. The ISG implementation is directed by executive management, 

responsibility and accountability (section 2.5.4). The traditional ISG has been successful in 

maintaining return on investment and corporate governance for many years (section 2.5.2, 

2.5.3, 2.5.4). The deviation from these standardized norms may develop immature practices. 

ISG is based on shared responsibility. For instance, the ISG literature notes that shared 
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responsibility helps in maintaining good governance principles throughout the organization. 

The OECD concept of the culture of security (OECD, 2002) shows an overall shared 

responsibility that exists in intra and inter-organizational units to ensure effective ISG 

throughout the organizational structure (section 2.5.6). It is effective in organizational ISG 

implementation and relies on ISG tight control and structure (section 2.5.4), senior executive 

responsibility (section 2.5.2, 2.5.3) and ownership structure (section 2.5.6.1).  

Despite the cloud computing shared structure, it does not offer a governance platform that 

can translate the requirements of the cloud user to manage ISG control, senior executive 

responsibility and protection of cloud user data (section 2.5.5.1). Also, from the legal and 

regulatory compliance perspective, there must be a governance structure to achieve 

compliance (section 2.5.5.1, 2.6). These concepts lead to the conceptual construct of 

“governance” that is essential to maintain control and authority, as shown in Figure 4.2. The 

traditional ISG strongly supports this construct but requires an extended conceptual form to 

regulate governance in cloud computing. It can be in the form of collaboration or shared 

security governance platform. 

4.4.4.3. Legal Requirements Need Collaboration 

The contracts, agreements and legal issues in cloud computing shows a certain gap that 

deprives the cloud user from the legitimate right to protect their data and resolve legal issues. 

The stringent requirements of regulatory and statutory compliance are not accomplished 

without communicating with CSPs and seeking their help. Similarly, negotiations of 

contracts, agreements and litigation require the same treatment. The collaboration is 

inevitable and impregnable between the cloud user and CSP (section 2.6). The legal issues 

can be resolved through a strong bond between the CSP and cloud user. It highlights the 

importance of the construct of collaboration portrayed in Figure 4.2 

4.4.4.4. Joint Governance 

The concepts from the literature (Figure 4.2), the cloud scenarios of A1 to A9 in Table 4.1, 

and sections 4.4.4.1, 4.4.4.2 and 4.4.4.3, mentored the construct of joint governance. The 

output of the themes in Figure 4.2 illustrates that joint governance is unavoidable and cannot 

be disassociated from (section 2.8.3). The concept emerged from the identification of 

collaborative constructs that exist in cloud computing in the form of shared responsibility 

between cloud users and CSPs. Other aspects that support the germination of joint 



Chapter 4 
 

85 
 

governance comes from resolving jurisdictional disputes and mandatory and regulatory 

requirements for processing, retention and confidentiality of cloud user data (Kaufman, 

2009), which is inconceivable without participation or joint governance of CSPs and cloud 

users in a centralized governance alliance (Sena, 2009). This requires a high degree of 

bonding between the cloud user and the CSP to protect the sensitive data and develop long-

term viability (Kjaer, 2004).  

The concept of joint governance is new to cloud computing, but its echoes and variants are 

found in the diverse literature related to the equality of rights and management of disputes. 

The idea originates from industrial democracy, a movement that defended the rights of the 

weak parties by establishing joint decision-making bodies to end the dictatorship of 

industry’s management (Kaufmann et al., 2000). This sparked the governance structure of 

joint decision making bodies by combining labour unions and management in industrial 

relations. Today, the concept has impacted the US, Canada (Verma & Cutcher-Gershenfeld, 

1993), Germany (Frege, 2002) and Europe (Blanpain, 2009). The objectives of these 

enactments were civilised coordination to provide equality of rights and resolve disputes. 

Scholars have associated joint governance with participatory democracy. They have 

emphasized the need for more liberal participation with accountability in the context of 

globalization (Forbrig, 2005). The mutuality in these social interactions and inter-

relationships fosters trust and understanding (Erdogmus, 2009; Giddens, 1984; Walsham, 

1993), implementation of neglected rights and resolution of differences (Carr, 2009). The 

joint governance between partner firms has demonstrated better communication and strategic 

decisions by formalizing joint governance (Doll et al., 2011; Mendezllovet, 2010).  

Legal procedures use joint governance to solve issues between two different entities in 

different jurisdictions by enforcing accountability and responsibility (Calarusso, 2011; United 

Nations, 1948). The extra jurisdictional reach of business and technology has been shown to 

be resistant to legal terminologies in diverse jurisdictions (Levy, 1986) and has accordingly 

developed various forms of governance. One form of joint governance in resolving disputes 

is grounded in the contractual clause of arbitration which is comprised of members from both 

parties having an independent arbitrator (Dicey, 1897). Another variety of joint governance is 

found in collective bargaining which reduces conflicts and addresses inequalities 

(Adomavicius et al., 2008). In the United States, Federal Acquisition Regulations have 

established the governance guidelines for more than one organization to accomplish projects 
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by applying and coordinating joint principles with an equal right of contract bargaining. It 

further establishes an executive governance board to handle issues or disputes (Peled, 2000).  

The IS literature has co-opted the meaning of governance and control (Roquilly, 2011) from 

the concepts of a formal and relational governance approach (Poppo et al., 2002), but ISG 

scholars have scarcely researched the concept. There are instances in IS which show that joint 

collaboration and governance has developed a sense of accomplishment. For instance, 

Katzenbach et al. (1992) have shown that teams have jointly collaborated successfully to 

accomplish projects with the intentions of taking risks, and building trust and mutual 

accountability. Peled (2000) has noted that joint governance and collaboration develops a 

sense of project ownership. Todd et al. (2006) have shown that two multi-national 

organizations in a joint venture established a collaborative federated model to share the 

common risks and security requirements. North et al. (2006) have shown that joint 

governance enhances scalability and ensures security and accountability. In defence 

organizations, joint governance is often established to collect, collate and disseminate 

intelligence reports for action, and promote better performance and timely response (Doll et 

al., 2011; Mendezllovet, 2010). Joint governance has mitigated the uncertainty emerging 

from changing technological patterns by using strategies, knowledge sharing and common 

standards. Sherer (2004) introduced the concept of the joint management team or trusted 

intermediary to handle the risks that emerge from the collaborative environment. Sena (2009) 

indirectly supported the concept of collaboration and noted that the compliance issues can be 

overcome in the data centre environment where the data is centralized, and further advocates 

that centralized offshore programme management provides better management. Rawls (2001) 

social cooperation theory also supports the construction of joint governance that depicts 

fairness and justice.  

4.4.4.5. Moving the Governance Concept to Cloud Computing  

The discussion in the previous section suggests a definition to serve the needs of the research 

question and objectives in section 2.10. The definition is: 

Joint Governance means the establishment of a centralized participatory platform comprising 

of a member from the cloud user and CSP team, with an intention of taking responsibility, 

ownership and accountability of ISG, cloud data governance and exchange in cloud 

computing consistent with international security standards, by ensuring confidentiality, 
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integrity and availability. In return, Joint Governance is expected to translate and coordinate 

the security requirements based on: 

 The security principles of ISG 

 Protecting the cloud user data and privacy rights 

 Resolving escalated, regulatory and legal disputes, and organising compliance with 

relevant legislation and ISG standards 

 Facilitating monitoring of services invisible to cloud users to develop trusted and 

auditable cloud practices to create trust.  

The joint governance model involves inter-dependent mutual coordination structured in the 

organizational cloud architecture. Joint governance is expected to develop better management 

of data and bring the trust, governance and security into the cloud environment. The 

establishment of joint governance between the cloud user and CSP can reiterate the 

importance of responsibility, governance, ownership and accountability as reflected in ISG 

standards. Power and Trope (2005) noted that both consumer and provider must understand 

the governance of information flow between them to improve performance. These 

considerations lead to the major objectives of joint governance between the cloud user and 

CSP which include: 

1. The close management between both parties for translation of ISG requirements, and 

coordination for better security, governance and trust building around data governance. 

2. Collaboration with an intention of ensuring CIA by managing the risk, responsibility, 

ownership of assets and accountability in relation to data protection, privacy and ISG 

requirements. 

3. Developing social cooperation to build the trust, governance and compliance for long-

term viability. 

4. Developing methods, procedures and processes to manage the issues related to cloud 

disputes, ISG and compliance in different jurisdictions. 

4.4.4.6. Other Constructs 

Chapter 2 and Table 4.1 outline various other constructs in the framework essential to 

maintain the ISG. The intention of the constructs is to minimise the risks, reduce the gaps and 

regulate the governance in the cloud. The physical ownership of cloud architecture shows 

availability is the responsibility and within control of the CSP, which makes the CSP 
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responsible for the assurance of processes, functions and applications related to the 

availability of service. Section 2.5.6, Table 4.2 and the mandatory requirements referred to in 

ISO 27001 (control 4.3) provide risk management (control 4.2.1 c to g), management 

responsibility (control 5) and internal audit (control 6) (ISO 27001, 2005). The conformance 

to ISO 27001(2005) is acquired by integration of controls from ISO 27002 with reference to 

section 2.5.6 and Table 4.2. The security policy, asset management, monitoring and 

compliance were included. At this stage, IBM was also taken into confidence for advice on 

any other requirements. IBM agreed on the solution. 

4.4.4.7. Summary of Constructs 

The constructs were solely derived from the literature using the Webster (2002) approach. 

The main aim is to fulfil the requirements in section 2.8, accomplish the objectives in 2.10 

and design the constructs emerging from the literature. Joint governance is new to 

information security, but in clauses of the ISO 27001, COBIT, liaison, management 

responsibility, compliance and responsibility denote joint governance but within the 

boundaries of the organization. The suggested joint governance merges the efforts of cloud 

users and CSPs to ensure the CIA triad with its coordination and cooperation. 

4.5. Cloud Governance Framework 

The systematic approach of the literature review has generated a generalized Cloud 

Governance Framework (CGF) with an iterative structure to accommodate future 

developments and improvements. The intention is aligned with the IBM and ISG 

requirements to construct a framework that can be altered according to cloud user business 

requirements. The CGF addresses the dynamic and iterative nature of the cloud computing, 

requirements of the cloud user and collaborative implementation through the cooperation of 

the CSP.  

The CGF comes from the key concepts mentioned in section 4.4.2 and 4.4.4. The CGF 

creates an equitable environment that is suitable for both the cloud user and CSP by aligning 

the constructs mentioned in section 4.4.2 and 4.4.4. The generalized theme of CGF was based 

on the concept of social cooperation and principles of fairness and fair terms to regulate 

conduct of cloud users and CSPs in a shared environment, as mentioned in section 4.4.4.4 

and 4.4.4.5. CGF constructs are influenced by ISG and Rawls’ three essential prepositions 



Chapter 4 
 

89 
 

that cherish fairness, cooperation and equality that support the construction of CGF (Rawls, 

2001, p. 6): 

1. Integrate Publicly Recognized Rules: The actors integrate publicly recognized rules and 

procedures to regulate their conduct during social cooperation. This study has 

incorporated the publicly known ISG standards, processes and procedures to regulate the 

conduct of the cloud user and CSP during social cooperation.  

2. Mutuality and Reciprocity: The actors rely on fair terms of cooperation that show 

reciprocity and mutuality based on recognized rules and standards during social 

cooperation. Joint governance is established to accomplish the mutuality and reciprocity. 

3. Mutual Advantage: Social cooperation includes the idea of each actor’s mutual, rational 

advantage or good. The literature in chapter 2 makes a strong assumption that the cloud 

user is weak and may suffer disadvantages from the lack of administrative security 

implementation and legal protection. Joint governance creates an environment developed 

to serve good to both the entities. The governance lifecycle balances the relationship 

between the cloud user (User in Figure 4.3) and CSP (CP in Figure 4.3) by dividing the 

key responsibilities between the two. 

 

Figure 4.3: Governance Framework  
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The constructs from chapter 2, Table 4.2, section 4.4.4.4 and4.4.4.6 were aligned using the 

PDCA cycle to form an iterative governance framework. The CGF cycle is divided between 

the cloud user and CSP to differentiate cloud user and CSP responsibilities. The framework is 

divided into three parts, connected by iterative processes and structured cyclic steps as 

illustrated in Figure 4.3. The components are as follows: 

 Cloud User Domain: It contains the mandatory processes used by the cloud user 

responsibility (Table 4.2, section 4.4.3.6,), represented by the right side of Figure 4.3.  

 CSP domain: It contains the mandatory processes that require implementation and 

cooperation of the CSP (Table 4.2, section 4.4.3.6) as shown in the left side of Figure 

4.3. 

 Collaboration Bridge of Cloud User and CSP: It is called a Joint Governance Board 

(JGB), which is a management platform based on the concepts of joint governance, as 

outlined in section 4.4.4.4, and providing a controlled environment (ISO 38500, 2008) 

with defined objectives as explained in 4.4.4.5.  

The communication gap is covered by the incorporation of JGB as a bridge and central 

alliance for approving various functions during the governance lifecycle. The JGB becomes 

an extension board, as described in section 4.4.4.4 and 4.4.4.5. It also imitates the governance 

requirement of ISO 38500. The division shown in Figure 4.3 between the cloud user and CSP 

is necessary for two reasons. Firstly, it segregates the responsibilities, processes and 

functions. Secondly, it provides clarity in regards to jointly owned responsibility in the cloud 

layers which was illustrated in chapter 2. The CGF uses the cyclic PDCA to illustrate 

functions, processes and governance to achieve balance and shared responsibility in a 

controlled fashion. The CGF constructs are explained in the following sections. 

4.5.1. Joint Cloud Governance Board (JGB) 

The JGB is intended to solve security assurance problems in cloud computing by providing 

the platform that assures responsibility, trust and governance between the CSP and cloud 

user. The JGB maintains its position to suit the requirements of ISG theory, ISO 38500, ISO 

27001(2005), COBIT, COSO and law to regulate and process security controls between the 

cloud user and CSP. The JGB intends to provide a coordination and partnership platform with 

equal responsibility without sharing liability. Pfeffer and Salancik (1978) note that 

coordination is the key factor in achieving stability in a loose and uncertain environment. The 
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JGB has a coordination function to translate the requirements of the cloud user onto the cloud 

layers in consultation with the CSP. 

 

Figure 4.4: Formation of JGB adapted from ISO 38500 (ISO 38500, 2008)  

The initial step in the CGF is the organization of the JGB based on ISO 38500, as shown in 

Figure 4.4. The JGB is formed by an enterprise’s ISG management, inheriting functionality 

of governance from ISO 38500, to deliver and translate the security requirements in 

accordance with the definition in section 4.4.4.5. The formation of the JGB includes members 

from the CSP and cloud users, who are responsible for cloud governance throughout the ISG 

life cycle based on Sherer (2004). The JGB inherits the responsibility from the ISG 

management to manage, control and mitigate risks (Katzenbach et al., 1992; Power et al., 

2005). The JGB follows formal contract (Poppo et al., 2002) and relational governance (Goo 

et al., 2009) to implement good governance, desired security controls and rules to mitigate 

the risks. The corporate, IT governance, ISG and legal literature stress board responsibility 

for accountability. The JGB enforces this concept by coordination aligned with cloud user 

strategies. The JGB will take into account generalized responsibilities mentioned in section 

4.4.4.5 and includes the considerations outlined in the following sections. 

4.5.1.1. Information Security Management 

The JGB will be responsible for the information security management according to the 

requirements set forth in the ISO 27001(2005), ISO 27002 and COBIT, in line with the 

strategic business requirements of the enterprise. The JGB will play a coordinating role to 

implement administrative, technical and virtual controls to protect the assets from loss. In its 
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coordinating role, the JGB will establish sound continuous risk management, security policy, 

asset management, access control and data protection controls (Table 4.2). 

4.5.1.2. Ownership of Information Assets 

The implementation of technical controls and legal compliance requires designated 

ownership in relation to control 7.1.2 of ISO 27002. The CSP and cloud user in the JGB will 

work together to assign the responsibilities to protect the information in the cloud layers, in 

line with ISO 27002 (control 6.1.2, 6.1.3, 15.1.4) and COBIT (control DS 5.1 and PO 2); and 

designate ownership. The JGB must ensure confidential agreements to protect information 

assets (ISO 27002 control 6.1.5) in compliance with local laws relating to cloud users (ISO 

27002 control 15.1.1) 

4.5.1.3. Successful Translation of Security Requirements 

The JGB will be responsible for effective translation of cloud user requirements with the 

capability to evaluate, direct and monitor the pre- and post- implementation. It will insure that 

cloud users have the knowledge about the protection of their data during acquisition of the 

services from the CSP. This will build co-operation, trust, compliance and accountability (see 

section 4.4.4.5). The JGB will align the security policies with local laws and standards to 

meet cloud user requirements and awareness. 

4.5.1.4. Coordination to Resolve Issues 

The JGB will have a coordinating function to resolve issues related to ISG and law and 

compliance in different jurisdictions. The cooperation in this regard will create awareness, 

collaborative risk mitigation (Sherer, 2004) and pave the way for a platform for regulatory 

compliance. It will also enhance trust and confidence for the long term viability. It will 

effectively enable the protection of cloud user rights in various jurisdictions. It will also 

mitigate the legal risks and litigation issues with arbitration and dispute resolution (section 

4.4.4.5). 

4.5.2. Risk Management 

The cloud user is responsible for risk management. It includes the pre- and post-adoption risk 

evaluation of the cloud adoption. It follows two steps: risk assessment of the CSP and risk 

assessment of the information assets of cloud users. The risk management takes the normal 

course as specified in ISO 31000, with a few modifications. Traditionally risk management is 
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related to the organizational exposure to threat. In cloud computing, risk management must 

consider risks related to the jurisdiction, legal issues and financial viability of the CSP. It is 

important for cloud users to make an informed decision based on the documents available 

online, and thereafter acquire services from the CSP.  

4.5.2.1. Risk Analysis of Cloud Provider 

The first step is to evaluate the CSP potential to provide business continuity and information 

assurance in the cloud layers. The cloud user evaluates the CSP qualitatively and checks their 

credentials against the prevailing security standards. This can be ascertained through the 

CSP’s internationally recognised security certification such as ISO27001/2, along with the 

reputation and trust earned. The security risk is assessed through analysis of the International 

Standard on Assurance Engagements (ISAE) 3402 or Statement on Standards for Attestation 

Engagements (SSAE) 16 Type II. It also verifies the inner health of technological controls 

running within the physical infrastructure and compliance with SOX. These reports give 

assurance about controls and the adequate level of security of the CSP infrastructure. 

Furthermore, for financial services, the CSP privacy controls can be assessed under ISO 

22307. These reports are discussed and evaluated by JGB to determine the control 

effectiveness and cloud feasibility for adoption. In addition, risk around jurisdictions and 

legal alignment needs to be assessed accordingly. 

4.5.2.2. Risk Assessment of Assets 

In cloud computing, the main asset of the user is the information asset. The remaining assets, 

people (human resources) and hardware fall under the CSP obligations. In this step the 

information assets are classified on the basis of priority which is critical for the organization. 

The risk is also assessed to determine probable consequence that may arise from breach or 

leakage of information from the CSP and cloud user platform. The JGB becomes the owner 

(AjayKumar et al., 2009; ISO 27002, 2005 clause 7.1.2) of information assets so that the 

accountability arising out of any security breach is managed properly. The CSP also carries 

the responsibility for risk assessment of infrastructure in running the cloud user data and 

shares that with the JGB. The JGB evaluates the risk assessments of both cloud users and 

CSPs. This will create the pre- and post- counter measures and risk treatment plan to enable 

security and apply controls in a coordinated manner to mitigate risks. Based on risk 

assessments, the JGB creates security boundaries and includes such segregation in the 

security policy. 
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4.5.3. Asset Management 

Risk management is followed by asset management. The information asset is classified 

according to priority. The JGB becomes the owner of assets, being equally responsible for 

any breach. The classification of information asset is an important step that will further 

devise the rules for the application of security controls and intellectual property protection. 

The information asset will be classified according to its value, jurisdiction, legal 

requirements, criticality, sensitivity and vulnerability to third party disclosures. The 

information asset will be classified into low, moderate and critical in line with ISO 27002 

(control 7.2.1) and COBIT (PO 2.3 DS 11.6). The classification will help in selecting the 

appropriate security controls from various standards to implement appropriate security 

measures in accordance with the ISO 27001 (2005 clause 4.2.1 (g)). The security controls are 

selected from various standards to handle the cloud user data robustly. The security controls 

must contain the appropriate controls to handle data that is invisible to the cloud user, in 

relation to retention, secure disposal, intellectual property and breach of information 

(AjayKumar et al., 2009; Calder, 2009). The classification of information asset is 

documented, with the appropriate listing of security controls listed in the statement of 

applicability with corresponding reasons ISO 27001 (2005  clause 4.2.1 (j)). The 

documentation is forwarded to the JGB for approval to further develop into the security 

policy. The process is performed on cloud user’s information asset in all the layers (SaaS, 

PaaS and IaaS). 

4.5.4. Selection of Layers 

The classification of Information Asset defines the selection of the appropriate layer in 

accordance with the business requirements. The cloud user chooses the layers after 

determining the risk assessment of the CSP and classification of information asset. For 

instance, the cloud user may be dealing with medical data and wants to run pre-configured 

medical applications on SaaS. The risk assessment and classification of information asset will 

devise the appropriate security controls that require implementation on the SaaS layer to 

achieve health record compliance, in accordance with regulations such as HIPAA. The 

selection of the cloud service layers gives responsibility clarity and justifies the selection of 

security controls from the cloud user perspective. The cloud user improves the previously 

selected security controls during risk assessment of information asset and classification of 

information asset by integrating security controls for cloud layers. This finalizes the 
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statement of applicability, with applicable security controls which are coordinated with the 

JGB for approval. The security controls become part of the joint security policy for both 

cloud users and the CSP. 

4.5.5. Security Policy 

The JGB reviews the security controls in the statement of applicability (section 4.5.6). The 

JGB integrates essential security controls in the joint security policy collected during phases 

mentioned in sections 4.5.2, 4.5.3, 4.5.4, 4.5.5, and devises a strategy to promote awareness 

of the policy. The security policy will contain the statement of the applicability of the 

controls, structure for information sharing, responsibilities attached with the asset ownership, 

method of risk assessment and treatment plan, business continuity management, and 

provisions for compliance with legislative requirements. The provisions that are related to the 

CIA will be defined in service level agreements to ensure the security measures are properly 

met. The JGB will also chalk the security awareness programme and disseminate to cloud 

user and CSP for further implementation.  

The JGB regulates the implementation of security controls on the physical and logical level 

that are important to protect the cloud user information assets. The implementation is divided 

into two phases based on the security classifications of the information assets. The first Phase 

implements baseline security controls in the cloud environment. The second Phase 

implements the core security around the baseline standardized controls to mitigate the risks. 

The knowledge exchange of security controls during implementation by the JGB helps in 

building due diligence awareness and knowledge for cloud user environment. The 

implementation procedure decreases the mistrust between the cloud user and CSP. It also 

provides the cloud user with the related information for his data protection which is assumed 

to be invisible to them in the cloud environment (section 2.3.1). The JGB creates awareness 

among cloud users and engages cloud users interest in the data protection phenomena to 

neutralize mistrust, to achieve better governance. The JGB sends the security policy for the 

consent of enterprise management (Figure 4.5) to align with corporate strategy according to 

ISO 38500, ISO 27001(2005), COBIT and NIST 800-53, fulfilling the need for ISG 

responsibility (section 2.4.1, 2.4.2, 2.4.3, 4.4.3.2). 
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4.5.6. Application of Security Controls 

The JGB takes the responsibility of coordinating and implementing the security controls on 

the layers as specified in the statement of applicability agreed between the cloud user and 

CSP. The JGB provides security control implementation in a unified manner that is expected 

to reduce the controversy and distinction between the controls of the cloud users and the CSP. 

Once the security controls are in place, the JGB will document the implementation in a 

standard electronic format for future use. 

4.5.7. Monitoring 

The CSP will devise a programme for the systematic monitoring and evaluation of security 

controls applied to cloud user data, to ensure baseline standards of quality are met in 

accordance with security standards in consultation with the JGB. The quality evaluation and 

accreditation of information assets will be conducted to establish the effectiveness of security 

controls applied to cloud layers. The CSP must devise methods to monitor security risks, 

security events, changes to legal requirements and regulatory compliance related to the cloud 

user data in accordance with ISO 27001 (2005 clause 4.2.3, 5.1) and AjayKumar et al. 

(2009). The CSP will maintain the audit logs and will be reviewed by the JGB periodically to 

assess the security issues. In case of any outage and security incident, the CSP will share the 

reports immediately with the JGB to initiate required action and to maintain the trust between 

the board entities. The disclosure reports will provide transparency, trust and cloud security 

maturity. 

4.5.8. Compliance and Audit  

The JGB harmonizes compliance with local laws and addresses jurisdictional difficulties, in 

order to protect the rights of the cloud user. The JGB gather information from the CSP about 

legal and regulatory compliance that can directly affect the cloud user data. The JGB will 

formulate the policy and actions that are needed to abide by the local laws in consultation 

with cloud users. This includes civil, criminal, tort and corporate laws. The JGB devises the 

procedure to handle the compliance issues. The JGB will supply and document relevant 

information about cloud user data rights, process of legal procedures, and remedies to protect 

cloud user data rights for the cloud user (Table 4.2).  

The periodical security audits are essential to assess the security controls of CSP (AjayKumar 

et al., 2009). The JGB will coordinate with the CSP to develop audit plans and assessments 
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that will include internal and external audits, vulnerability testing and penetration testing to 

ensure the security perimeters are in place. The CSP will provide a comprehensive security 

audit plan to the JGB for approval and action. The CSP will regulate the security audits on 

the cloud layers with the collaboration of the JGB. The CSP will maintain the audit test 

reports and share the information related to cloud user data with the JGB. The JGB will 

document the results for future reference. The JGB will periodically perform independent 

reviews of the security policies, audit reports and security to ensure both cloud users and the 

CSP are compliant with policies, procedures, standards and applicable regulatory 

requirements. This will provide awareness among cloud users about the CSP internal and 

external controls to ensure security health. 

4.6. Evaluation of Framework  

The CGF was theoretically evaluated by comparing its components against the international 

ISG standards and law. The selection of unified controls was evaluated by pitching those 

controls against the similar controls available in ISG standards and legal statutes. The 

majority of components of the CGF existed in the different strands of applicable practice of 

the international standards (AjayKumar et al., 2009; ISO 27001, 2005; ISO 38500, 2008). It 

also fulfils Rawls (2001, p. 6) three propositions essential in maintaining governance and 

justice holistically. 

The CGF was shared with companies for evaluation to ensure its practical applicability. The 

companies have given the feedback that the framework is applicable on the PaaS and IaaS 

layers and is not suitable for the SaaS layer. However, the JGB solves major issues that often 

arise during the negotiations and implementation of security controls. The companies have 

disclosed that they have marketing and support teams in place to solve issues of the cloud 

users, but cases of dispute resolution and SOX have not been exposed publicly. Legally, the 

CGF solves the issues of jurisdiction, responsibility and due care.  

Parallel to these, the CGF has some limitations and has not been assessed for high risk 

countries with different legal systems. The evaluation is based on countries which have 

similar legal system that follow particular rules of law. These countries also practice good 

security practices, follow general rules laid down by international security standards and 

respect the laws. The CGF needs more evaluation for its iterative development and to form a 

holistic governance life cycle. 
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4.7. Summary 

The chapter presents a CGF that addresses security in the PCC. The process in the framework 

is iterative and needs to be updated whenever new advancements come in any of the three 

domains. The framework gives an emergent action to mitigate risks and improve security, 

governance and assurance within the PCC. It decreases the gap between enterprises and the 

CSP, moving them onto a joint platform which is easy to use as a service for their business. 

The triangulation of standards, law and cloud layers is used to fill the gap and add extra 

security and assurances that can benefit the cloud user. It has some limitations in terms of 

acceptance of statutory laws of different countries; the framework solves this problem by 

using the JGB. The main aim of the JGB is to harmonize the security requirements according 

to baseline security controls that can effectively protect the information assets. The JGB also 

signifies the coalition of two entities on one platform to accept the responsibility of the 

business layer such as legal compliance to SOX, HIPAA, and GLBA Act etc. The motivation 

behind proposing the concept of the JGB is globalization and the legal precedents from case 

law of different countries that have ensured justice, by challenging the distance factor. The 

PCC is still under development and needs more maturity over time. The economic needs of 

society have often developed strategies to overcome obstacles; cloud computing is one of the 

emergent economic trends which are under study to evaporate the effects of costly, 

technology system-supporting enterprises. The next task is to develop the framework using 

qualitative data to balance the governance equation and automate digital contracts with 

assurance clauses from the perspective of legal and security controls and business processes. 

Currently there are many organizations working to solve the issues in PCC. This work is one 

small step to introduce a framework that is necessary to manage control, authority and 

governance issues to maintain security to protect users’ data. 
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Chapter 5. Socio-Technical-Legal Data Analysis and Findings 

5.1. Introduction  

The purpose of this chapter is to improve the CGF (Cloud Governance Framework) by 

decreasing the gap between the cloud user and the CSP (Cloud Service Provider) and also 

verifying the CGF model through the use of the ANT (Actor-Network Theory). The ANT 

gathers data from various sources and iteratively enrols knowledge to support and stabilize 

the CGF model (Latour, 2005). The chapter follows three exploration techniques of ANT: 

translation, “follow the actors” (Ruming, 2009) and inscriptions. The chapter takes the 

sequence shown in Figure 5.1.  

 

Figure 5.1: The Organization of the Chapter 

5.2. Lens of the Actor-Network Theory to Remove Bias  

The ANT uses three important techniques to avoid bias (Callon, 1986b, p. 3):  

 Agnosticism is about bringing the social world into the realm of research with its 

technical dimensions and seeing this environment of actors with impartiality. Callon 

notes that “no point of view is privileged and no interpretation is censored” (p. 3-4). The 

connotation is compatible with the principles of fairness and ISG. 

5.9 Summary 

5.8 Triangulation of Findings 

5.7 Inscription 

5.6 Follow the Actors 

5.5 Mobilization 

5.4 Translation of Transdisciplinary Research Groups 

5.3 Philosophical Approach for Data Analysis 

5.2 Lens of Actor-Network Theory to Remove Biasness 
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 Generalized Symmetry means to explain the complex, controversial and conflicting 

views in a symmetrical manner without analysing it separately. Callon notes that the data 

analysis is dependent on the interpretive approach of the researcher and it is at their 

discretion to choose the required information that suits the researcher’s needs.  

 Free Association means the researcher abandons the prior distinction between the 

social-technical-legal events. The researcher should not take into account any boundaries 

that separate the humans and non-humans.  

These three principles of the ANT allow the researcher to avoid controversies and conflicts in 

the environment being observed and help the researcher to arrive at unbiased symmetrical 

inferences.  

5.3. Philosophical Approach for Data Analysis 

Chapter 2 has shown that the existing cloud computing environment does not protect the 

rights of the cloud user by means of contracts, governance principles and data rights (Hon et 

al., 2012). These cloud practices are one sided and favourably crafted to give an advantage to 

the CSP rather than serving the principles of fairness and equity (United Nations, 1999). The 

CSP denies the cloud user exercising various rights to establish data governance. In 

theoretical epistemology, the cloud environment follows two views of power theory. One 

comes from the perspective of Dahl’s (1957) explanation of power as “A [CSP] has power 

over B [Cloud User] to the extent that he can get B to do something B would not otherwise 

do” (p. 202). In recent reports, the EU has raised this theoretical assumption but also stated 

that the powerless state of the cloud user should not be considered as a legal defence and 

means of gaining immunity in order to enter into an influential contract crafted by the CSP. 

Despite the EU favouring the protection of the weak entity in the past, the report does not 

extend protection to cloud users (Article 29 Working Party, 2012). The second dimension of 

power comes from Bachrach and Morton (1962) noted that power can be exercised by 

limiting the power of decision making passively to exclude issues of relevance to B. The 

behaviour of the CSP is dominating and does not give control to the cloud user, which 

excludes them from relevant issues. The CSP follows both of these two paradigms which are 

against the universally accepted equity principles, constitutional rights and guidelines of the 

United Nations (Kunz, 1949). This propagates unjustifiable social relationships, disturbs the 

social order between the cloud user and the CSP and can cause resentment, inequality and 

mistrust (Rawls, 2001).  
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Social order is accomplished by the integration of fairness and equity principles (Joshi, 

1989). ISG (Information Security Governance) follows these principles and allows unbiased 

use of information systems in an equitable manner to provide governance (Rawls, 2001). In 

the current state of cloud computing, the ISG balance is achievable by extending the control 

and protecting the rights of the cloud user. Balance is achieved by coordinating three 

dimensions of cloud computing: cloud architecture, ISG and the law. In chapter 4, these 

aspects are amalgamated together in the JGB (Joint Governance Board) to extend the control 

of the cloud user in an equitable fashion. In this section, ANT traces evidence to enhance 

control through the JGB to provide fairness and equitable engagement for the cloud user. The 

study uses ANT vocabulary (Table 3.2) to explore the rudiments that can establish control 

and the rights of the cloud user in following ways:  

1. In translation, the study uses two ways to enhance and confirm the CGF model. The 

first method is to analyse the work of the TR (Transdisciplinary Research) groups by 

interpreting successful translation of TR groups to provide confirmatory evidence that 

substantiates the CGF (Latour, 1996a; Middleton, 1997). The second method is 

mobilization in which the researcher interacts with the social world to gain 

information, feedback and comments. The exchange of views during the presentation 

is taken as observational data to evaluate, confirm and improve the CGF. 

2. The study also uses Latour (2005) concept of “follow the actors” (p. 68) in two 

modes. Firstly, the study follows major players as they develop cloud security and 

governance research in TR groups and interviews important expert actors to gain 

information about the CGF across geographical regions (Callon et al., 1981). 

Secondly, the study follows major government actors as they develop cloud security 

policies across geographical regions and interacts with cloud companies to gain 

information relevant to this study.  

3. Inscriptions impart stability to the CGF by associating coherent support from 

standards, statutes, journal papers and theory. The legal and regulatory policy 

inscriptions provide confirmatory commensuration to support the CGF and its 

artefacts. The legal study of various countries is challenging and posits a conflict 

between the laws. ANT avoids this conflict by tracing coherence between the laws 

that protects cloud user rights (Dicey et al., 1987). This study selects the EU, the US, 

Australia and New Zealand laws and collates legal facts designed to secure 
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governance in cloud computing and follows the ANT principle of agreement at one 

point of time and space (Latour, 1999b, p.87). ANT triangulates common connections 

between different statutes to protect the disempowered cloud user.  

The ANT integrates data collected from these methods to add life to associations in the CGF 

(Callon et al., 1981), as explained in sections 3.3.2.3 (Figure 3.6). Gradually, the study enrols 

ANT vocabulary into the CGF to stabilize the existing shape.  

5.4. Translation in Transdisciplinary Research Groups 

TR has been producing research focusing on cloud computing worldwide. This study was 

conducted with significant TR groups working to achieve cloud security, as listed in Table 

3.1. In ANT, the validity of the technology, theory or construct is also based on the successful 

translation by heterogeneous actors. The study improves the validity of the findings in TR by 

means of collaboration, knowledge exchange and persuasion during the participatory research 

work (Latour, 1999b). During the three years of the research, various methods were used to 

stabilize the CGF. Callon et al. (1981) elaborate on such associations as part of the strong 

stabilization of the Actor Network and note that “In order to grow we must enrol other wills 

by translating what they want and by reifying this translation in such a way that none of them 

can desire anything else any longer” (p. 296). 

The researcher used the following ways to improve and confirm the findings from the TR 

groups:  

 Firstly, the researcher as a focal actor negotiated his findings to chalk an agreement with 

the TR group members and bring together a heterogeneous network of aligned interest.  

 Secondly, the researcher enrolled suggestions and feedback of these actors to strengthen 

evidence to support findings and stabilize CGF. The enrolment of actors signified the 

acceptance and acknowledgement of the facts articulated by the researcher.  

 Thirdly, the researcher’s contribution to the TR groups also demonstrated the validity of 

this study. The acceptance of the work and recognition by the TR groups indicated the 

veracity of the CGF concept, technology and theory. 

5.4.1. Objectives for Participation in the TR Groups 

The TR groups had one objective; to secure information in cloud computing using ISG best 

practices. The researcher joined the TR groups with two objectives: 
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 To understand the developments and participate in the research work related to cloud 

security controls, legal developments and cloud governance architecture. 

 To evaluate the CGF by sharing the existing CGF with the expert members of the TR 

groups for feedback for improvement and confirmatory findings. 

5.4.2. Participants in TR Groups 

There were different numbers of participants in the TR groups. The majority of the persons 

involved in architecting the solutions for cloud security and governance are from Fortune 500 

companies. Table 5.1 presents a summary of participants. 

TR name Number of Participants Organization 

Cloud Security Alliance (CSA) >10,000 Team lead and management members were 

from Fortune 500 companies. The members 

are scattered all across the world. 

Common Assurance Maturity 

Model (CAMM) 

>500 Mostly in Europe, especially from ENISA. 

Cloud Audit >500 Fortune 500 and audit organizations. 

Use Case Group >100 Different multi-national organizations. 

International Telecommunication 

Union (ITU-T) Focus group 7 

>10 Some of the members were from Fortune 

500. 

Table 5.1: Members of TR Groups 

5.4.3. Participation in TR Groups 

The researcher worked with these TR organizations mentioned in Table 5.1, to participate, 

observe, contribute and gather knowledge to extend the existing CGF. The developments in 

these TR groups were closely observed to identify the influence of translation. The members 

of the TR groups were from different geographical regions with diverse backgrounds. The 

fortnightly meetings were scheduled to be conducted live via the internet by almost all the 

groups except the ITU-T and Use Case group which generally use email correspondence. In 

meetings, various problems were discussed and solutions suggested. The suggestions became 

part of cloud security documents and inscriptions across regions. The diversity, participation 

and exchange of information in these groups improved and confirmed the CGF (Elzinga, 

2008; Robey, 1996). Various components of this study were shared with these TR groups and 

contributed to research worldwide. 
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5.4.4. Process of Translation  

The concept of translation has guided this study and influenced its findings. The feedback 

and participatory research work arising from interaction with these organizations was 

enrolled iteratively to develop the CGF. Callon (1986b) noted that translation occurs 

generally in four different phases: problemization, interessement, enrolment and 

mobilization. Translation does not follow a sequential order and can occur in any Phase. The 

study followed closely the steps in translation illustrated in Figure 5.2. 

 

Figure 5.2: Process of Translation. Adapted from Callon (1986b) 

The next sections are dedicated to illustrate the translation of activities that resulted in 

findings based on the experiences with the different TR groups. 

5.4.5. NIST Translation 

In ANT, problemization defines a researchable problem, segregates the roles of actors and 

determines path to achieve solution. Two important documents laid the foundation for cloud 

security and governance problemization i.e., the CSA’s (Cloud Security Alliance) guidance 

document for cloud security (Dave et al., 2009) and the ENISA risk assessment document 

(Catteddu et al., 2009). The cloud definition was missing in those documents. Irrespective of 

other organizations, Peter Mell at NIST formulated a clear definition of cloud computing in 

2009 but did not publish it until (Mell et al., 2011). Peter Mell shared the definition slides 

with the researcher to give more direction to the research through his email dated 10
th

 

February 2009. The email is attached as Appendix C.1. 

The initial proposal of this study was exchanged with Peter Mell to gain clear directions for, 

and insight into, addressing problemization in cloud governance. Peter Mell reviewed the 

study documentation and gave feedback on the research proposal that motivated this study 
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(attached as Appendix C). “I just had a chance to browse through your material. It looks 

interesting” (Mell, 4
th

 November 2009). More recently, the CGF was also shared with the 

NIST team for feedback and comments.  

5.4.6. Common Assurance Maturity Model Team (CAMM) Translation 

The CAMM team was organised by the European security community. The main aim of the 

team was to develop a cost effectiveness information assurance maturity framework that can 

accredit third parties’ security position and publicize the results transparently. Cloud 

computing was an emerging trend at the beginning of 2010 without any governance structure. 

In order to understand the governance controls, the researcher participated in research work 

with the CAMM team and contributed by architecting the common assurance maturity 

weighted model for cloud computing. The participation emails are annexed as Appendix D.1. 

The team lead described the problemization in the email dated 12
th

 May 2010, in order to 

create a unified control matrix from ISO 27001(2005), ISO 27002, Control Objectives for 

Information and Related Technology (COBIT) and Information Technology Infrastructure 

Library (ITIL), classified on the basis of qualitative and quantitative characteristics. The 

additional domains and sub-domains were identified. Respectively the controls are classified 

according to the domain. The weighted model design should be able to assess the assurance 

and maturity level of the security domains used by CSP based on CAMM controls deducted 

from various standards. 

The researcher was given the classification of security controls based on ISO 27001(2005), 

COBIT, payment card industry standard commonly known as (PCI-DSS) and ITIL, 

quantitatively and qualitatively. The weekly meetings were held using Skype to get an update 

on the project. The team members created different security controls and governance 

artefacts. During the meetings, the team lead emphasized the creation of security controls to 

protect every component in the cloud supply chain. The controls developed under the CAMM 

covered different use cases of cloud layers, cloud deployment models and associated actors in 

terms of ISG controls. The team was able to create 355 ISG controls to secure almost every 

heterogeneous actor in the cloud supply chain. The influence of the EU data protection and 

privacy regulation was deeply rooted in these controls. CAMM translation was spread across 

the whole of Europe but overwhelmed by the Cloud Security Alliance Cloud Controls Matrix. 

Subsequently, the CAMM project was enrolled by the Cloud Security Alliance.  
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5.4.6.1. Researcher Contribution 

The participatory research work with the CAMM team contributed towards two outcomes. 

The researcher identified and categorised controls of ISO 27001(2005), 27002, Pay Card 

Industry (PCI-DSS) and COBIT into qualitative and quantitative controls. The classification 

was important in order to create a unified framework to evaluate, direct, control and monitor 

ISG in various domains.  

The second contribution was the development of a weighted model for CAMM to calculate 

maturity of information security governance achieved by the companies. The first version of 

the weighted model is in Appendix D.2. The weighted model was designed to develop 

information assurance maturity, audit and accreditation of third party cloud suppliers by 

creating a mathematical model. The weighted model is based on the six domains of CAMM 

controls. Weights are assigned to each domain. The qualitative and quantitative metrics are 

used to calculate the maturity of each domain, giving the overall information assurance level 

of an organization.  

5.4.6.2. CAMM Controls Translation 

The translation of security controls are listed in Appendix D.3 and confirm the existence of 

different controls that substantiate the CGF. Some of these controls that deal with the asset 

management (A5.4.5.3), supplier governance (A5.4.5.4), service level agreements (A5.4.5.5), 

and ownership structure (A5.4.5.7), improve current state of the CGF. The controls relating to 

information asset management (A5.4.5.3) show governance processes and methods to 

achieve the information assurance and responsibility structure through the formation of an 

information assurance team that can provide assurance in cloud computing. In some respects, 

A5.4.5.3 supports and aligns with the formation of the JGB. The majority of the controls of 

CAMM indicate support to the CGF and are enrolled to provide strength to the CGF (Latour, 

1999a; Latour, 1999c).  

5.4.7. Cloud Audit Translation 

There are two artefacts in the CGF, the audit and the risk management that needs measures to 

allow cloud users to make informed decisions. Cloud users have been facing problems of lack 

of transparency and disclosure of information by the cloud companies. The multi-tenant 

architecture does not allow a separate dashboard for the cloud user that can show the security 

audit reports to the cloud user. Similarly, security audits reports of the CSP are not disclosed 
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to the cloud user. For instance, Statement of Audit Standards (SAS) number 70 type II report 

and International Standards for Assurance Engagements (ISAE) number 3402, are disclosed 

under a confidential agreement after the cloud user has acquired the cloud services. The 

report only gives information about the high level security conditions of the CSP and includes 

various domains of ISG. However, the reports do not indicate the assertion of security 

controls of the cloud user and CSP. The Cloud Audit group tried to solve these problems by 

using the Cloud Control Matrix (CCM) and Cloud Assessment Initiative Questionnaire 

(CAIQ). The group’s objectives were to provide a common interface and namespaces to 

streamline their audit process. It provided an open platform for the cloud consumers to 

analyse the audits, and the assertion and assurance of their infrastructure. The work showed 

some similarity with that of CAMM project. However, the cloud audit approach was different 

in that they were bringing a visual statement of applicability and audit assertions of cloud 

services used by cloud users. 

The Cloud Audit research was dependent on the CAIQ. The aim of Cloud Audit was to 

automate audit support for all of the various compliance mandates and control obligations 

that transparently express the CSP security claims. The claims represented the assertions that 

validate the security state of controls implemented by the CSP in the cloud layers. These 

claims were presented in a layperson friendly format accessible from the website of the CSP. 

The Cloud Audit group formulated three important things that reflect transparency in cloud 

computing designed to build the trust of cloud user, namely: 

  Procedures to conduct audits in the cloud and gather relevant evidence; assertions for 

compliance and mandatory compliance; 

 A dashboard necessary for the CSP who could provide an “auditor” access layer to 

include information provided to an auditor under a non-disclosure agreement that has 

more detail and granularity than available for other consumers; 

 A standardized format for the CSP who could utilize the namespace for organizing audit 

evidence in support of the assertions, for example policies, procedures and technical 

specifications. 

Compared to practiced audit procedures, the Cloud Audit group developed a simple method 

based on the purposed automated solution. Table 5.2 shows the alternative audit procedures 

in comparison to normal audit practices.   
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Audit 

Phase  
Legacy Audit Practices Cloud Audit  Alternative 

Scoping Questionnaires 

Phone interviews 

Paid scoping engagements 

The auditor browses the Cloud Audit database for repository 

or namespace for information to assist in scoping the audit or 

assessment 

First Year 

Audit 

Planning 

Questionnaires 

Spreadsheets information 

requests 

SharePoint sites and other 

online collection tools 

The auditor gains an initial understanding of the control 

environment to more efficiently plan the audit and 

substantive testing 

Inquiry 

Testing 
Questionnaires 

Interviews 

GRC applications 

While inquiry testing would not be eliminated altogether, less 

time could be spent on general questions such as “Do you 

have a firewall?” and more focused on the subject matter 

Subsequent 

Year Audit 

Planning 

MS Word Questionnaires 

Interviews 

Differential analysis of control assertions between year 1 and 

year 2 serve as the starting point for the audit planning 

Table 5.2: Procedure for Cloud Audit Adapted From the Meetings 

The Cloud Audit contributions attracted the attention of the CSA and the research of Cloud 

Audit was shared with them. The Cloud Audit developed an Application Programming 

Interface (API), which remained on the shelf and was overcome by the CSA Security Trust 

and Assurance Registry (STAR). The work of the Cloud Audit gives a human-readable 

format to display audit assertions that can be retrieved from anywhere in the world to gather 

evidence about the CSP’s ISG state.  

5.4.7.1. Researcher Contribution 

In this participatory research, the work was divided between members. The group was to 

construct a common interface for security assertions and assurance. The current practices 

were that the CSP accredit their data centres by third party audits based on Statement of 

Audit Standards 70 Type II report (SAS 70) and International Standards on Assurance 

Engagements 3402 (ISAE 3402). The main aim was to build a holistic security accreditation 

package that can run on the CSP servers so that the cloud users can see the security 

credentials and governance control audit of the CSP aligned with audit standards. The 

standards ISO 27001(2005), ISO 27002, COBIT, NIST 800-53 and PCI-DSS were included 

in the study.  

The two standards ISO 27001, ISO 27002 and COBIT were solely analysed by the researcher 

to build the common interface for assertions, development of unified namespaces and review 
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of audit questions. An example of the work is annexed as Appendix H. The assessment 

questions were developed for the cloud user and auditors to audit the assurance and security 

levels of the CSP according to the unified governance controls drafted from different 

international standards. Recently the namespaces were allocated to represent the assertions in 

a human-readable format and assertions can be retrieved from the server to provide the 

accreditation of the CSP compliance. The python script was created to update and retrieve the 

information. The test bed was built and various presentations were made to highlight the 

importance of the research work. The work is a major contribution to the Cloud Security 

Alliance (CSA) Cloud Control Matrix version 1.2 and also suggested improvement in the 

CAIQ matrix. Both of these projects became part of the governance, risk and compliance 

project of CSA. 

5.4.7.2. Evaluation of Cloud Governance Framework  by Cloud Audit Members 

During this participatory research, the CGF was shared with members for evaluation, 

feedback and improvement. The members were experts in security audits, network security, 

information security and accounting. One of the participants, an expert is ISG controls, gave 

the feedback: 

“I liked the governance model/framework and JGB idea a lot. As your paper is focused on 

governance, I think it is important to clarify which standards include guidance and 

frameworks for governance versus those that provide requirements or best practices for 

controls. To me, NIST 800-53 and PCI-DSS have little to do with governance and are heavy 

on the prescriptive controls. COBIT, ISO 27001, and HIPAA (to a degree) include both but 

generally focus more on governance.” (Security Auditor, 20 years of experience as a security 

and audit consultant).  

The comments positively supported the CGF and acceptance of the JGB, further providing 

directions for governance controls. Another expert asked an interesting question, “Is the 

implication that there are broader laws that do not include or reference audit, security, or 

liability?” The participant’s question points to the indications illustrated in Figure 3.2. The 

observation of the participant led to further investigation and research into legal acts of 

various countries. 
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5.4.8. Cloud Security Alliance Translation 

The Cloud Security Alliance (CSA) is known for its major contribution to governance and 

ISG in cloud computing. The researcher has worked with four important sub groups of this 

organization previously mentioned in Table 3.1. One of the projects, Cloud Metrics, was 

abandoned in 2010.  

The CSA has understood the existence of a gap between the cloud user and the CSP which is 

linked with three factors: lack of transparency, lack of trust and the transnational nature of the 

cloud. The organization developed the Governance Risk and Compliance (GRC) based value 

equation to address the issue, which is shown in Figure 5.3.  

 

Figure 5.3: CSA Value statement for Cloud Security 

The GRC stack value equation depicted in Figure 5.3 is addressed by two important projects: 

the Cloud Control Matrix (CCM) and the Cloud Assessment Initiative Questionnaire (CAIQ). 

The security requirements and capabilities are assessed by the implementation of controls 

mentioned in the CCM in the cloud environment. The security transparency and visibility are 

through the reporting of security control assertion information in accordance with the CAIQ 

and cloud audit research on security controls (refer section 5.4.7). It was assessed during the 

research that declaration of security credentials by the CSP would bring compliance and trust 

into the cloud environment. Therefore, the Security Trust and Assurance Registry (STAR) 

was launched to allow the CSPs to register at the CSA website and release self-assessment 

security audit reports based on the CAIQ aligned with the CCM. Soon Fortune 500 

companies like Microsoft, Symantec and Amazon started listing reports of their security 

controls at the registry site.  

The CSA enrolled interested actors to work on these projects (the CCM and CAIQ) who 

came from different continents. The enrolment resulted in the successful translation of its 

research and contribution to cloud security. The CCM was the main project that drew its 



Chapter 5 

111 
 

strength from the triangulation of different ISG standards and legal statutes. The project 

became a stabilized actor-network by enrolling ISG controls. Later, worldwide training was 

introduced to effectively translate cloud security research worldwide through the introduction 

of the Certificate of Cloud Security Knowledge. During these sessions, the CSA also voiced 

the requirement of joint responsibility of the cloud user and the CSP. The translation 

impacted on Fortune 500 companies and the CCM was generalized as an ISG best practices 

standard that addressed cloud computing.  

The acceptance of the CCM by major companies shows its successful translation (Latour, 

1996a) and there is considerable evidence to support enrolling its artefacts to stabilize the 

CGF. The CCM controls also confirm the CGF. Moreover, to improve the existing CGF, the 

relevant controls are selected to support it, as listed in Appendix E, which stabilize the 

governance life cycle between the cloud user and the CSP.  

5.4.8.1. Researcher Contribution 

The CSA has opened their various chapters across the different regions for the strong 

translation of research. The researcher has also opened the Cloud Security Alliance New 

Zealand chapter as an actor, researcher and observer to experience the work and domination 

of the CSA more closely. Being part of the global network of the CSA, during this study, the 

research work resulted in three important research documents associated with cloud security 

and privacy, as follows:  

 One was the inclusion of the New Zealand Information Security Manual security controls 

enrolment within the CCM (Ahmad et al., 2011b).  

 The second document is an expert consultation on data protection and privacy for the 

Privacy Commissioner of New Zealand, to provide risk assessment questions that a cloud 

user can ask a CSP. The document has extended the existing CSA model of risk 

assessment through a jurisdictional risk analysis.  

 During this time, the researcher had an opportunity to participate in the development of 

the New Zealand Code of Practice produced by the New Zealand Computer Society. The 

effective translation resulted in the inclusion of the CSA STAR registry in this cloud code 

of practice.  

 The researcher developed the Cloud Governance Toolkit to support the CGF that was 

shared with the New Zealand Government and Privacy Commissioner, which included 
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New Zealand security control mapping to elaborate on the controls required for 

government implementation of cloud computing.  

5.4.8.2. Evaluation of CGF by CSA Members 

During the participatory research, the CGF was shared with the CSA security professional 

members for review and evaluation in 2011. The majority of members of the CSA agreed 

with the CGF. One of the senior members liked the JGB methodology and emphasis on 

collaboration:  

“It must be a collaborative effort. In the "shared responsibility" model, each part of the 

architecture/implementation will have different requirements, and should fulfil them (and as 

well as document it for the others).” (C-Level Security Director, 20 years of Experience) 

The CGF was also evaluated by the CSA members according to the ISG controls published in 

the CCM. They agreed with concept of the JGB and noted that the CCM controls validate the 

constructs of the CGF. One of the members suggested presenting the CGF as being aligned 

with the CCM (section 5.5.4). Callon (1986a) noted that the network enrols the actors by 

making actors to pass through the obligatory passage point which represents the agreement 

between the actors and shared interest symbolized by the focal actor. The CGF deploys this 

methodology to aggregate the controls from the CCM and was presented in a Trend Micro 

conference in Auckland in 2012 (see section 5.5.4). The CGF becomes the actor-network 

enrolling other actors to agree collectively to provide cloud security and governance (refer 

section 3.3.2.3).  

5.4.9. Use Case Group Translation 

This group developed use cases, Service Level Agreements (SLAs) and guidelines for cloud 

users. The group established two important works in 2011: the development of SLA 

Guidelines and Moving to the Cloud guidelines for cloud users. The group collaborated via 

emails to discuss every aspect of the SLAs. The translation of the Use Case group work was 

strong and commendable which was later absorbed by the Cloud Consumer Standard Council 

(CCSC).  

The Use Case group was the first to realize that the cloud user is a weak entity. The group 

came out with heterogeneous SLAs and considerations for the cloud user before moving to 

the cloud. The group defined problemization based on the consumer’s expectation of services 
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from the CSP. They realized that the cloud user is handicapped and they (the cloud user) 

regularly complain that SLAs are crafted to benefit the CSP. They wanted to suggest terms of 

SLAs to extend the control of the cloud user. The group problemization confirms the role of 

SLAs, thus favouring Dahl (1957) theory. The group explained three issues that influence the 

rights of the cloud user: 

 SLAs were crafted heavily in favour of the CSP; 

 The terms of SLAs were influenced by the size of the companies engaged as a cloud 

user; 

 The SLAs vary in the cloud service layers of SaaS, PaaS and IaaS. 

The group focused on SLAs to protect the cloud user. There was very strong debate in the 

group about whether to produce heterogeneous SLAs based on legal terms and service 

agreements. However, the majority of members of the group stressed it was important to 

avoid legal terms in the SLAs. The group came up with the guidelines for SLAs that included 

recommendations to evaluate the SLAs from the cloud user perspective. The group 

recommended requirements to provide security and regulatory clauses in the SLAs. The 

synopsis of the discussion is attached as Appendix F. The summary of the discussion output 

is explained in the sections below. 

5.4.9.1. Risk Management 

The data analysis found that SLAs require vigilant risk evaluation based on business level 

requirements in terms of guarantees, acceptable use policy, payment, penalty models, 

renewals and transferability. The roles and responsibilities of the actors involved in the cloud 

supply chain must be clearly defined to mitigate the risks. The group concluded that the cloud 

user is responsible for data protection and privacy. The data preservation, data location and 

data privacy policies of the CSP need evaluation and risk assessment. The cloud user should 

be able to audit the security of the CSP for compliance and risk assessment.  

The group discussed the security credentials of the CSP needing to have information 

assurance. The group concluded that the cloud user might require the CSP to be ISO 

27001(2005) certified. The CSP must provide certification credentials and maintain reliable 

security by up-to-date certification. This helps in raising the trustworthiness of the CSP and 

confidence of the cloud user. 
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5.4.9.2. Data Governance  

There was discussion in the group regarding the methods for data governance which includes 

encryption, retention, deletion, audit and privacy. It was agreed that the important and critical 

data in the cloud needs to be encrypted; in motion or at rest. It also solves the basic privacy 

concerns. 

The group discussed data retention and deletion requirements in the light of regulatory and 

legal requirements. The organizations, governments and law enforcements agencies follow 

the organizational and legal requirements to retain and delete the data, before and after a 

certain period of time. The CSP should place procedures and processes in place to verify 

compliance to such policies. 

The common source of data leaks is the improper disposal of hardware. The risk of hard drive 

failures is also imminent. The cloud user does not have information on such processes. The 

group agreed that platters of disk should be zeroed out permanently before disposal and after 

cloud user shuts down the virtual machine. 

The group discussed the audit procedure. The group found that if the audits are disruptive and 

expensive, the CSP will most likely place limits and charges on audits on cloud users. It was 

recommended that the performance statements vital for cloud users should be measureable, 

auditable, and documented in the SLA. 

5.4.9.3. Transparency 

It was discussed that SLAs of some CSPs showed that the burden of proof lies on the cloud 

user to prove that the CSP failed to abide by the terms of the SLA. There were instances of 

CSP service outage in which the cloud user could not prove the facts and compensation was 

denied. It was recommended that for critical data and applications, the CSP must be proactive 

in notifying a breach of SLA terms to consumers.  

5.4.9.4. Third Party Monitoring 

The group observed that conflicts exist between the cloud user and CSP related to failure to 

meet the terms of a SLA that caused financial or legal consequences. Many participants 

emphasized that it was in the CSPs interest to define uptime in the broadest possible terms, 

while on the other hand some participants noted that cloud users were tempted to blame the 

CSP for any system problems that occur. The group recommended that the best solution to 



Chapter 5 

115 
 

this problem is a neutral third-party organization that monitors the performance of the CSP. 

This eliminates the conflicts of interest between the CSP and cloud user. 

5.4.9.5. Automated Cloud Broker 

The group regarded cloud computing as a technology composed of heterogeneous actors. It 

was recommended to automate the system of cloud computing to mitigate the risks and 

conflicts. The group recommended a machine-readable language for SLAs that will enable an 

automated cloud broker that could select a CSP dynamically. An automated cloud broker will 

offer an on demand self-service by selecting the CSP based on business criteria defined by 

the cloud user. For example, the cloud user policy states that the broker should use the 

cheapest possible provider for public tasks, but for critical security it needs a security-wise, 

mature CSP.  

5.4.9.6. Cloud SLAs requirements 

The discussion stressed that security aspects in SLAs must consider two basic rules. First, a 

cloud user must understand their security requirements in terms of trust, identity 

management, asset management and compliance. Second, the CSP must understand the cloud 

user requirements of security controls implemented in the cloud layers and enable the 

appropriate controls to deliver cloud services. In the discussion, the group agreed that cloud 

SLAs should include the following service management requirements: 

 Unbiased auditing and assessment of the CSP’s internal systems and measures should be 

stipulated. SLAs should clearly define the method and periodicity of audit. 

 There should be regular monitoring and reporting of the performance of cloud layers. 

 Metering should ensure accurate billing, segregate billing for different services, and 

handle geo-related taxation issues. 

 SLAs must contain the provision related to rapid provisioning, customization, testing and 

demand flexibility. The CSP should include outages, performance problems, security 

incidents and latency in SLAs. 

 Service upgrades must follow procedures to handle processes transparently. 

 The details of the encryption algorithms and access control policies should be specified in 

the SLA. In addition to encryption, terms in the SLA should clearly state responsibility of 

the CSP to isolate data and applications in a multi-tenant environment to preserve 

privacy. 
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 The data retention and deletion policies should be clearly stated in the SLAs. 

5.4.9.7. Researcher Contribution  

This study has contributed to two documents developed by this group. One is the SLA 

document and other is Moving to the Cloud. In the SLA document, contributions were made 

to the issues of audit requirements, and data retention and deletion policies from the technical 

and legal perspective. In Moving to the Cloud, contributions were to the sections addressing 

guidance for cloud consumers, risk assessment, governance and audit procedures. The 

researcher also proposed three step processes for cloud users interested in adopting cloud 

computing based on the material in chapter 4, and suggested the following, including  

auditing guidelines:  

 Classify Your Information Assets: Establish the information asset classification scheme 

in accordance with the security and privacy concerns with regard to criticality and 

sensitivity of data. Assess the information asset sensitivity under the lens of operational 

security requirements. Map the information asset classification in accordance with the 

legal and regulatory laws and requirements that exist to protect the privacy of personal 

data. Understand the function and value of the organization's applications and data and 

the risks to the organization if they are lost or compromised. 

 Determine Your Requirements and Risks: Define the requirements of the organization 

and determine viability of the CSP to deliver organizational requirements keeping the 

risks at an acceptable level. 

 Calculate Your Return on Investment: Using the organization's needs, assets, risks and 

requirements, calculate the cost of moving to the cloud and compare with your existing 

costs. The comparative analysis ensures the return on investment. 

Also: 

 Audit Guidelines for Cloud User: This study also proposed the audit guidelines for the 

cloud user and CSP originating from chapter 4. These were included in the SLA and 

Moving to the Cloud documents.  

These two important documents were absorbed by Cloud Consumer Standard Council. 

Previously, the CGF has not included the SLA standardization. The participatory work 

improves the CGF by incorporation of SLA guidelines. ANT terms these phenomena as 
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enrolment. The group discussions also endorsed some of the processes involved in the 

components of the CGF. 

5.4.10. International Telecommunication Union-Telecommunication Translation (ITU-T) 

The collaborative cloud security work with ITU-T started in 2011. The summary of the work 

is attached as Appendix G. The leader of the ITU-T group encouraged the researcher to 

contribute to the cloud security with respect to regulatory implications; particularly in respect 

to data ownership. 

ITU-T work related to the technical side of cloud computing based on architectures. ITU-T 

constructed four documents after one year of research work. ITU-T combined the cloud 

security-related work of CSA, ENISA, Cloud Audit, Use Case Group and NIST. The main 

concentration of ITU-T was developing standardized architectures for cloud computing 

delivery models. The research work of this group did not come out with a specific document 

to improve cloud security governance; however, traces of the work produced during this part 

of the research can be found in ISO standards proceedings. Thus, during the collaboration in 

the research with ITU-T group, successful translation converted a participatory research 

document into an ISO standard. In this way, translation establishes the validity of theory, 

emerging architectures and framework (Yoo et al., 2005). The ITU-T group translation also 

influenced other ISO documents that include ISO 27001, ISO 27014, ISO 27017 and ISO 

27018.  

During the participatory work with ITU-T, the researcher, along with the focus group of ITU-

T, explored different dimensions of cloud computing which include security, interoperability, 

governance and the cloud ecosystem. The approach taken by the ITU-T group was similar to 

the ISO standardization process during the research. The process is simple. The member 

writes the document after contribution by each member. The document is made available for 

review, checking for correctness and contribution. Every member has access to the document 

and can contribute their point of directly in the document. The documents are discussed 

during the monthly meetings and further, contributions are added. Once, all the contributions 

are received, the document is finally edited for publication. Five documents were produced 

during the year. This study contributed to the ISG-related document. In security, the ITU-T 

appreciated the work of the CSA and NIST. The ITU-T had included the work of these 

groups in their documentation as a guide. During the participatory work, the following 

sections present the findings that emerged relevant to this study. 
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5.4.10.1. Method to Build Trust between Cloud User and CSP  

The discussion and brain storming sessions outlined that the procedures for the security 

assessment and accreditation scheme must be established in order to assess the security 

credentials of the CSP. It was agreed that the cloud user must be in the position to evaluate or 

ask a trusted third-party to audit an existing cloud infrastructure. The group emphasized it 

was essential to assess the credibility of the CSP to be able to implement the security controls 

required by the cloud user. The CSP must allow the cloud user to implement his or her own 

security policy, which can be integrated into the CSP security policy. The CSP should allow 

the cloud user the flexibility of negotiation of the SLA. The group thought that bilateral 

implementation will provide mutual understandings of security levels among cloud users and 

CSPs. 

5.4.10.2. Information and Asset Management 

When considering the importance of data protection for the cloud user, the group suggested 

that, while the cloud user data could be stored on the physical infrastructure of the CSP, it 

should be protected by the implementation of security controls. The CSP should test the 

reliability of the data backup periodically and develop countermeasures for a business 

continuity programme; and disaster recovery should be appropriately for the cloud user. The 

CSP, along with their own predefined security policy, should also consider the security 

controls needed for cloud user. The cloud user should implement their own security controls 

to protect cloud infrastructure in their control. 

5.4.10.3. Confidentiality and Integrity of Data 

The group noted that encryption keys, authentication codes and access privileges should be 

securely managed and controlled to protect the confidentiality and integrity of cloud user 

data. The CSP should enable appropriate measures for authentication, authorization, and audit 

(AAA) controls to suffice the data protection and privacy laws.  

The isolation in the multi-tenant environment was considered an important part of security. 

The group discussed that misconfiguration in cloud architecture would allow a tenant to 

access other tenants’ virtual machines, network traffic, actual or residual data, etc. Also, a 

tenant may impact the normal operation of other tenants, by stealing their data or identities. 

The CSP must maintain the confidentiality at all costs. The group noted, similarly to the Use 

Case group, that the CSP should:  
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 Encrypt data in transit and at rest;  

 Harden the Virtual Machine so that exposure to attacks on the virtualization layer is 

minimized. 

5.4.10.4. Service Interoperability 

The group identified that the CSP may pose technical, legal and commercial constraints on 

the cloud user from two perspectives: firstly, migration and secondly, the CSP. In the first 

instance, there were some occurrences of increase in cost during contract renewal time, 

unacceptable decrease in service quality, and one sided contracts. The constraints did not 

allow the cloud user to change their CSP. In these cases, a service interoperability structure 

should be in place to mitigate the damage to the cloud user’s business by allowing the cloud 

user easy migration to other CSP.  

The second instance is interoperability security issues within the data centre. A datacentre is 

usually constructed by a set of heterogeneous hardware and software, ranging from servers, 

disk arrays, switches, hypervisors, middleware, to software. The interoperability of such 

solutions remains as a main concern. The CSP should analyse the safety of co-existence and 

cooperation of these heterogeneous solutions. The group concluded that the CSP should 

guarantee the coherence of various security policies and their implementations. 

5.4.10.5. Legal and Jurisdictional Compliance 

The group followed the existing methodology prevailing in business environments to deal 

with legal and jurisdictional compliance. The group concluded that issues of license and 

intellectual property will be managed in accordance with the laws governing the jurisdiction 

of instantiation. The evidence of compliance with regional laws and regulations shall be made 

available according to mutually agreed upon service license agreements. 

5.4.10.6. Information Assurance 

During a series of discussions, the group reiterated the importance of information assurance 

to ensure correctness and reliability of the logical layers that are comprised of the hypervisor, 

virtual machine, software executing operations and operating system. The group noted it was 

important to implement data protection mechanisms to protect against unauthorized 

modification or destruction of information. 
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5.4.10.7. Researcher Contribution 

The research with the ITU-T group lasted for approximately one to two years. The group was 

conducting emerging research on cloud security and its architecture. The outcomes of the 

group were far behind the published research work of the CSA and ENISA. The researcher 

contributed the literature mentioned in sections 5.4.10.1, 5.4.10.2, 5.4.10.4, 5.4.10.5 and 

5.4.10.6. The collaboration of the group strongly translated one of the on-going research 

works into the ISO 17203 standard. The researcher contributed towards the area of 

maintaining the security in virtual environment. There were various other contributions from 

this study that were later recommended for ISO 27017. The researcher realized the power of 

translation to turn a simple collaborative piece of research into practice by mobilizing it into a 

concrete standard, which corroborates with the Latour (1996a) notion that strong translation 

provides evidence of successful technology and emerging theory.  

5.4.11. Summary of Research Findings with Transdisciplinary Groups 

The research with TR groups was prolonged for two years. During the research, the merger of 

research into various important documents shows the impact of translation by decreasing 

uncertainty and creating a strong actor-network. The TRs work corroborated the majority of 

artefacts of the CGF with some extended improvement in different controls. These 

improvements were enrolled in the CGF to create an enhanced CGF. A summary of findings 

are presented in Table 5.3. 
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Findings Framework Artefacts TR Groups Supporting the Artefacts 

TR-1 Joint Cloud Governance Board 

(JGB) 

The JGB is accepted by some members of Cloud Audit and CSA. The idea of the JGB is supported. The 

groups agree to assign the responsibilities to the owner of the process; however, they do not define the 

procedure to handle situations when interacting with the CSP. The CAMM team specifies some controls that 

deliver coordination for information assurance and exchange of information usage policy (see Appendix D.3 

(A5.4.5.3)). 

TR-2 Risk Management TRs are unanimous on the risk management. It also extends to include jurisdictional risks, contract risks and 

SLAs. The risk analysis is performed by the cloud user.  

TR-3 Asset Management TR groups agree on asset management and also associate the ownership and responsibility. The CSP is 

responsible for protection of the information asset at the back end. The CSP must provide requisite 

information about the data protection mechanism to cloud user in multi-tenant and physical architecture.  

TR-4 Selection of Layers The use case group and ITU-T agree on it. 

TR-5 Security Policy TR groups agree on it however ITU-T states that the security policy is shared and the cloud user must be able 

to implement by integrating the CSP security policy with their own and vice versa in section 5.4.10.1.  

TR-6 Applying Security Controls All TR Groups agree. ITU-T adds that CSP shows coherence to security policies in section 5.4.10.1  

TR-7 Monitoring  All TR Groups agree on it 

TR-8 Audit and Compliance All TR Groups agree on it. CAMM controls specify the right to audit by the cloud user. 

TR-9 SLAs / Contracts All TR agree but Use Case Group has suggested including the security requirements in SLAs. CAMM adds 

controls to protect the security of information through the contracts in whole supply chain in Appendix D.3 

(A5.4.5.5). 

TR-10 Transparency  Transparency of information creates visibility and trust between the cloud user and CSP in section 5.4.6, 

5.4.7. 

TR-11 Legal Protection CAMM, CSA, Use Case, ITU-T and international standards agree 

TR-12 Accountability CAMM, CSA and International standard agree 

Table 5.3: Evaluation of governance framework controls with TR 
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5.5. Mobilization 

The researcher tested the CGF by using ANT mobilization. In order to gain more durability 

and richness of data, the CGF was presented before  various professional, academic and 

business communities in New Zealand. The researcher presented CGF in four conferences 

held from February 2011 (see section 5.5.1, 5.5.2) to August 2012 (see section 5.5.3, 5.5.4) to 

test the CGF in different time space. Latour (1999b) notes that mobilization is a “means by 

which non-humans are progressively loaded in the discourse; it is a matter of moving 

forward toward the world, making it mobile, bringing it to site of controversy, keeping it 

engaged and making it available for arguments” (p.90).  Mobilization allows the researcher 

to test the scientific theory by engaging it with the social world (Callon, 1986b). The ANT 

study shows that interaction with the social world validates the presented scientific theory. 

This study’s interpretive approach with ANT also acknowledges the participants’ viewpoints 

to improve the existing CGF framework.  

5.5.1. New Zealand Information Security Forum (NZISF) February 2011 

The CGF was presented before the New Zealand Information Security Framework. The 

presentation was organised by the chairperson of the New Zealand Information Security 

Framework. Thirty one information security professionals attended the meeting. The security 

professionals were directors, security architects, auditors and enterprise security risk 

managers. The majority of security professionals were from IBM, KPMG, Price Water 

Cooper, Lateral Security, Telecom, New Zealand Government etc. The majority of the 

members were Certified Information Systems Security Professionals (CISSP). After the 

presentation, the feedback was requested.  

Supporting Comments: The comments from members acknowledging the successful 

translation of the CGF and summary of the comments includes: 

“I was most impressed with your presentation yesterday. As you probably know I am not a fan 

of the term "cloud computing", nor of the security of current cloud offerings. That said, I 

think your work thus far is a very positive contribution!. Your framework makes sense and 

now I feel confident to deploy cloud service.” (C-level Security professional with more than 

20 years of experience) 
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One of ‘Big Four’ consulting companies’ senior security directors suggested acquiring the 

patency for the CGF. The KPMG director was of the view that cloud computing was still 

undergoing development and will take time to mature. The director noted that the CGF was 

an “operative framework for cloud computing and people will resort to this framework after 

one or two years of time.” (C-level Security professional with more the 20 years of IT 

security, auditing and governance experience). 

The options of patency were also discussed with an IBM security architect. The IBM senior 

security architect suggested the following:  

“One way would be to Patent it immediately, therefore protecting your IP rights etc and thus 

you could charge royalties for its use - you could become very rich. If you patented with IBM, 

they would expect it would become part of IBM's internal set of Patents and would probably 

become a security blueprint. They might write a red book on it or make it a chargeable item - 

like we did with the Information security framework.” (C-Level Security professional with 

more the 20 years of IT security, auditing and governance experience) 

The comments by different professionals confirmed the acceptance of the CGF. The majority 

of members at the New Zealand Information Security Framework meeting appreciated the 

CGF, its artefacts and correct solution for governance in cloud computing. The general 

feedback about the CGF was that it is suitable for multi-national, government and small 

medium size enterprises. The majority of members approved of the JGB for two reasons. The 

first reason given was that the JGB provides extended traditional ISG control and authority in 

cloud computing that was missing in existing cloud security architecture. The second, that the 

JGB provided a way to control security slips within the cloud layers to implement security 

controls, policies and compliance requirements, reducing the gap between the cloud user and 

CSP.  

5.5.2. Cloud Services and Security Summit Auckland, May 2011 

The second presentation of the CGF was before the New Zealand community of IT 

professionals and business executives on referral by a key security professional. The 

conference was attended by approximately 150 professionals from across New Zealand. The 

venue of presentation was a great opportunity to collect feedback that was blended with 

diversity and knowledge coming from professionals belonging to different fields of IT. The 

general feedback from the conference was positive and supported the CGF. It was assessed 
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that the CGF was a solution for managing, retaining and maintaining governance in cloud 

computing. The delegates from the government of New Zealand showed a positive response 

and accepted the CGF as a solution for transitioning from the legacy enterprise architecture to 

cloud computing. The government representative comments on the framework included: 

“We don’t need marketing geeks coming and telling what cloud computing is. This is needed. 

Your governance framework increases our knowledge and enhances risk assessment 

techniques.” (Information Security Professional from Government). 

5.5.3. New Zealand Cloud Computing Summit 2012 

In this conference, the researcher discussed reliability issues in cloud computing using the 

CGF in connection with Governance Risk and Compliance stack of Cloud Security Alliance 

(CSA). The theme of the presentation followed two important concepts that motivate the 

CGF:  

 Using cloud for secure or sensitive information – what you need to know. 

 Meeting international security protocols and its integration for reliability. 

The major artefacts of the CGF were explained. As part of the CSA New Zealand Chapter, 

this presentation was important to provide security risks and mitigation awareness to the 

public. At the conference, participants showed interest in the presentation. The majority of 

participants acknowledged that the CGF could solve the issues in cloud computing and 

mitigate the ISG risks. In the second session, the researcher was part of a panel discussion. 

The conferences participants asked questions related to privacy, legal issues, the Patriot Act 

and security reliability of cloud computing. In answering such issues, the members of the 

panel discussion acknowledged the JGB contribution in solving and implementing cloud 

security controls in cloud computing for reliability and legal sustenance. The majority of 

panel experts were in favour of the JGB as a solution and supported the concept.  

5.5.4. Evolve Conference Trend Micro August 2012 

Trend micro contacted the researcher to present as a key note speaker at the evolve 

conference in Auckland, which was free of charge for the public. The IT, business and 

security professionals came from various parts of New Zealand. The CGF was presented with 

explanation of the integration of the CSA, CCM and enterprise-wide implementation (see 

Appendix I). During the panel discussion, experts from the US and Australia supported the 
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CGF. The participants asked questions related to risk assessment and implementation of 

security. One of the panel members, who was a renowned enterprise risk and security 

consultant from Australia, answered that the CGF presented today was a solution to your 

question and generally solves the issues faced by enterprises moving to the cloud. A member 

from the audience, a cloud migration consultant with IT experience of 15 years, strongly 

agreed with the JGB from an enterprise implementation perspective. He further raised an 

issue to emphasize that the CGF might not be appropriate for a single cloud user. The 

participant suggested that the CGF should incorporate the concept of a cloud broker or 

consultant to bridge an understanding between the cloud user and CSP. The participant noted 

that by implementing this, the CGF would be holistically applied. 

The feedback was constructive. It also showed the limitation of the CGF in terms of dealing 

with a small cloud user who does not have expertise to transit from pre- to post- adoption of 

the cloud. The suggestion by the participant to include a cloud broker as an intermediary 

sounded positive. Therefore, an intermediary or cloud broker was included to improve the 

CGF’s ability to handle the limitations posed by small cloud user. 

5.5.5. Summary of Findings  

The participants in the conferences agreed with the CGF and acknowledged its value to solve 

the cloud ISG problems. It was also noted that expert presenters at the conferences also 

supported the CGF and concept of the Joint Governance Board. The concept of a cloud 

broker or mediator was voiced by a participant to deal with small cloud users or single cloud 

user. The participant was cloud broker and practically involved in mediating between the 

cloud user and CSP in the Australian region. It contributed further to the holistic 

characteristics of the CGF. 

5.6. Following the Actors  

Mobilization is the key step to test and confirm research findings in front of professional 

communities. During mobilization, many professionals supported the CGF and regarded the 

JGB as a solution and approach to solve ISG control issues in cloud computing. The study 

also “follows the actors” which is a way to trace the truth and remove uncertainty. The study 

follows the actors using two perspectives. One was interviewing the major actors playing 

important roles to develop cloud security and governance policy, artefacts and theory. The 
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second perspective was to interact with the cloud companies to understand the governance 

process. 

5.6.1. Interviews 

The purpose of the interviews was to gain expert opinion to enhance the artefacts in the CGF 

to provide more control to the cloud user to protect their data; and improve, support and 

affirm the JGB. The ethical approval allowed noting the summary of interviews. The 

interview questions were semi structured to address the research objectives, and flexible to 

accommodate comments from the participants. The purposive sampling (Huberman et al., 

1994) guided the selection of participants working in the fields of cloud security, governance, 

audit and law. The 30 interviews were carried out for approximately one hour each. The 

participants were CEOs, directors, lawyers and auditors from the US, Europe, Australia and 

New Zealand. The selected participants were involved in cloud security ISG policy making in 

their regions. These participants have been playing important role in shaping the cloud 

computing vision worldwide. The participants were performing various C-level functions in 

organizations, government and independently. During the participatory work with TR groups, 

the researcher developed special affiliations and acquaintances with the participants which 

allowed easy access to approach these experts. The participants were interviewed on Skype.  

In order to gather more data, a trip to Silicon Valley USA was arranged to interact 

collectively with the representatives of the CSA Silicon Valley chapter in a conference 

inaugurated by them. The researcher was able to acquire maximum output from at least 24 

members of the CSA Silicon Valley chapter. The researcher took note of the presentations by 

various scholars at that conference. The key points were noted at the conference and later 

interviews were summarized according to the questions. The key points were recognised as 

data and led to further data analysis. The summary of the interviews is listed in the Table 5.4. 

The information given by the participants was summarized as closely as possible. 
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Subject / Intention Summary of Findings 

A5.6.1.1 Ownership of Data 

The ownership of data is a deciding factor 

that segregates the responsibility between 

the cloud user and CSP. The expert opinion 

of the actors is asked on ownership.  

  

All the participants from governance, security and legal field said that the ownership of data belongs to the cloud user.  

In EU, the data subject has the protection under the EU directive.   

 Cloud user has the ownership of data and they are bound to protect it 

 CSP is under an obligation to protect the data of cloud user in compliance to EU Directive.  

A5.6.1.2 Joint Governance Board JGB 

The JGB shows control via collaboration 

and sharing to suit the cloud architecture. 

The participants were asked the question on 

shared responsibility between the cloud 

customer and cloud service provider. 

The participants generally agreed that shared responsibility and mediation reduces the risk in the cloud environment and 

increases trust and assurance. They emphasized the importance of transparency; that CSP must disclose information to the 

cloud user. They also agreed that both parties cloud user and CSP are involved in the data processing and they need to 

cooperate to reduce any liability of risk.  

One of the participants notes that: 

“You might need some mediation which will be difficult to place. Before you sign initial contract, you must be clearer on 

all these issues.”(ISO Governance Expert) 

Participants agreed that assurance is not achieved until the procedures to handle the data are documented or agreed upon 

between the cloud user and provider. They emphasized that it is important for cloud provider to allow the demands, 

requirements of cloud user to be met in real spirit.  

One of the participants working with the government disclosed that:  

“There is a panel of three cloud service providers who are suppliers for all of government Cloud, which includes total 

security, accreditation and certification to security standards. All Government policies are conducted and approved under 

Government regulatory offices.” (Security Governance Expert New Zealand ). 

Cloud providers should help the cloud user in collaborative fashion which will increase the assurance and confidence of the 

cloud user. The absence of collective and shared responsibility will end up in chaos. Another participant stated that : 

“Cloud is a shared responsibility; I would say governance is end to end view in resolving the conflicts between the cloud 

user and provider. The cloud user should ensure that controls are met by the cloud provider.” (Security and Governance 

Expert, Bank in Australia). 

Another participant potentially recommended for dispute resolution that gives cost effective arbitration to protect cloud user 

rights. 

A5.6.1.3 Law and Jurisdiction 

Conflict of law in Cloud Computing 

The participants agreed that there is conflict of law in cloud computing but did not find the occurrence of such instances. The 

participants suggested retaining the data in one’s own country or retaining in the region similar to EU. The participants have 

quoted the example of EU Directives. 

One of the participants cited the maritime law as a theoretical framework to resolve legal conflicts. Some participants hinted 

international treaty to solve such issues. Participants from the EU disclosed that some discussions are under way at the WTO 
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and the World Economic Forum.  

One of the participant noted that  

“Strategically you will see countries that will create the Switzerland of the cloud, free trade zone and create mechanisms to 

support variety of country laws and build the policy and technology frameworks infrastructure in their countries, and so 

you will more likely to see that is easier to build having pretty complex nation to nation treaties. Taking this at the UN level 

will be quite speculative.”(Executive Director Cloud Governance Expert)  

One of the participants argued that the cloud user must make an informed decision regarding the jurisdiction.  

“I cannot change the legislation but I can make informed decision based on legislation of the country and decide for me 

which one is the lowest risk.” (Governance Expert) 

The participants supported the idea that contracts must be drafted to resolve the issues and protect the cloud users. The 

contract must contain heterogeneous terms comprising of SLAs and legal obligations for a true enforcement of cloud user 

rights. (Lawyers and Auditors). 

A5.6.1.4 Audit and Compliance 

The access of audit, compliance and 

monitoring reports is seen with difficulty in 

cloud computing 

The participants agreed that compliance and audit requires collaborative effort and share responsibility. The participants 

agreed that the cloud user should have the right to see the audit, compliance and monitoring reports. One participant was an IT 

auditor and described the process: 

“I think customers have clauses in their service level agreements that the CSP will provide them with the report.” (C-Level 

Audit Expert).  

One of the participants, Director of Security in a bank stated that the CSP do not provide any access to information around the 

data assets of the cloud user. The CSP should be expected to provide API level access to all activities related to virtual and 

data assets that are in custody or pass through the custody of the CSP. 

The participant stated to use “technical instrumentation “as a solution to overcome the issue and create reports by segregating 

the data in the multi-tenant environment. According to him:  

“Today one of the most common pain points in cloud formation is multi-tenant architecture. We tend to have traditional 

system log information and the providers are not going to cover an extra mile to parse the information for the consumer. 

This is technical instrumentation. We can use the combination of cloud audit, and use IDM for entity tag, to parse the fair 

amount of information at CSP level as it is generated. The other side is we are going to see customer to do logging at 

Network egress point. They have to log whatever going to the cloud provider so that they can have visibility. You are also 

going to see a third party instrumentation on top of different cloud providers to provide logging services so we are 

providing some building blocks how you might be able to do that there is work to be done to allow logging of single tenant 

logging and also for different applications into a common format and also evolving standard.” (CEO) 
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A5.6.1.5 Assurance in the Cloud 

There is lack of assurance in the cloud. The 

participants are asked to provide answer to 

this issue. 

The participants gave some mixed answers, however majority agreed on “Transparency” as a foremost characteristics for 

assurance in cloud. The CSP should be transparent and provide maximum information to the cloud user regarding whole cloud 

supply chain. The degree of transparency will decrease the risk and increase the reliability. Some of the participants glued 

transparency with the international ISMS.  

The majority of participants were of the view that ISO 27001(2005) certified CSP will provide better assurance then other 

companies.  

The participants included assessment of SOC2 and SOC3 report as part of transparency procedure for cloud user. (Security 

Auditors) 

A5.6.1.6 Security policies  

The security policy is divided and shared 

between the cloud user and CSP in the 

layers of cloud computing. The question is 

asked to provide clarity between the security 

responsibilities of cloud user and CSP.  

The participants agreed that the security policy is shared and also segregated at some levels. One of the auditors commented 

that:  

“What we do in PCI-DSS, for PCI assessment of the service provider we will map out all 200 controls and divide the 

controls according to the responsibilities of customer and service providers but if these responsibilities are shared, we need 

to explain the specific responsibilities whether it is shared or are related to one responsibility.”(Security Auditor) 

The participants agreed that security policies between the cloud user and CSP must be clearly defined and documented. In 

shared layers, both should coordinate to implement the security policy. 

A5.6.1.7 Risk Management 

The legacy of risk management cannot work 

in cloud computing. Therefore an extended 

and informed approach is needed. 

The participants agreed that the current standard ISO 31000 delivers risk management in cloud computing. The participants 

suggested including the jurisdictional, legal and data protection risks. They emphasized that the cloud user must assess their 

data or information assets to ascertain the risks in cloud. The risk assessment is responsibility of the cloud user to make an 

informed decision. EU participants emphasized the importance of disclosure of information related to the whole cloud supply 

chain by the CSP and informed that the EU commission is currently working to provide such a stance through regulatory 

artefacts.   

One of the governance experts commented:  

“I think it comes on the person who is purchasing the cloud service. If I am looking at big SaaS providers they will always 

give me the option of Singapore and the US and possibly EU option as well, as person who is procuring the services, I 

cannot change the legislation but I can make informed decision based on legislation of the country and decide for me 

which one is the lowest risk.” 

Another participant noted that the cloud user must be aware of the risks before the acquisition of the cloud.  

The participants agreed on the following risks management approaches:- 

 Assessing of legal risks according to the jurisdiction and data protection law. 

 Risk assessment of the CSP by checking whether CSP follows international security standards:  

o ISO 27001(2005) certified 

o SSAE 16 SOC 2 and SOC3, ISAE3402 report compliance 

o Compliant to PCI DSS 

o Compliant to privacy legislation 

o Compliant to document management standard 

 Data asset risks 
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A5.6.1.8 SLAs and Contract 

The cloud user is on non-negotiable terms 

with the CSP. The CSP must be flexible 

enough to allow the translation of cloud user 

policies on data. 

The majority agreed that the cloud user is on non-negotiable terms. The participants noted that negotiation is dependent upon 

the cloud user investment amount. The CSP is flexible to offer change in terms according to the requirements of the SMEs 

and enterprise cloud user based on the business value. Participants stated that some providers provide more flexibility than 

others. CSPs are creating market differentiation against the big cloud providers by providing the cloud user the flexibility and 

choice.  

One participant remarked that:  

“I think we are still at the very early stages and we have couple of providers that are still dominating the market, but 

hopefully what we will see in the industry is there can be cases; yes you are right that where negotiating of contracts will 

be very challenging.” (Security and Governance Expert) 

The participants agreed that the contract must contain enough granularity and certainty to provide the assurance to the cloud 

user. The SLAs should be integrated into the contractual obligations. Some participants stated int was important to include 

the right of audit, and data privacy protection in the contract.  

 

Table 5.4: Interview Data Analysis 
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5.6.2. Acquisition of Cloud Services from Different Companies 

After the interviews with the cloud security experts, the researcher received the funding to 

interact with the cloud companies and understand cloud governance in the real time 

environment. The information was collected for three months from 2011 to 2012 with the 

purpose of understanding a mechanism of translating customer requirements into cloud 

requirements. The services of approximately 15 cloud computing companies were acquired. 

The researcher interacted with these companies online to observe and collect data. There 

were two modes of interaction:  

 The first was to analyse the publicly available information in the Service Level 

Agreements (SLAs), agreements and contracts. The researcher gathered following 

documents: contractual agreements, privacy policy, SLAs and Statement of Audit 

Standards (SAS) 70 Type 2 audit reports from these companies. All of these documents 

were public except the SAS 70 Type 2 reports which were obtained under a confidential 

agreement. The agreements and security auditing reports were linked with the key points 

emphasized by the participants during the interviews.  

 The second mode was to run the cloud services and virtual machines, and analyse the 

issues and responses of the cloud companies. The researcher observed services at the 

IaaS, PaaS and SaaS levels to know the viability of security credentials offered by these 

companies in a virtual interaction and also to evaluate business process in cloud 

environment.  

The following sections present the findings of the interactions with the CSP. 

5.6.2.1. Responsibility  

The CSPs did not provide clarity to the roles in the cloud layers with respect to security 

controls. For example, while interacting with CSPs’ web services and using the IaaS layer, 

some CSPs, on asking, defined that the cloud user was responsible for security in the virtual 

machines. On the IaaS layer, the cloud user was completely responsible for the logical 

security of his virtual machine. These instances were found generally on the IaaS and PaaS 

layers. The CSPs did not provide integrity controls for the virtual machines during 

interoperability, up gradation, switching servers and installing to another server. 
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5.6.2.2. Transparency Boasts Confidence 

The CSPs were not providing enough information to show security transparency and 

credentials to verify its security viability. The companies were of the view that such public 

information might be used by the hostile elements and lead to security incidents. The 

companies had displayed the information about the security certifications to boost the 

confidence of the cloud user, especially that of ISO 27001(2005). The companies limit the 

provision of security reports on the data centre. The companies only shared SAS 70 type II 

reports under the confidential non-disclosure agreement. Later, by the end of 2011, the SAS 

70 Type II report was superseded by the standard Statement on Standards for Attestation 

Engagements (SSAE) Number 16, Service Organization Control number 2 and 3 reports 

(SOC 2, 3). The companies started adopting SOC2 and SOC3 by mid-2012. The SOC2 was 

comprehensive, better than the SAS 70 and showed more transparency. It gave a positive 

change by means of a SOC3 trusted seal, based on a summary of the SOC2 report that can be 

displayed on the company’s website to show the effectiveness of security controls based on 

American Institute of Certified Public Accountants trusted principles. The CSPs started 

adopting the SOC2 to provide more transparency to the cloud user. The related information 

was displayed on the website to boost the confidence.  

5.6.2.3. Undefined Cloud Disputes and Issues Process   

In case of disputes or issues, the CSPs provided a dashboard to provide online support. 

During the dispute, it was found that the CSPs did not provide transparency to the cloud user 

by providing information awareness publicly. The process of resolving dispute and technical 

issues was not disclosed. There are some CSPs providing cloud services for free. They 

offered free trial services for a month. However, at the end of the trial period, one of the 

CSPs charged £256. The dispute was raised with them about the free trial period. The CSP 

reversed the charges. The interesting finding was that, when the researcher tried to acquire 

services again, the CSP did not allow the acquisition. A telephone call was placed to know 

the reason and clarify the issue. The CSP responded diplomatically however restrained the 

disclosure of any information. The cloud user in these circumstances cannot retrieve and 

control their data. It showed the risk of viability, interoperability and long-term maintenance 

of data. During interactions with other cloud companies, it was found that some companies 

do not give enough space to the cloud user to determine their own policies. 
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5.6.2.4. Traces of the Joint Governance Board Found in Automated Form 

The limited traces of the Joint Governance Board (JGB) were also found in automated form. 

There were companies offering governance, compliance and security policy based solutions, 

built on the standards. The control of setting the policies was with the cloud user. In order to 

create awareness, the companies had uploaded videos and tutorials to demonstrate policy 

configuration. The policy configurations were related to PCI-DSS and limited to some of its 

clauses. There were approximately two companies providing such configurations.  

5.6.2.5. Absence of Data Governance and Legal Protection  

The security policy, segregation of data and governance was not present in majority of CSPs. 

The cloud user did not have information about retention, deletion and auditability of data. It 

was also found that the legal protection was not extended to safeguards of the rights of the 

cloud user in agreements, policy and contracts. The information asset management was 

jointly shared but the liability of data remained with the cloud user. The absence of legal 

protection of the cloud user was anticipated to aggravate the liability and compliance that 

grew from the data.  

5.6.3. Summary of Findings 

The interviews were designed to ask indirect questions of the experts and were interpreted to 

confirm the CGF. The analysis of interviews also suggests some meaningful improvements 

for the CGF, as discussed in section 5.6.1. The interactions with the CSPs were to understand 

the governance process in the cloud environment, as presented in section 5.6.2. Both of the 

findings are combined together in Table 5.5. 
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Findings Theme Outcome 

F-1 Cloud user is 

owner (ISO 27001, 

COBIT) 

The participants confirm that the ownership of data belongs to the cloud user and CSP is under the obligation to protect data. 

(A5.6.1.1).  

The interaction with the CSPs agrees but shows that the provision of controls for maintaining integrity and interoperability is 

absent. 

F-2 JGB share 

responsibility to 

reduce risks 

The participants confirm existence of shared responsibility between the cloud user and CSP. They agree that shared 

responsibility and coordination will increase the trust and reliability. The participants also affirmed that roles and 

responsibilities between the cloud user and CSP must be clear. The participants regarded “mediation” and “cooperation” 

should be included an evolving form of the JGB, which was required to reduce the risks (A5.6.1.2).  

Interaction with CSPs showed some traces of the JGB in automated form with limited capability (section 5.6.2.4). 

F-3 The CSP 

transparency helps 

the cloud user to 

make informed 

decision 

The cloud user must make an informed decision. However, it is important that the CSP must provide information to enable 

cloud user to reach such a decision. The participants term it “transparency” (A5.6.1.3, A5.6.1.5) to boast cloud user 

confidence (section 5.6.2.2).  

The interaction with CSP companies discloses that reports like SAS70 type II are provided on request. The SAS 70 type II is 

taken over by SOC2 reports, which is more robust and shows transparency. Thus through publishing SOC3, a summary of 

SOC2 is reported openly. 

F4 Legal risks 

assessment 

The participants agreed on issues of conflict of law. Some proposed models of legal doctrines, international treaty or UN 

resolution. The participants added that the legal, jurisdictional and data protection risks needed to be included (A5.6.1.3, 

A5.6.1.7). 

  

F5 Legal protection The participants also agreed it was important to include dispute resolution, terms in contracts to protect the rights of the cloud 

user (A5.6.1.4, A5.6.1.8). The participants agreed that cloud users must have the right to audit written in the contracts 

(A5.6.1.4).  

Interaction with the CSPs shows absence of such measures (section 5.6.2.5).  

F6 Assurance in cloud The participants agreed that assurance in the cloud is achievable through transparency and joint collaboration (A5.6.1.2, 
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A5.6.1.5).The participant’s data hints at four important principles: transparency, legal protection, accountability and 

compliance through which the cloud security and governance can be achieved in different jurisdictions (A5.6.1.2, A5.6.1.4, 

A5.6.1.5, A5.6.1.8). 

The interaction with the CSPs does show limited collaboration and transparency but is not sufficient for requirements. 

F7 Security policy The participants agreed that the security policy must be clearly defined and both the CSP and cloud user must collaborate to 

implement the security policy (A5.6.1.7). 

The interaction with the CSP did not show the integration of security policies.  

Table 5.5: Summary of Findings from Interviews 
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5.7. Inscriptions 

This section analyses the inscriptions published by governments, international information 

security and governance standards, and data protection and consumer protection laws. These 

inscriptions provide protection to cloud users and shape governance in cloud computing. 

Some of these selected inscriptions are mandatory and, in the long run, it is expected to enrol 

CSP’s and cloud users’ allegiance to these laws.  

The inscriptions are powerful statements that offer stability (Latour et al., 1986), by-laws of 

technical artefacts and describe the future use of the technology (Akrich & Latour, 1992). In 

the case of cloud computing, the new technological patterns are continuously shaping its 

course. The cloud security standards ISO 27017, ISO 27018 and ISO 27036 are in progress 

with ISO since 2011, which brings fears of uncertainty to cloud computing. The CGF needs 

the support of inscriptions to create order and stability. The enrolment of inscriptions 

originating from policy documents, research papers, and regulatory and legal statutes creates 

probative power and strength to existing technology (Tilson & Lyytinen, 2006). Star notes 

that various inscriptions link different actors working towards one goal through standardized 

methods, and common interests and structures (Star, 1989). The study follows Latour’s and 

Star’s suggestion to seek common ground to protect the cloud user. In support of Star’s 

suggestion, Latour notes that it is important to add hard facts to support and stabilize the 

common ground (Latour, 2005). 

5.7.1. United States Government Cloud Computing Strategy 

This section follows Tilson et al. (2006) methods to confirm the traces of the CGF described 

in this study as a valid theory. The first evidence that corroborates the structure of the JGB is 

the Federal Cloud Computing Strategy published 8 February, 2011 (Kundra, 2011). The 

FCCS has all the artefacts of the CGF except the JGB. It is the first document published to 

provide a policy for federal agencies of the US to move into the cloud.  

The second inscription was published on 28 February 2012 by the US government. The 

document noted the incorporation of the Joint Authorization Board (JAB) under the Federal 

Risk and Authorization Program (FedRAMP). It was based on NIST SP 800-53 rev 3 

controls for cloud computing. The Joint Authorization Board had similar functionality as the 

JGB and confirms the meaningful structure of the CGF. The US government has incorporated 

the Joint Authorization Board for federal organizations only. The Joint Authorization Board 
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deals with authorizing and monitoring the cloud services acquired by the US government. 

The FedRAMP document Government of the United States ( 2012c, p.11-12) explains the 

Joint Authorization Board, as described in Table 5.6. 

Role Duties and Responsibilities 

Joint Authorization Board  • Define and update FedRAMP baseline security controls  

• Approve accreditation criteria for third-party assessment organizations.  

• Establish the priority queue, which sets the order in which the FedRAMP 

PMO performs the review of security packages.  

• Review security assessment packages for CSPs granted Provisional 

Authorizations  

• Ensure Provisional Authorizations are reviewed and updated regularly, 

notify agencies of changes to or removal of Provisional Authorizations  

Joint Authorization Board 

Technical Representatives  

• Provide subject matter expertise to the Joint Authorization Board 

Authorizing Official.  

• Support FedRAMP PMO in defining and implementing the joint 

authorization process.  

• Recommend authorization decisions to the Joint Authorization Board 

Authorizing Official.  

• Escalate issues to the Joint Authorization Board Authorizing Official as 

appropriate.  

Table 5.6: Duties of Joint Authorization Board (Government of the United States, 2012c, p.11-12) 

FedRAMP uses security controls from NIST 800-53 rev 3. The NIST has classified the 

controls into moderate and low security to define its effectiveness for cloud computing. The 

Joint Authorization Board assesses the controls of the CSP accordingly and gives 

authorization. The Joint Authorization Board is a significant milestone that regulates the 

security assessment and monitoring. The Joint Authorization Board is the security control 

bridge that offers ISG between the CSP and cloud user (Federal agencies). It confirms the 

solution provided in this study based on Chapter 4.  

5.7.2. Government and Legal Data Protection and Cloud Policy Documents  

Four regions were selected: the US, Europe, Australia and New Zealand. The various 

government policy documents were studied to gather information and draw commonalities 

between these reforms that protect the cloud user and enhance the CGF. This section follows 

Latour (2005) and Star (1989) concepts to find common ground. The explanation is listed in 

Table 5.7.  

 



Chapter 5 

138 
 

Reference 

n

o 

Subject Synopsis of Regulatory / legal document 

5.7.2.1 

 

Responsibility and 

Ownership of Data 

USA Regulatory and legal statutes  

 Government The responsibility is the key factor for ownership of information assets. The USA government regulates the 

responsibility and security of information systems by circular in section 9 (Government of United States, 1996) and 

executive order 13011 for federal agencies (Clinton, 1996). In the majority of legal acts the head of the federal agency has 

primary responsibility for managing agency information resources and assign a Chief Information Officer under 44 U.S.C. 

3506(a), Clinger Cohen Act (40 U.S.C. 1425(b) & (c)), Executive Order 13011 and FISMA section 3543, 3544, 3506  

 Commercial Laws In commercial law, for example in the USA SOX Act (Section 302 (a)(1)(2)(3) &(a)(4)(A)(B)(C)(D), 

HIPPA (164.308 (a) (2) & (3), GLBA 314.3, it follows  that the senior executive officer is responsible for the integrity of 

information.  

 Privacy Act 1974 lays down the responsibility on government agencies to protect the personal information from breach. 

European Union Data Protection Directive 95/46/EC 

 European Union deals with data from different perspective. In terms of privacy, the cloud user is responsible and owner of 

the data (Article 29 Working Party, 2012). The working party 129 has recommended rules on July 1
st
 2012, goes a step 

forward and burdens cloud user to reaffirm processes with the CSP. The document notes that  

 

“the imbalance in the contractual power of a small controller (cloud user) with respect to large service providers should 

not be considered as a justification for the controller to accept clauses and terms of contracts which are not in compliance 

with data protection law”  

 

Therefore, it is necessary for the cloud user to select a CSP that is data protection compliant. There are different models of 

cloud computing in which a SaaS provider may take the services of the other IaaS cloud provider. The EU is of the view 

that the CSP cannot acquire the services of another CSP without the consent of cloud user (Article 29 Working Party, 

2012). The article 21 of EU directive allows the processing of data on third party servers only with the consent of the 

cloud user. 

 In OECD guidelines for information security (OECD, 2002) states that all participants involved with the IS are responsible 

and accountable only for their role in IS. 

Australian Law 

 Section 24 of the Archives Act 1983 places a general prohibition on the transfer of ownership or custody of records to 

non-Commonwealth bodies. This prohibition does not apply if the permission of the Archives is given. 

 The principle 4 of the Privacy Act 1988, lays the duty on the organization which holds the personal information in that 

they must protect the information from breach by applying appropriate security controls and also securing information on 

the physical servers. 

 The Information security manual designates the responsibility to senior level member to decrease the data breaches 
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(Government of Australia, 2012) 

New Zealand  

 The NZISM puts the responsibility on the senior level member under its Control 3.1 

 The principle 5 of privacy act 1993 embodies the same principle as described in principle 4 of Australian Privacy Act 

International Standards 

 ISO 38500 principle deals with the delegation of responsibility by Director for IT purposes 

 ISO 27001(2005) notes about ownership of asset 

 COBIT notes about the ownership of the process and responsibility on board of directors 

 COSO states responsibility on board of directors for implementation and analysing health of internal controls 

5.7.2.2 

 

Joint Governance 

Board JGB 

USA FedRAMP 

 It is explained in section 5.7.1 and Table 5.6, that the USA government established the Joint Authorization Board to 

regulate affairs between the CSP and federal agencies which shows that compliance, monitoring and continuous 

improvement is not possible without the existence of a bridge between the cloud user and CSP. 

 An alternative to the JGB is online dispute resolution (ODR), a method that is implemented electronically to resolve the 

issues between the consumer and CSP. 

European Union  

 The document notes on page 12 that the processor (CSP) must follow the instructions of the controller (cloud user) to 

implement the appropriate controls to secure the information (Article 29 Working Party, 2012) 

 EU agrees to settle the disputes between the consumer and CSP in an out of court settlement.  

 EU takes consumer protection seriously and regulates it through the Directive 2000/31/EC/ (Latour, 1999c). The 

document in article 17 suggests out of the court settlement for the consumer and sets the policy for it.  

 The Directive states that:  

“Member States shall ensure that, in the event of disagreement between an information society service provider and the 

recipient of the service, their legislation does not hamper the use of out-of-court schemes, available under national law, 

for dispute settlement, including appropriate electronic means.” 

 OECD guidelines for consumer protection in electronic commerce recommend to use Online Dispute Resolution (ODR) to 

solve the issues (OECD, 1999). OECD states in part 2 section VI (B) that:  

“Consumers should be provided meaningful access to fair and timely alternative dispute resolution and redress without 

undue cost or burden.” 

The OECD guidelines in part four, recommend to opt for joint-initiatives, cooperation and communication to resolve 

issues by means of global cooperation.   

Australia 

 The Australian Government Information Security Manual Control 0744 revision states::  

“When an agency engages a service provider for the provision of information technology services and functions, having a 

central point of contact for information security issues will greatly assist incident response and reporting procedure.s” 

(Government of Australia, 2012)  

New Zealand  
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 The control 2.2 in NZISM states clearly that:  

“Where an agency has outsourced information technology services and functions, they should ensure that the outsourced 

company provides a single point of contact within the company who will act as an equivalent to an ITSM within their 

company on behalf of that agency.” 

International Standards 

 International standards ISO 27001(2005), COBIT, COSO place “responsibility” on the board of directors or organizational 

management to deal with ISG and external parties. It gives a clarification and reason to incorporate the JGB that there is a 

responsible bridge to handle the issues and implementation of ISG.  

5.7.2.3 

 

Law and 

Jurisdiction 

European Union 

 The agreements and contracts determine the choice of law and jurisdiction. It is the responsibility of the cloud user to 

make an informed decision (Article 29 Working Party, 2012). In the current situation, there are some CSPs that are 

providing the choice of law to the cloud user. In the majority of the cases, the agreements are click wrapped and do not 

have non-negotiable terms for the cloud user.  

 In Europe, the jurisdiction is selected under the Rome Convention  and Directive (European Union, 2008). According to 

the article 6, of the Directive (EC) No 593/2008, in the case of the consumer to business, the choice of jurisdiction is the 

residency of the consumer. In the case of business to business, the jurisdiction will be where the CSP is residing. The 

consumer receives protection from the directive.  

Australia 

 In the guide for cloud computing  (Government of Australia, 2011a), the Australian government states that consumer 

should enter into the agreement with CSP only if the contract is enforceable.  

“When contracting offshore, agencies need to take particular care to ensure they are able to enforce the provisions of the 

agreement” 

New Zealand 

 The New Zealand government recommends specifying terms in contractual agreements for better control, compliance and 

mitigation of risks. It also states to include “where practicable, contracts for New Zealand governing law and 

jurisdiction.” (Government of New Zealand, 2009).  

5.7.2.4 

 

Audit and 

Compliance 

The government documents, international standards and ISG literature cite audit and compliance. However, in cloud computing, it 

takes a different shape. The CSP may not allow the cloud user to perform an audit, or in certain cases may be limited by 

transnational nature of cloud computing. 

USA Government 

 USA government notes that accreditation of cloud systems is difficult and may take enormous time. In one instance, it 

took one year to accredit Google cloud services for email services (Government of the United States, 2012b). The USA 

government’s Joint Authorization Board ensures audit and compliance in the cloud before and after the agencies transit to 

the cloud platform. Joint Authorization Board leverages audit and compliance through third party attestation. The USA 

government seeks compliance of CSP under the provisions of FISMA.  

 In commercial agreements, the compliance and audit comes under HIPAA164.312 (b), SOX Sec 302 (a) (4) (C) and (D). 

The  seeks compliance with data protection standard in Massachusetts (Common Wealth of Massachusetts, 2010). 



Chapter 5 

141 
 

European  

 The EU came up with stringent requirements with the recommendation that:  

“The contract should provide for logging and auditing of relevant processing operations on personal data that are 

performed by the cloud provider or the subcontractors” (Article 29 Working Party, 2012). 

 The EU sets general compliance standards for the CSP to provide assurances of its internal controls compliant to national 

and international legal requirements.  

Australian Government 

 The Australian government recommended in 2011 (Government of Australia, 2011a)  that the cloud user have:  

“rights to audit the provider’s compliance with the agreement including rights of access to the provider’s premises” and  

“appoint a commercial auditor as its nominee (as this allows the agency to appoint an auditor in the same location as the 

provider’s data centre to save costs and ensure compliance with relevant jurisdictional laws.” 

 

5.7.2.5 

 

Assurance in the 

Cloud 

Assurance in the cloud is dependent on the development of the trust between the cloud user and CSP. This is possible through 

“transparency”. Transparency has different meanings however, in cloud computing it is disclosure of information by the CSP to 

the cloud user. The governments have taken serious views on transparency and have included it as core artefact for good 

governance in the cloud. 

USA  

 In May, 2012 , Executive office of President of United States (President of United States, 2012) stated a policy for shared 

services. The office notes that: 

 

 “shared service managing partners, customers, and providers work together to ensure transparency, accountability, and 

on-going collaboration in the full lifecycle of intra- and inter-agency IT shared service activities. Collaboration 

resources that are available to support this are CIO.gov, ITDashboard.gov, Performance.gov, and BusinessUSA.gov” 

  

 The transparency is the key property in disclosure statements. In almost all the states, the disclosure statements are 

mandatory. The disclosure statements are issued in case of security breach of consumer data with some exception to 

GLBA and HIPAA. With the 25 point plan (Kundra, 2010), the USA government came up with the idea of “transparency” 

linked with former government work of transparency in funding issues. The government suggests that:  

 

“launch a publicly available dashboard to serve as a window into progress of the data centre consolidation program The 

dashboard will ensure transparency and accountability, and keep the overall program in plain view of the public.” 

 

 GAO emphasizes transparency and accountability during the whole life cycle of IT shared services in collaboration 

environment (Government of the United States, 2012b) 

European 

The OECD (OECD, 1999) published guidelines for consumer protection in 1999, demanding compliance with various principles:  
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 Consumers who participate in electronic commerce should be afforded transparent and effective consumer protection that 

is not less than the level of protection afforded in other forms of commerce. 

  Businesses engaged in electronic commerce should pay due regard to the interests of consumers and act in accordance 

with fair business, advertising and marketing practices. 

 Businesses engaged in electronic commerce with consumers should provide accurate, clear and easily accessible 

information about themselves sufficient to allow, at a minimum: 

o Identification of the business - including the legal name of the business and the name under which the business 

trades; the principal geographic address for the business; email address or other electronic means of contact, or 

telephone number; and, where applicable, an address for registration purposes and any relevant government 

registration or license numbers; 

o Prompt, easy and effective consumer communication with the business; 

o Appropriate and effective resolution of disputes; 

o Service of legal process; and 

o Location of the business and its principals by law enforcement and regulatory officials 

The EU WP 129 recommends that “transparency” applies to the whole cloud supply chain. The cloud user must be given 

information about the CSP and sub-contractors involved in the process of the data (Article 29 Working Party, 2012). 

Australia 

 The government released some guidelines in which are similar to the EU and OECD guidelines. The government seeks 

assurance through proper contract management and risk analysis by considering SOC2, ISAE 3402, internal audit reports 

and ISO 27001 credentials of CSP (Government of Australia, 2011a). 

New Zealand 

 There is absence of government documents on assurance in the cloud. However, assurance is the outcome of the 

transparency and information disclosure by the CSP. These conditions come under consumer protection provisions that are 

similar to the EU (Ministry of Consumer Affairs, 2000). The Cloud Security Alliance New Zealand provided a 

consultation document for the Privacy Commissioner in which it is recommended to have strong contractual agreement. 

The paper recommends risk analysis of jurisdictional risks and by the analysis of information security audit reports 

(Reavis et al., 2012).  

 

5.7.2.6 Security policies  In the USA, the EU, Australia and New Zealand, similar information security standards are followed. The guidelines in the 

documents NIST 800-53, OECD guidelines, Australia AGISM and New Zealand NZISM purport information security best 

practices. The USA FedRAMP Joint Authorization Board selects security policies according to requirements that emerge from the 

classification of the data which is moving to the cloud. In the USA, the legal acts that deal with the security policy are GLBA 15 

USC 6801 (B) (2), HIPAA 164.316(a), HIPAA 164.316(b)(1)(i), HIPAA 164.316(b)(2)(ii), HIPAA 164.308(a)(2). In EU, it is 

mandatory for the CSP to provide security under EU DIR 95/46 Article 25. The commercial organization follows ISO 27001, 

CoBIT and COSO for security policy guidance. 
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5.7.2.7 

 

Risk Management The risk management approach has matured in ISG. The international standard ISO 31000 is key document for risk management. 

However, the risks in the cloud computing are different. The governments and companies in the regions of the USA, EU, Australia 

and New Zealand follow ISO 31000, and adhere to continuous risk management approach to mitigate the risks in the cloud. The 

international standards and legal statutes agree on risk assessment approaches to make informed decisions before moving to the 

cloud. (Article 29 Working Party, 2012; Australia, 2012; Common Wealth of Massachusetts, 2010; European Union, 2000, 2008; 

Government of Australia, 2011a, 2011b; Government of the United States, 2012b; Kundra, 2010; Ministry of Consumer Affairs, 

2000; OECD, 1999; President of United States, 2012; Reavis et al., 2012) 

 Assessing legal risks according to the jurisdiction and data protection law. 

 Risk assessment of the CSP by checking whether CSP follows international security standards.  

 ISO 27001(2005) certified. 

 SOC 2 and SOC3, ISAE3402 report compliance. 

 Compliant to PCI DSS. 

 Compliant to privacy legislation. 

 Compliant to document management standard. 

 Data asset risks. 

 Provide audit logs.  

 CSP viability to remain in business. 

 Consumer protection and dispute resolution procedures. 

 Disclosure of security breaches. 

 Compliance to data protection laws. 

The Australian government paper states that CSPs must comply with the security requirements of record keeping under the 

Archives Act 1983. Similarly, New Zealand follows the same compliance rule. 

5.7.2.8 

 

SLAs and Contract USA 

The USA government came with the guidance recently in 2012. According to the recommendations (Government of the United 

States, 2012b), the paper outlines clear views. 

 CSP and End-User Agreements must be integrated into cloud contracts;  

 SLAs need to define performance with clear terms and definitions, demonstrate how performance is being measured, and 

what enforcement mechanisms are in place to ensure SLAs are met.  

European 

There are various standards in the EU for consumer contracts especially Directive 93/13/EEC “Unfair in contractual terms”, 

Directive 97/7/EC “protection of consumers in distance contracts” and Directive 2000/31/EC for “Directive on electronic 

commerce”. The EU seminal work of Article 29 working party suggests following stringent contractual clauses inclusion in cloud 

computing contracts (Article 29 Working Party, 2012). 

 CSP must provide sufficient guarantees to provide technical, operational and administrative controls to process the data of 

cloud user in compliance with Article 17(2) of Directive 95/46/EC) and sign formal contract under Article 17(3) of 

Directive 95/46/EC. 
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 CSP must follow the instructions of the cloud user to implement the controls over his data 

 CSP must not disclose information to third party at any cost 

 CSP must notify the event of data breach to cloud user 

 CSP must comply with the secure eraser of data  

 CSP must provide the location of the data 

 Cloud user has the right to monitor his virtual space and may require third party audits 

 CSP must be compliant to relevant local laws to provide adequate security 

Australian Government 

 The government (Government of Australia, 2011b) recommends that the contract between the cloud user and CSP must 

contain provisions that relate to data protection, mitigation of governance, security risks and privacy requirements. 

 

 “The contract between a vendor and their customer must address mitigations to governance and security risks, and cover 

who has access to the customer’s data and the security measures used to protect the customer’s data. Vendor’s responses 

to important security considerations must be captured in the Service Level Agreement or other contract, otherwise the 

customer only has vendor promises and marketing claims that can be hard to verify and may be unenforceable.” 

 

 Further, the government suggests availability of the services at all costs in the contract and must ensure to have a separate 

disaster recovery site. CSP must provide indemnity for data loss. Cloud user must have the right to audit. 

New Zealand 

New Zealand follows the same provisions but substitutes cloud services to outsourcing (Government of New Zealand, 2009). The 

risk guidance recommends ways to mitigate the risks in the outsourcing IT projects: 

 Ensure security management 

 Specify contractual agreements on recovery or disposal of information at the close of a contract 

 Contract should include compliance with existing Governance frameworks ITIL, ISO 27001 or COBIT. 

 Contract should include incident handling and business continuity capability 

 Contract must allow the user to have the right to audit 

5.7.2.8 Monitoring Monitoring is one of the mandatory controls of ISG. The continuous monitoring improves the working relation of CSP and cloud 

user. Almost every government document, International standard and legal statute support monitoring. The cloud user has the 

rights to monitor. CSP is under the obligation to cooperate (Article 29 Working Party, 2012). The same notion is followed in the 

USA, Australia and New Zealand. In the USA, especially in government agencies, the FedRAMP Joint Authorization Board 

provide continuous monitoring services of CSPs.  

Table 5.7: Government and Legal Policies Supporting, Improving and Confirming CGF 
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5.7.3. Summary of Findings from Inscription 

The Table 5.8 list the findings from the inscriptions. The provisions in the law in different 

jurisdictions support the responsibility stated in the JGB. The law is particularly in favour of 

the cloud user and gives enough rights to regulate their data in the cloud.  

Findings Subject Support 

I-1 Data Ownership 

and Responsibility 

Cloud user is owner and responsible. CSP is responsible to 

provide data protection. 

I-2 JGB  Incorporation Joint Authorization Board confirms 

JGB as a solution to many issues. 

 Online dispute resolutions 

 CSP follows cloud user instructions 

 Australia and New Zealand agreed to provide 

contact points to regulation ISG. 

I-3 Jurisdiction Cloud user must be given choice of jurisdiction and 

contracts must be enforceable. 

I-4 Audit and 

Compliance 

 Cloud user must have right to audit CSP and 

receive logging information from CSP 

 Compliance to laws of CSP. 

I-5 Risk Management All inscription agree. 

I-6 SLAs and Contract Inscription agrees to have provisions related to data 

protection, security risks, audit and privacy.  

I-7 Monitoring Inscriptions agree. 

I-8 I-8 Transparency Inscriptions agree. 

I-9 I-9 legal protection Inscriptions agree. 

I-10 I-10 Accountability Inscriptions agree. 

I-11 I-11 Compliance Inscriptions agree. 

Table 5.8: Summary of findings from Inscriptions 

5.8. Triangulation  

Scholars (Guba et al., 1985, 1998; Patton, 1999) suggest to confirm the findings by using 

triangulation of qualitative data. The study used various methods (section 3.3) to collect the 
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data, and interpret and analyse using ANT. The triangulation in this context entails the 

gathering of information to find its convergence to increase the confidence and validity of the 

findings (Huberman et al., 1994; Patton, 1999). The findings from the data are summarized in 

sections 5.4.11 (Table 5.3), 5.5.5, 5.6.3 (Table 5.5) and 5.7.3 (Table 5.8) to support the CGF. 

These sections show the occurrence of convergence from single, and sometimes dual, 

methods. Table 5.9 shows the triangulation of findings from these sections to confirm the 

CGF. The findings also suggested some improvements for the CGF, as mentioned in sections 

5.8.1 and 5.8.2. 
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General findings and 

Improvements 

TR Translation 

Findings Table 5.3 TR-1 TR-2 TR-3 TR-4,5,6 TR-7 TR-8 TR-9 TR-9 TR-10 TR-11 TR-12 Agree with the CGF 

CAMM            Suggested improvements for 

information assurance (section 

5.4.6.2) 

Cloud Audit            Underlines audit procedure for 

cloud computing in an 

automated form (section 5.4.7) 

CSA            Agreed on share responsibility 

model (section 5.4.8.2) 

Use Case Group             Suggested improvements in  

SLAs (section 5.4.9.6) 

ITU-T            Cloud user integrates the CSP 

security policies (section 5.4.10) 

International 

Security Standards 
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Mobilization 

Presentations            Agree with the CGF 

Introduced Mediator and Cloud 

Broker (section 5.5.4) 

Follow The Actors 

Findings Table 5.5 F-1, F-2 F4  F7  F-6  F-5 F-6 F-5 F-6 Agree with the CGF  

Indirectly confirms the JGB 

Assurance in the cloud is 

achievable by using 

transparency and joint 

collaboration  

The standards are inadequate to 

handle the cloud structure 

(Table 5.4) 

Participants            

Inscription 

Findings Table 5.8 I-1, I-2 I-5   I-7 I-4, I-11 I-6 I-6 I-8 I-3, I-9 I-10 Agree with CGF 

Confirms the JGB and shared 

responsibility. 

Cloud user must be given choice 

of jurisdiction and equality 

(Table 5.8) 

 

USA            

Europe            

Australia            

New Zealand            

Table 5.9: Triangulation of findings from section 5.4, 5.5, 5.6 and 5.7
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5.8.1. Triangulation of Methods  

The triangulation of data from methods validates and provides confirmatory veracity to 

the outcome of the research. In general, the triangulation process confirms the constructs 

of the CGF hinted at in various translations.  

 Joint Governance Board (JGB): In the case of the JGB, the findings show the 

existence of shared responsibility in Table 5.7. The findings in section 5.4 and 5.5 

confirm the shared responsibility structure of the JGB to provide more control to the 

cloud user and translate the cloud user requirements over the CSP platform. The 

structure of the Joint Authorization Board (JAB) by the USA government in section 

5.7.1 commensurate with the JGB. The findings support Rawls’ (2001) concept of 

justice as fairness to regulate conduct of the cloud user and CSP in a shared 

environment. They also justify the definition of joint governance in cloud computing 

previously conceived in section 4.4.4.5. 

 Classification of Information Asset and Strict Security Measures: The findings in 

section 5.6 (Table 5.4) and 5.7 (Table 5.7) draw attention to the need to promote strict 

security measures according to classification of the data. The cloud user can classify 

the information secret, confidential, restricted and unrestricted. In the case of secret 

and confidential data, the security controls will be stricter and should provide strong 

assurance under ISO 15443. The classification provides clarity to the responsibility, 

control and implementation clauses in the contract to protect the information asset 

(5.7.2.7 in Table 5.7). 

 Security Policy: The findings affirm the shared security policy construct. The 

sections 5.4, 5.5, 5.6 and 5.7 confirm the information security policy as a key enabler 

of the security in the cloud supply chain. As described in chapter 5, the JGB 

implements and coordinates security policy. The TR group research compliments that 

idea in section 5.4.1.10 (Appendix G): “Security criteria for the selection shall be 

implemented so as to provide mutual understandings of security level among cloud 

user and service provider. The cloud user shall also implement his own security 

policy by integrating the cloud service provider security policy, negotiating SLAs, and 

propose several different commercial solutions.” The findings in section 5.4.10.1 

suggest that the CSP is in a position to integrate security policies provided by the 

cloud user. 
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 Compliance and Audit: The findings in section 5.7 (Table 5.7) suggest that the CSP 

must act upon the consent of the cloud user. The work of TR (section 5.4) and 

FedRAMP (5.7.1) confirms mandatory independent assertions of the CSP security 

controls and future shape of the cloud audit (section 5.4.7, Table 5.2).  

The findings also suggested some improvements as listed in the next sections. 

5.8.1.1. Transdisciplinary Research Findings 

The TR group findings contained different suggestions to improve the framework, viz:  

 The TR findings suggest improvements for information assurance (5.4.6.2), especially 

the controls of the Common Assurance Maturity Model which creates an information 

assurance team to regulate the security of data and provide confidence.  

 The majority of TR participants agreed that the cloud user should have the right to 

audit the CSP. These conditions may be integrated in the SLAs. The cloud audit 

(section 5.4.7) creates automated procedures for auditing in the cloud that ensures the 

segregation in multi-tenant environment. 

 The TR participants agreed on the share responsibility model of cloud computing 

(section 5.4.8.2). The translation of TR findings shows that share responsibility is an 

important facet of cloud computing that cannot be detached. TR participants agreed 

that share responsibility will increase the trust. 

 The Use Case group strongly advocated the integration of various terms in the SLAs 

to support the cloud user (section 5.4.9.6). 

 The TR participants agreed that the cloud user is the data controller. The cloud user 

should be allowed to implement his own security policy while integrating security 

policies of CSP (5.4.10). The findings suggest that the collaboration between the CSP 

and cloud user should be flexible enough to provide space for cloud user security 

requirements. 

 The TR participants agreed that data must be encrypted at rest and at transition. The 

CSP must securely retain the data at the servers and optimize process for secure 

deletion of data of the cloud user on their request. 
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5.8.1.2. Mobilization Findings 

The findings from mobilization apply an interpretive lens, as according to Walsham’s 

(1993 p 4) and Latour’s concepts (section 3.3.2.3). The mobilization agrees and confirms 

the CGF. It also improves the CGF and its various constructs by integrating mediator and 

cloud broker (section 5.5.4) as part of the JGB, which extends expert help to small and 

medium size enterprises during transition to the cloud. The suggestion turns the CGF into 

a general framework for all forms of cloud users.  

5.8.1.3. Follow the Actors Findings 

The participants agreed on the concept of the JGB, share responsibility and governance. 

The participants suggested the following:  

 The assurance in the cloud is achievable by joint collaboration of the CSP and cloud 

user (Table 5.4). The participants also emphasized that the transparency will play an 

important role to boost the trust, increase cloud adoption and help cloud users to make 

an informed decision. 

 The participants agreed that the cloud user is responsible for the data protection, but 

the non-negotiable position of the cloud user shows lack of control and responsibility. 

The participants suggest the need for a mediator and collaborative effort to protect the 

data in the shape of a dispute resolution platform to overcome the collaborative issues 

in the cloud computing. 

 The participants agreed that CSPs are not trying to go the extra mile to provide 

monitoring and audit reports to cloud users. The participants agreed that this is 

possible and may be in the future; the solutions may be developed to allow third party 

monitoring and logging. 

 The participants agreed that cloud computing is still evolving and it is hard to predict 

the outcome. They suggested that contracts and SLAs should contain granularity to 

protect data of the cloud user and improve assurance. Participants also indicated that 

existing controls in international ISG standards are not capable of handling the cloud 

environment. 

5.8.1.4. Inscriptions Findings 

The inscriptions confirm the CGF (Table 5.8). The inscriptions suggest that: 
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 The CSP must ensure a dashboard to provide transparent information to cloud users 

that is related to their data and cloud services. 

 The cloud user must be given choice of jurisdiction and bargaining equality in the 

cloud environment. 

 The contracts between the cloud user and CSP must be enforceable. They must 

comply with fair trading practices. The contract should be flexible enough to take into 

account the considerations of the cloud user. 

 The CSP should not disclose the information contained in cloud users’ data to the 

third party without their consent. The CSPs are under an obligation to protect the data 

of the cloud user. 

 The CSP should supply cost effective measures regarding accountability, redress of 

grievances and indemnity to resolve the end to end governance conflicts.  

5.8.2. New Constructs from Triangulation of Methods 

The triangulation substantiates new themes that improve the cloud ISG to depreciate the 

risk and extend the control of the cloud user. The findings show that ownership and 

responsibility to protect the data belongs to the cloud user which is impaired by lack of 

control exercised by the cloud user. The responsibility of compliance to regulatory and 

statutory laws also belongs to the cloud user. In cloud computing, the cloud user is 

dependent on the CSP for data compliance and security (section 5.8.1). These 

dependencies are based on two separate regulatory and legal continuums. The first is the 

requirement of the regulatory authorities for the cloud user to comply with the local 

regulations (cloud user country) to protect the data that may reside in the geographical 

region of the CSP (CSP country). The second is the legal protection of the cloud user data 

in the CSP geographical jurisdiction to preserve the confidentiality, integrity and privacy 

of data and rights of cloud user. The successful accomplishment of these continuums adds 

strength to cloud user control and heightens the trustworthiness of the relationship. The 

findings confirm that the JGB can resolve the issues through the coordination between 

cloud users and CSPs. The cloud governance in a socio-technical and legal sense can be 

improved by the incorporation of four elements: transparency, legal protection, 

compliance and accountability. These elements complement each other and provide 

strength to the existing governance state of cloud computing. These are necessary to 

provide data protection, governance and ISG control to the cloud user. It also increases 
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the legal protection to the cloud user in different jurisdictions and serves to overcome the 

continuums explained above. These elements are explained in next sections. 

5.8.2.1. Transparency 

The lack of information provided by the CSP decreases the trust, assurance and 

confidence in cloud computing. The findings in Table 5.7 suggest that the CSP should 

follow the principles of transparency to disclose information associated with the data 

sovereignty rights of cloud users, which is interrelated to ISG, data protection, law and 

fair business practices. The work in section 5.4.11 shows the TR organizations’ emphasis 

on transparency for better governance which is a similar approach taken by Nelson 

(2001). The findings in section 5.6.1, 5.6.2 and 5.7.2, suggest that transparency means 

that the CSP supplies reasonable information related to business, information security, 

privacy and data protection to the cloud user. The transparency is divided into three 

strands:  

 Business and Ethical Disclosures: It relates to ethical and obligatory business 

disclosures by the CSP that are necessary to build the trust, and boost confidence of 

cloud user engagement. The universal guidelines of the UN on consumer protection 

(United Nations, 1999) note in Article II section 3(c) that “Access of consumers to 

adequate information to enable them to make informed choices according to 

individual wishes and needs.” Similarly, the consumer laws in the USA impose the 

obligation of good faith (Summers, 1968). The EU (European Union, 2005), New 

Zealand and Australia (Government of New Zealand, 2010b) support transparency as 

a major principle that will allow the consumer to make an informed decision before 

acquiring cloud services.  

 Information Security Governance Transparency: deals with the disclosures related 

to information security governance that is disliked by security professionals, 

especially the information related to security of data (Andoh-Baidoo et al., 2010; 

Bergman & Verlet, 2006; Burdon et al., 2010). The disclosure of security credentials 

can expose the CSP to security threats. As described in section 5.4.8, participants in 

Table 5.4 (A5.6.1.7) suggest that certification of ISO 27001(2005), third party SOC2 

audit reports and voluntarily STAR registry of CSA can furnish high level 

information about ISG security credentials of the CSP to cloud users so they can make 

an informed decision.  
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 Legal Transparency: The participants in Table 5.4 have not given information about 

the onus of legal transparency, but agree that it is the cloud user’s duty to make an 

informed decision based on the legislation of the country. Section 5.7.2, with the 

corresponding Table 5.7, gives a slightly different shape to transparency under legal 

parlance. Legal transparency means disclosure of laws that can influence the data 

governance rights of cloud user. Table 5.7 (5.7.2.5) lists important points of legal 

transparency found in various consumer protection laws across different jurisdictions. 

The majority of the statutes agree that CSPs must provide relevant legal information 

about the cloud supply chain that can impact the cloud user. The findings do not show 

any concrete evidence that the CSP is supplying such information (see section 5.6.2). 

The governments have insisted that the cloud user should assess legal issues arising 

from jurisdictions (Government of New Zealand, 2009). The contribution from a 

study (Reavis et al., 2012) suggest that the good governance principles of the World 

Bank report should be a standard for assessing a country’s internal governance health. 

The statistical analysis of rule of law by using World Bank data determines the 

strength of supremacy of law, protection of consumers and respect of law. The higher 

ratings show a country’s compliance with, and respect for, law. The stronger ratings 

are indicators that a country is stable and feasible for investment and growth. It also 

shows allegiance to laws, and increases trust that relevant laws to keep data safe will 

be followed in that specific country. Scholars note that this type of analysis helps in 

making informed decisions (Kaufmann et al., 2000). In Figure 5.4 illustrates the 

quality of governance in New Zealand. The graph shows six indicators which are later 

discussed in section 6.2.3.2 and shows the quality of governance is high in New 

Zealand. 
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Figure 5.4: New Zealand Governance Quality. (Source: World Bank website 

http://info.worldbank.org/governance/wgi/index.aspx#reports) 

Summarizing the whole section, transparency is important in cloud computing to build 

the trust and confidence of cloud users. The CSP must disclose information about 

processes, legal issues, cloud services, third party contracts and ISG controls to the 

consumer. The cloud user must also evaluate the risks according to their judgment and 

knowledge. The bonafide practice of transparency is still lacking. The findings show clear 

indications, coupled with the reporting in the existing literature, that information 

transparency will decrease the risks, improve reliability and trust between the cloud user 

and the CSP. The findings suggest transparency serves three important purposes for CSP 

and cloud user:  

1. The disclosure of information by the CSP will provide enough grounds for the 

cloud user to understand the security architecture of cloud services offered by 

CSP.  

2. The disclosure of information will help the cloud user to make an informed 

decision.  

3. The transparency in the form of disclosures increases accountability, trust and 

boosts confidence. 

In view of the above discussion, it is recommended that the CSP must provide maximum 

information related to jurisdictional risks, legal issues, compliance policies and data 

http://info.worldbank.org/governance/wgi/index.aspx#reports
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governance rights of the cloud user. On the other hand, the cloud user must be vigilant to 

assess the CSP from the publicly available information  

5.8.2.2. Legal Protection  

The legal protection is an important determinant in public cloud computing that will 

provide more control to cloud users, build the trust, reduce the gap and protect the rights. 

The current landscape of cloud computing deprives cloud users from enforcing universal 

legal rights associated with the data. There are three reasons that deprive cloud users of 

their rights:  

1. Click Wrap to Trap Agreement: While clicking on an online agreement, the cloud 

user is facing non-negotiable terms. The online agreements most likely do not provide 

data protection to cloud users, especially protection against the third party disclosure.  

2. Choice of Jurisdiction: The online agreement (Hon et al., 2012) does not provide 

flexibility to the cloud user to have choice of jurisdiction. 

3. Absence of Accountability: There is no mechanism of redress, accountability and 

legal protection which provides protection to cloud user rights.  

The findings in sections 5.6.1 (Table 5.4), 5.6.2.3 and 5.6.2.5 show that mainstream CSPs 

do not extend legal protection to the cloud user. There have been instances of some 

companies providing choice of jurisdiction to cloud users, such as Microsoft or XERO. 

There still exists an imbalance in the cloud governance environment contrary to findings 

established in Table 5.7 and collectively in Table 5.8. The legal study in Table 5.7 shows 

a strong emphasis on consumer protection. The cost effective legal protection is a basic 

right of the consumer and is supported by legal guidelines and the literature in the EU, the 

USA, Australia and New Zealand. It corroborates with the fundamental consumer rights 

inscribed in various universal declarations and local laws of the countries (Kingsbury, 

2009; Kunz, 1949). The recommendations arrived at through the triangulation of the 

USA, EU, Australia and New Zealand laws are shown in Table 5.10 (extracted from 

Table 5.7 and Table 5.8). 
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Summary of legal and Regulatory Recommendations  

Suggestions USA EU Australia New 

Zealand 

The CSP treats cloud users with justice, good faith, fairness and 

provides requisite information related to data rights.  

√ √ √ √ 

The contractual terms between the cloud user and CSP are 

enforceable. 

√ √ √ √ 

The contracts should be able to mitigate information security 

risks that revolve around cloud user data 

√ √ √ √ 

The contracts provided by CSPs must be flexible enough to 

protect the privacy, data and compliance requirements of cloud 

user 

√ √ √  

The cloud user is given enough control to suggest his terms 

into the contractual agreement accommodating cloud user 

needs and requirements. 

√  √ √ 

The CSPs contracts and online agreements must be able to 

provide the choice of jurisdiction to the cloud user. 

√ √ √ √ 

The effective measures of redress of grievances, accountability 

and indemnity must be provided by CSPs in the form of 

electronic dispute resolution. 

√ √ √ √ 

The CSPs provide the ISG terms referred in SLAs as part of the 

contractual agreement. 

 √ √  

The CSPs disclose information security breaches to cloud 

users. 

√ √ √  

The information or data pertaining to cloud user may not be 

disclosed to a third party without the consent of the cloud user. 

 √ √ √ 

The CSP must legally protect data of cloud user in the whole 

cloud supply. 

 √ √  

Table 5.10: Summary of findings from legal, policy and regulatory documents 

5.8.2.3. Compliance  

The findings confirm that cloud user is responsible for their data (section 5.8.1.2 and 

5.8.1.3). The translation of TR (Appendix D.3 and E) and findings presented in Table 5.4 

and 5.7 divide compliance into statutory, regulatory and ISG for business needs. Both the 

CSP and cloud user are responsible for regulatory compliance related to their countries, 

especially as related to national security, data retention, deletion policies and legal 

requirements. This responsibility is divided into two instances. The first is the compliance 
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imposition by the regulatory bodies of the CSP country and authorities. The second is the 

instance of compliance that comes from the requirements imposed by regulatory bodies of 

cloud user countries. Each is addressed next. 

 Statutory Compliance: The local laws and regulations sometimes demand 

compliance from the CSP and cloud user. In cloud computing, the regulatory 

authorities in different regions place emphasis on retaining the critical data related to 

finance and tax within the country of the cloud user (Rani & Gangal, 2012). Although 

regulatory laws impose restrictions on the movement of data, the findings in Table 

5.4, and 5.7 suggest that the CSP is in the position to offer technical instrumentation 

to provide methods for the regulatory bodies to access the data and perform regulatory 

compliance. In the recent New Zealand example for regulatory compliance, Xero, a 

SaaS provider, offers financial accounting services in New Zealand and 

internationally. Section 22 of the Tax Administration Act 1994 requires the tax 

records to remain within the country, and the Internal Revenue Department (IRD) has 

issued a regulatory circular to address this issue in cloud computing. The circular 

restricts the companies using cloud services to retain the financial data within New 

Zealand (IRD, 2010). There is no flexibility in terms of law; however, the Inland 

Revenue Department has exempted Xero to operate within New Zealand while 

retaining the cloud user data outside the boundaries of country contrary to section 22 

of Tax Law (Chris, 2013). It shows compliance is achievable through government 

intervention to help CSPs and cloud users by providing the exemption to existing 

legal rules. It also confirms that technical instrumentation will play an important role 

in satisfying the regulatory and legal requirements. 

 Information Security Governance Compliance: The findings confirm that the CSP 

and cloud user are both responsible for the compliance in cloud service layers (SaaS, 

PaaS and IaaS). The international ISG and governance standards (Chapter 4) have 

clauses that require organizations to be compliant with law, regulations and 

information security. The controls (CAMM and CSA Translation Appendix D and E) 

suggest that CSPs and cloud users must liaise with the local authorities to understand 

and implement compliance according to the international governance standard that 

requires collaboration (Table 5.4). In ISG, the findings suggest there should be 

compliance to baseline security implementation, auditing standards, security policy, 

contractual and intellectual property compliance (CAMM and CSA Translation 
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Appendix D.3 and E). The cloud user must be aware of compliance requirements at 

all levels. The findings (Table 5.4) suggest that cloud users should have the rights to 

inspect the reports regarding the security compliance of CSPs (Bhensook & 

Senivongse, 2012) and must not be denied this opportunity. The findings in Table 5.7 

make compliance mandatory for both cloud users and CSPs, especially in government 

cloud projects. It reduces the fear of risks arising out of compliance. The European 

Union seeks cloud user intervention and authority to achieve compliance to protect 

the data running on cloud services. 

5.8.2.4. Accountability 

The accountability is a key component of ISG and works in connection with transparency. 

In ISG, accountability takes a stronger meaning in terms of responsibility and credibility 

of information assets (Cereola et al., 2011; Cowan, 2011). The traditional implementation 

of ISG is authoritative and acknowledges accountability to hold asset owner responsible 

for breach of information. In law, the accountability is the key factor for implementation 

of justice and redress of grievances, especially for the weaker actors. The absence of 

accountability results in anarchy, imbalance to social justice and tyranny.  

In ISG, accountability is related to responsibility associated with IS in the organizations. 

The regulations, laws and international standards impose accountable restrictions on the 

organizations to improve corporate governance, data protection and privacy (Grant et al., 

2007). The accountability in ISG comes from due care and its breach can lead to 

negligence (von Solms et al., 2006). The current ISG standards that enforce 

accountability are limited to organizational structure. However, accountability in ISG 

brings advantages in the form of deterrence, non-repudiation, admissibility of records and 

defence in depth (Andress, 2011). In cloud computing, accountability occurs due to 

breach of information security, cloud user rights, privacy, and compliance caused by 

negligence in different jurisdictions. The findings do not show any method of 

accountability in cloud computing but shows reluctance to include accountability clauses 

in SLAs and contracts (section 5.8.1.2). 

The findings in 5.7 indicate that in shared services, transparency and accountability play 

an important role in the IT shared services lifecycle. The inscription directs transparency, 

accountability and collaboration in a shared environment. It gives an architecture of 

collaboration and shared services in inter- and intra- agencies of the US government 
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(Government of the United States, 2012a). It shows the joint governance to regulate 

accountability. The findings from Europe, Australia and New Zealand complement those 

of the US. The findings provide and extend legal protection to cloud users.  

The findings support the implementation of accountability through automated systems of 

dispute resolution, contract management and choice of jurisdiction. The majority of legal 

systems in the world agree to offer justice to consumers by protecting their rights. The 

collective findings in section 5.8.1 suggest three options in this context: 

1. There is weak control by cloud users (section 5.8.2); therefore during cloud 

negotiations, contracts and online agreements should show the accountability clauses 

to protect the data. The terms may not be limited to services offered, but it should 

include whole supply chain including the third parties (section 5.8.1.3).  

2. The CSP is in the position to provide online dispute resolution or the platform to 

address the grievances of cloud users. The findings state that litigation will raise the 

cost for cloud users and deprive cloud users from gaining legal confidence in cloud 

computing. The online dispute resolution can serve to reduce the complexity of 

conflict of laws and resolve disputes (section 5.8.1.3 and 5.8.1.4). 

3. The CSP is able to provide choice of jurisdiction to cloud users for good legal 

protection (section 5.8.1.4). 

5.9. Summary 

In this chapter, the conceptual model (chapter 4) is explored by using the TR and ANT in 

the field exploration. The chapter takes into account the philosophical lens of ANT to 

explore, confirm and improve the CGF by going into the field. The study used three 

strategies of ANT: translation, follow the actors and inscription. The data is captured in 

various phases of the study by participating with different groups, presentations, 

interviewing and looking at the legal reforms. The rigorous research is focused on factors 

which stabilize the cloud user and extend their control, and legal protection to achieve the 

balance between the cloud user and CSP. The findings are captured from each of the 

methods to confirm and improve the CGF with expert views and diversity. The cloud 

computing environment has shown uncertainty, and it is expected that this uncertainty 

may result in erroneous findings. The study utilizes triangulation to reduce the effects of 

uncertainty and uses triangulation of qualitative data from a range of methods to confirm 
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findings. The next chapter discusses the findings that enhance and support the CGF 

gathered from qualitative analysis. 
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Chapter 6. Discussion on Extended Framework from the Research 

Process 

6.1. Introduction 

In this chapter, findings are discussed. The governance lifecycle is redrawn to show the 

improvement of the existing CGF as explained in chapter 4, with the new findings outlined in 

chapter 5. In this chapter, there are some important indicators to establish the success of 

cloud ISG which were highlighted by transdisciplinary research and actors. The CGF 

iteratively enrols different actors to corroborate its strength. The summary of findings 

confirms the governance framework in chapter 5. Figure 6.1 outlines the structure of the 

chapter. 

 

Figure 6.1: Organization of the Chapter 

6.2. Improved Cloud Governance Framework 

The triangulation (section 5.8) adds valuable modifications and improvements to the existing 

framework. The CGF is redrawn in Figure 6.2 to show the modifications suggested by the 

research process. The feedback from the TR (Transdisciplinary Research) (section 5.4), 

mobilization (section 5.5) and follow the actors (section 5.6) suggests two use cases 

according to government, large enterprises, small and medium size enterprises (SMEs) and 

simple cloud users in the following manner: 

 The Joint Governance Board (JGB) remains intact for government, large enterprises, and 

small and medium size enterprises.  

 The JGB is replaced with a Cloud Broker for organizations which do not have the 

expertise to transit to the cloud, and the simple cloud user. 

6.4 Summary of Chapter 

6.4 Evaluation of Research process 

6.3 Synopsis of Discussion and Findings 

6.2 Improved Cloud Governance Framework 
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Figure 6.2. Improved Governance Frameworks 

The simple cloud user (user in Figure 6.2) is a common street individual, a small Software as 

a Service (SaaS) provider and a small firm who do not have enough experience to understand 

the cloud complexity (section 5.5.4). On the suggestion from a research participant, the study 

adds the Cloud Broker to accommodate expert mediation. The NIST publication 500-292 

defines a Cloud Broker on page 8, in terms of managing and coordinating services between 

the cloud user and CSP (CP in Figure 6.2). According to NIST (2011), a Cloud Broker is “An 

entity that manages the use, performance and delivery of cloud services, and negotiates 

relationships between Cloud Providers and Cloud Consumers” (p. 4).. The simple cloud user 

delegates the responsibility to the Cloud Broker and the function of the JGB is performed by 

the Cloud Broker. The government, enterprises (public listed), and SMEs require the JGB or 

governance bridge to control the information security and comply with different mandatory 

requirements. The JGB remains the same for government, enterprise and SMEs (section 

4.5.1). The JGB functions and performance remain the same (section 4.5.1) and are 

reinforced with four elements (section 5.8.2).  

6.2.1. Optimizing Information Security Governance in Cloud 

The four elements of transparency, accountability, legal protection and compliance are 

explained in the previous section 5.8.2. The CSP plays an important role in providing and 
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setting up relevant information linked with these elements. These elements extend the control 

of the cloud user, reinforce support to the JGB (Figure 6.2) and enhance the cloud 

governance in the ways outlined in the next sections. 

6.2.1.1. Transparency 

The research shows that transparency refers to the visibility of relevant and adequate 

information that provides sufficient information to handle cloud user data from the security, 

legal and technical perspectives. The transparency helps the cloud user to make an informed 

decision and increases the trust, confidence and knowledge of the cloud user to assess the 

risks and make a strategic decision. The transparency also shows the bona fide intention of 

the CSP caveat disclosures and positive approach in order to boost trust (Winkler, 2011). 

Today, the majority of countries in the world have reforms that articulate transparency (Fox, 

2007). The transparency is also well supported by social, technical and legal studies that note 

that transparency shows clarity, trust (Star et al., 2003; Weber, 2008) and confidence (Bertot 

et al., 2010; Nordin et al., 2012). In the financial world, the public listed companies disclose 

information to build a trusted environment (Billings & Capie, 2009) regulated by laws 

(Ştefănescu, 2011). The legal literature also advocates the principles of transparency 

(European Union, 2005; Government of New Zealand, 2010b; Summers, 1968) 

6.2.1.2. Legal Protection 

The legal protection justifies and enforces the rights of the cloud user. It diminishes the 

influence of Dahl’s (1957) power theory and the third preposition of Walster et al. (1978) 

exercised by the CSP. The legal protection also enhances the basic universal principles of 

equity and fairness in accordance with Article 1, 6, 7 and 10 of the United Nations 

Declaration of Human Rights (United Nations, 1948); EU Directives; the USA; and laws of 

the Australasian region. Although the conflicts of law exist in practice (Reidenberg, 2000), 

the research shows that law in different jurisdictions follows similar themes (Table 5.10). The 

laws of different regions agree with each other to protect the weaker entity by providing 

protection and fairness to its subjects (Petersmann, 2000). The research outcome agrees with 

Latour’s concept of alliance between different actors (section 3.3.2.3) that collectively protect 

the cloud user. It shows the embedded universal truth in laws of various countries to 

safeguard rights and avoid potential conflicts (Rott, 2007).  
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The legal protection increases the weight associated with the rights of the cloud user by 

incorporating contracts, SLAs (Service Level Agreements), dispute resolution and choice of 

jurisdiction. The research of this study shows that legal protection can enhance the 

governance structure by: 

 Enforcing the CSP through contracts to practice transparency in business and display 

information that infringes on the rights of the cloud user;  

 Establishing procedures for accountability arising out of due diligence, data protection 

and contracts; 

 Establishing procedures for resolving disputes, generally out of court settlement and 

by using Online Dispute Resolution (ODR); 

 Establishing procedures to resolve the jurisdiction issues related to data sovereignty 

and choice of jurisdiction associated with cloud user rights. 

It is evident from the research that the CSP is not trying to go the extra mile to meet the legal 

requirements of the cloud user. However, it can be depicted from the success of the SaaS 

providers that legal protection extended to the cloud user brings trust, economic advantage 

and value to the cloud service business. The initiatives of the European Union data protection 

recommendations display extended legal protection to the cloud user (Article 29 Working 

Party, 2012). Similar approaches are found in the Australasian region also. 

6.2.1.3. Compliance  

The compliance to various standards and law and business processes is ensured by exercising 

due diligence (Ferrell et al., 1998). This research shows that compliance to relevant laws, 

governance processes and data governance will increase the reliability of the CSP. This is one 

of the reasons that majority of cloud organizations started displaying their compliance 

certifications on their website. From an operational perspective, the compliance to SLAs, 

contracts, data protection and ISG standards results in good governance and reliability, and 

wins the trust of the cloud user. The ethical behaviour of the CSP showing compliance to the 

rule of law also shows the reluctance of the CSP to stand upright before court of law (Breaux 

et al., 2006). The CSP compliance to relevant laws to protect the data of the cloud user will 

increase the accountability and control of the cloud user. The adherence to compliance can be 

further ensured by inserting the protection and compliance clauses in the contracts. The 

European region has shown major advances in cloud compliance. The European authorities 
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have directed CSPs to comply with the data protection requirements and requested cloud 

users to refrain from using the CSP who is not in compliance with the data protection laws 

and does not add legal contracts to bind the relationship. It will legally protect the cloud user 

against the laws that override the cloud user rights. This may result in boosting the 

confidence of the cloud user to acquire services from Europe. The United States, New 

Zealand and Australian governments have a similar stance.  

6.2.1.4. Accountability 

Transparency and accountability complement each other to protect the rights of the cloud 

user in a collaborative way. Both of these are considered as vital elements of good 

governance. Scholars have supported a combination of transparency and accountability to 

realize good governance and corporate social responsibility (Dubbink et al., 2008; Fox, 2007; 

Hebb, 2006; Jensen, 2002; Millar et al., 2005; Stasavage, 2003). Furthermore, scholars note 

that transparency promotes accountability (Bertot et al., 2010). The transparency paves the 

way for accountability to provide more control to cloud users. The accountability makes sure 

that an organization is reporting and running their processes according to the legal 

requirements, regulations and organizational mandate so that people responsible for 

misreporting can be held accountable. Transparency ensures these processes are publicly 

available for information and good governance. Today it is a well understood principle and 

lessons learnt from the Enron scandal that lack of transparency paves way for fraud, 

corruption and defraud of the stockholders by evading accountability (Purpura, 2008). The 

lack of transparency in cloud computing also raises such fears, especially in cases where the 

viability of the CSP for a long term business relationship is under consideration. 

Transparency solutions such as the Security, Trust and Assurance Registry (STAR) 

developed by the Cloud Security Alliance, New Zealand, and the United Kingdom Cloud 

Code of Practice (Cloud Industry Forum, 2011) can increase the answerability of the CSP 

based on social responsibility but do not bring in accountability. The main reason is lack of 

accountability structure. In an approach for accountability, the European Union effort to 

make business corporate rules mandatory for organizations shows a successful policy 

movement that enforces transparency, compliance and accountability. This research reflects 

that accountability requires government intervention in cloud computing at some stage. In the 

absence of an accountability structure, the cloud user can seek accountability of the CSP 

through the contracts, SLAs and promised legal protection. The onus of providing these 
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facilities greatly rests on the CSP to accommodate the requirements of cloud users and 

relevant laws. 

6.2.1.5. Associating Four Elements for Good Governance Control   

The four elements of transparency, accountability, legal protection and compliance show 

interconnectivity with each other and improve the cloud governance control, as described 

below. 

 In academia, transparency is known as the ‘right to know’ reforms (Fox, 2007) and paves 

the way for accountability. It has become a good governance principle, successful in 

decreasing fraud and corruption. In cloud computing, pre- and post- adoption processes 

rest on transparency. Without disclosure of socio-technical-legal information related to 

cloud user data, it will be nearly impossible for the consumers to make strategic decisions 

and perform risk assessment. In post adoption of cloud services, the transparency will 

help the cloud user to defend his or her technical and legal position and seek 

accountability. The transparency will add meaning to the constructs of the CGF and will 

allow cloud users to make reasonable judgements during proactive and continuous risk 

assessment. 

 The legal protection increases the weight associated with the rights of the cloud user. The 

legal protection gives a strong governance control that leads to the accountability of the 

CSP for non-compliance of relevant provisions of contracts, laws and regulations. The 

legal protection adds control, ownership and authority of the cloud user in cloud. The 

transparency will show the depth of legal protection extended to cloud users and 

compliance of CSPs to protect cloud users. The breach of legal protection leads to 

accountability and judicial adjudication. The legal protection will strengthen the cloud 

user and his or her data rights in cloud computing. This research indicates legal protection 

is achievable through the collaborative effort of the CSP and intervention of the 

government. 

 The CSP compliance to security standards, regulations and statutory laws increases the 

reliability of the CSP to protect the data of the cloud user. Non-compliance leads to 

negation of legal protection, absence of accountability and loss of governance.  

 The transparency and accountability protect the rights of the cloud user. The transparency 

seeks answerability of the CSP. The lack of transparency decreases the accountability of 

the CSP, which is aggravated by transnational nature of CSP. The transparency and 
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accountability are both realized as foundations for good governance in organizational 

structure. But in cloud computing, this research shows that these two elements lack 

governance strength. The legal protection and compliance are amalgamated to provide 

strength to these elements. The legal protection enhances the accountability and extends 

the control of the cloud user. The compliance restricts the CSP to be compliant to the 

relevant laws, processes and business rules to avoid accountability. The accountability is 

achieved through enforceable contracts, online dispute resolution and judicial courts. 

These four elements are essential to counter any unfortunate incident that might deprive the 

cloud user for seeking governance. These elements also reinforce the functionality of the 

JGB. The functionality of these four elements is illustrated in Table 6.1. 

 Transparency Legal Protection Compliance Accountability 

Transparency 

The CSP provides 

disclosure statements 

related to jurisdictional 

risks, legal issues, 

compliance policies 

and accountability that 

can impact data 

governance rights of 

the cloud user. 

 

The CSP provides 

information about data 

protection laws, contract 

law and contractual 

obligations of cloud 

users. 

The CSP must provide 

legal information related 

to contracts, subcontracts 

and jurisdiction in the 

whole cloud supply 

chain. 

The CSP displays 

information about 

compliance to relevant 

provision of laws and 

regulatory directives 

for information of the 

cloud user that can 

impact his or her data.  

The CSP displays 

compliance to ISG, 

audit standards and the 

governance process. 

 

The CSP provides 

information related to 

processes that ensure 

accountability of the 

CSP in case of 

breaches related to 

transparency, legal 

protection and 

compliance. 

Legal 

Protection 

The CSP provides 

information to cloud 

users about the legal 

procedures that enforce 

the CSP to 

accommodate 

transparency and good 

faith principles. 

The CSP provides the 

ISG terms referred in 

SLAs as part of 

contractual agreement. 

The CSP discloses 

security breaches to 

cloud users under 

relevant law. 

 

The contracts must be 

enforceable to protect 

rights of cloud users 

(privacy, data protection 

and non-disclosure to 

third party) in the whole 

cloud supply chain. 

The CSP must ensure 

data protection under 

cloud user laws and helps 

cloud user to gain legal 

protection of his data 

under relevant laws of the 

country. 

The CSP provides 

flexible agreements to 

allow cloud users’ 

requirements. 

The CSP provides choice 

of court to cloud users. 

The CSP ensures 

compliance with the 

relevant data 

protection and privacy 

laws. 

The CSP ensures legal 

protection to the cloud 

user that his or her 

data is not exchanged 

with the third party.  

The CSP provides 

clauses in the contract 

to enable liability and 

accountability in case 

of breach. 

The CSP provides 

electronic dispute 

resolution. 

The CSP provides 

choice of jurisdiction to 

cloud users for 

accountability. 

. 

Compliance 

The CSP publicly 

displays documents to 

ensure compliance to 

SLAs, transparency 

and international 

standards. 

 

The CSP and cloud user 

legally and technically 

comply with the relevant 

laws of their respective 

country. 

The CSP shows 

compliance to cloud 

contracts and agreements. 

  

The CSP and cloud 

user ensure 

compliance to relevant 

laws, business 

processes, governance 

standards and security. 

The CSP ensures 

compliance to relevant 

procedures of 

transparency, legal 

protection, 

accountability in line 

with international and 

consumer protection 

accountability 

requirements. 

Accountability The CSP displays The cloud user ensures The accountability is The cloud user seeks 
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processes and 

procedures that show 

methods of 

accountability. 

Third party audit 

reports are made 

available for cloud 

users. 

accountability through 

specific performance of 

the contract. 

The CSP establishes 

Online Dispute 

Resolution for out of 

court settlement. 

The cloud user uses the 

choice of court option.  

ensured through 

compliance to 

transparency, 

regulations, standards, 

contracts, and 

standards .  

accountability through 

 Non-compliance 

to regulations and 

contract. 

 Online dispute 

resolution. 

 Inserting choice of 

court in contracts. 

 Table 6.1: Processes Linking Four Elements 

Table 6.1 shows a matrix that is populated with the plausible processes and suggestions 

coming from the triangulation. The four elements are associated together to provide more 

control and strength to the cloud user and the JGB. The research shows that the CSP must 

initiate the processes suggested in these elements. It is also supported by the governments and 

policy makers who are emphasizing that CSPs need to make changes and go according to the 

cloud user requirements (Article 29 Working Party, 2012; Government of Australia, 2011a, 

2012). Together these four elements can help cloud users make an informed decision by 

performing better risk assessment, negotiating their control with the CSP under legal 

protection, and seeking compliance to relevant provisions and accountability.  

The four elements enhance the ISG (Information Security Governance) in cloud computing 

by creating an environment of strict accountability. It has been observed that the transnational 

characteristics of cloud computing have a strong impact on the cloud ISG and shows loss of 

governance. The incorporation of these four elements diminishes the effect of the 

transnational characteristics to some extent, and brings more control to the cloud user by 

establishing the rules of governance that brings accountability. It also ensures the extended 

authority of the cloud user by providing legal protection and seeking accountability. The 

transparency ensures that the CSP is proactively implementing the controls and adhering to 

responsibilities. The legal protection shows compliance to these responsibilities and enhances 

protection of the cloud user legally. The compliance to regulations, contracts and laws 

ensures due care processes are in place. The accountability brings justice for cloud users. 

These controls will bring the trust, confidence and reliability to the cloud governance and the 

CGF.  

6.2.2. Joint Governance Board (JGB) 

In chapter 4, the JGB is designed with the intention of producing a collaborative environment 

and balanced relationship between the cloud user and CSP to effectively translate security 

controls. It is an attempt to avoid the tyranny of Dahl’s (1957)Dahl (1957) theory and the 
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third preposition expressed by Walster et al. (1978). The coordination, collaboration and 

shared responsibility in the JGB are capable of translating cloud user requirements in cloud 

computing and resolving issues in cloud computing. 

6.2.2.1. Cooperation by CSP 

The European Union recognises the current situation of weakness and non-negotiable 

position of a cloud user and suggests that cloud users should try to negotiate the contract. The 

EU notes that the weak state of cloud users should not be used by cloud users themselves to 

avoid negotiation and take their position as a defence in law. The international and 

government ISG standards show the same thing and hold the asset owner (cloud user) liable. 

The IT governance, and statutory and legal compliance, literature also holds the cloud user 

responsible for compliance. This does not stabilize the legal assurance to support and enhance 

cloud user protection. It is observed during the ISO meetings engaged in developing new 

standards for cloud computing (ISO 27017, ISO 27018) that these notions are opposed by 

different nations because the cloud user is dependent on the CSP for administration and 

operations. The amendments are proposed to request CSPs to act in a collaborative manner 

with cloud users to develop the information security management systems and governance 

structures. The CSP must offer cooperation to cater to the legal, security and business 

requirements of the cloud user. The shared responsibility will increase trust and assurance in 

the cloud environment. These amendments show that the JGB is needed to solve issues in a 

collaborative manner for implementation of security controls and protect cloud user rights 

duly supported by international security standards, and the IT governance and ISG literature. 

6.2.2.2. JGB Eases Cloud User Right to Data Protection 

The various legislative laws determine cloud user entitlement to data protection by default. 

The cliché of the Patriot Act has haunted the cloud market and relentlessly created fears of 

data acquisition by the USA government, as the researcher experienced during presentations 

at various seminars. The people from various countries target the Patriot Act as a Draconian 

Law and seldom see the power of national security laws of their own countries. There are 

some countries (Calarusso, 2011) including New Zealand (Summary Proceedings Act 1957) 

that legally allow law enforcement to acquire encryption keys and incriminate cloud users. In 

some countries, this is regarded against the equity principle of self-incrimination (Levy, 

1986). The protection of the cloud user can be extended by encrypting the data at rest and in 

motion. Moreover, the procedures for Online Dispute Resolution (ODR) can be enhanced to 
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avoid incrimination and to resolve the disputes by providing basic legal rights to cloud users. 

Philippe notes that ODR can help reduce jurisdictional legal issues, and decrease the cost and 

legal risks (Philippe, 2010). The majority of legal documents (Table 5.7) support ODR as a 

remedy, although it is yet to be seen as a proposed solution in cloud market. The JGB bridges 

between cloud users and CSPs, which can implement ODR in order to avoid litigation and 

pacify legal issues. The JGB eases such tensions by extending the cost effective legal 

protection to the cloud user. 

6.2.2.3. Incorporation on Four Elements in JGB 

The JGB solves the majority of the issues in cloud computing. The four elements improve the 

capability of the JGB in the transnational and local cloud environment by providing strong 

protection and governance. The JGB can implement the processes of transparency and legal 

protection to ensure compliance with accountability.  

6.2.2.4. JGB Adoption  

The cloud environment also shows the inclination towards a central repository that can 

regulate the affairs related to cloud computing by developing different cloud codes. The main 

purpose of these cloud codes is to comply with transparency and accountability. There are 

many instances, such as the UK’s and New Zealand’s Cloud Code of Practice, showing 

ethical procedures that disclose information for cloud users and seeking compliance to 

mitigate the risks from the CSP. The European Union has made Business Corporate Rules 

mandatory for CSPs from 1 January, 2013 (Article 29 Data Protection Working Party 2012), 

which also shows that the concepts generated by this study are valid. The US government is 

using the Joint Authorization Board (Government of the United States, 2012c) in a similar 

way the JGB works. The Cloud Security Alliance STAR registry is a successful central 

repository used by various enterprises to provide transparent ISG information that can be 

accessed by anyone. All of these instances endorse the viability of the JGB. 

6.2.3. Risk Management  

The CSP divides cloud architecture into two components: physical and logical. The physical 

is in the control of the CSP and logical is shared with the cloud user. The cloud user cannot 

assess the physical security because its security state remains remote and transnational in 

context. The previous sections suggest two important aspects, namely:  
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 The CSP is responsible to follow transparency principles to supply appropriate security, 

technical and legal information that helps the cloud user to perform risk analysis to make 

an informed decision.  

 The study confirms (section 4.5.2) that the cloud user is responsible for risk assessment 

of their information assets before and after transitioning to cloud.  

The international standards and best practices support the enterprise wide risk assessment 

programme to evaluate the risks (section 5.4, 5.6 and 5.8). The cloud user must be able to 

proactively assess and identify strategic, financial, operational, legal and compliance risks in 

the cloud. The risk assessment is continuously performed to mitigate the existing and future 

risks especially in transnational clouds (Appendix D.3 and E). The industry uses the ISO 

31000 standard to develop risk management programmes; however suggested risk 

management in the cloud must also take into account contractual, jurisdictional, legal, and 

compliance risks.  

6.2.3.1. Contractual Risks 

The non-negotiable position of the cloud user is a limitation which is against the norms of 

contractual terms (Hon et al., 2012; Øren, 2003; United Nations, 1999). The CSPs can build 

trust by providing flexibility in terms and conditions of the contracts to build the trust. The 

cloud user must consider the following important aspects: 

 The contract must be enforceable. 

 The cloud user must have choice of jurisdiction for litigation of disputes. CSPs must 

extend Online Dispute Resolution to help cloud users to resolve the disputes without 

going into litigation phase. 

 The CSP must provide indemnity to cloud users for breaches of data security and outage. 

 The CSP is able to provide data protection and privacy liability clauses in the contract. 

 The CSP provides a non-disclosure clause to protect cloud user’s data, which is extended 

to every artefact involved in the cloud supply chain. The cloud supply chain includes the 

CSP, cloud user and third parties. 

6.2.3.2. Jurisdictional Risks 

The jurisdictional risk analysis may become an impregnable task for cloud user. The 

literature supports the fact that the CSP are in a better position to provide legal information 
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regarding their place of residency (American Bar Association, 2000; O'Hara & Ribstein, 

2000; Øren, 2003). The jurisdictional issues are linked with conflict of laws and non-

enforceability of contracts. The cloud user is deemed to assume the position of an alien under 

the CSP’s country laws. The cloud user cannot enforce their legal rights of data protection. It 

is important for the cloud user to wisely assess the risks based on the information available 

publicly and make a wise decision. 

The jurisdictional risk assessment requires country-based considerations based on the World 

Bank good governance indicators (section 5.8.2.1). The indicators of the country give 

empirical measures of good governance practices of the country. The World Bank checks the 

country’s good governance state using six indicators. An interactive dashboard to assess the 

country’s risk is available on the World Bank site. Figure 5.4 illustrates the good governance 

of New Zealand using the World Bank indicators. The World Bank has divided the indicators 

into following categories:  

  Voice and Accountability: Signifies the responsibility and participation of the 

citizens to select the government. It also denotes freedom of expression, freedom of 

association, media and constitutional fundamental rights. 

 Political Stability and Absence of Violence: This includes the political health of the 

country. It signifies the probability of instability of government, unconstitutional 

coup d'état, violence and terrorism. 

 Government Effectiveness: It signifies the effectives of government policies, 

credibility of government to develop and implement the policies. The effectiveness of 

various organs of state independent of political pressure.  

 Regulatory Quality: Regulatory policies for the development of private sector for 

economic prosperity. 

 Rule of Law: It signifies the quality of enforcement and respect of law in the 

country. It signifies quality of enforcement of various laws related to fundamental 

rights of individual, constitutional remedies, contract enforcement, property rights 

and mitigation criminal activities.  

 Control of Corruption: It signifies all forms of corruption in public sector and also 

it denotes the misuse of power by the elites. 

The positive indicators signify “transparency, accountability, and good management 

practices” (Nanda, 2006, p.273). The acquisition of cloud services from such countries is 
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presumed to be viable and positive. The statistical analysis of these indicators determines that 

that country is safe for investment. The CSPs residing in these countries are expected to be 

viable for long term relationship. The analysis can only help the cloud user to make a wise 

decision but cannot provide the assurance. 

6.2.3.3. Legal Risks 

One of the ways to have control is by legal protection of the cloud user data. It is therefore 

important for cloud users to assess the legal risks. The government documents, statutes and 

international working parties policies support that the cloud user should be agile enough to 

assess the legal risks. The cloud user must understand the laws affecting the integrity of their 

data in different jurisdictions. For instance, the 5th Amendment of the USA constitution 

protects the cloud user against self-incrimination (Clemens, 2004). For example, if the cloud 

user encrypts the data, the USA government cannot ask for the encryption key from the cloud 

user under 5th amendment (Schwerha, 2004). In New Zealand, cloud users will be under an 

obligation to provide the key to law enforcement and incriminate themselves. The EU 

provides better and strong data protection to the cloud user. Therefore, the cloud user should 

assess the data and consumer protection laws, and contractual clauses in cloud agreements. 

6.2.4. Information Asset Management 

The research findings support asset management (section 4.5.3). In order to operationally 

capture the asset management in line with international security standards, the controls 

(Appendix D.3) support the formation of an information assurance team to assess information 

assurance within an organization to minimize the risk. The controls act similarly to the JGB 

(section 4.5.1) which provides identification, valuation, analysis of threats and transfer of 

assets.  

6.2.5. Selection of Cloud Layers 

The classification of information assets determines selection of the appropriate cloud layer. 

The selection of cloud layers and classification of information assets together determine the 

type of controls necessary for security (section 4.5.4). There is no significant change to the 

construct.  
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6.2.6. Security Policy 

The research shows that cloud computing represents a shared and collaborative environment. 

It needs the collaboration of cloud users and CSPs to implement security and governance 

controls operationally. The lack of collaboration leads to problems, lack of trust, loss of 

governance and may stand against the norms prescribed in policy documents. The CSP must 

provide flexibility to integrate the security requirements of the cloud user and review the 

security policies periodically. This idea is seen in the incorporation of a Joint Authorization 

Board (section 5.7.1) which sets joint control to manage implementation of security controls 

similar to the JGB. 

6.2.7. Monitoring 

Monitoring is one of the mandatory controls of ISG. The research reveals that cost and the 

multi-tenant architecture of cloud computing restrains the CSP from technically developing 

platforms to display monitoring information for the cloud user. The research agrees on 

technical instrumentation, a combination of identity management tags and standard atom 

language, to parse the information for the cloud user for monitoring. The cloud user may use 

logging at the network egress for monitoring the services and can also acquire the services of 

a third party. The structures are yet to be seen.  

A review of the research reveals that continuous monitoring improves the working relation of 

the CSP and cloud user, as reported in almost every government document, international 

standard and legal statute. In the European region, the CSP must cooperate with the cloud 

user for monitoring purposes (Article 29 Working Party, 2012). In monitoring, the cloud user 

should be able to see the audit, compliance and security reports. Some research results also 

show that the CSP should provide a dashboard to provide monitoring reports to cloud users. 

The same notion is followed in the USA, Australia and New Zealand. In the USA, especially 

in government agencies, the FedRAMP Joint Authorization Board provides continuous 

monitoring services of CSPs.  

6.2.8. Audit and Compliance 

The overall findings confirm the audit and compliance construct (section 4.5.8). There is not 

much change in this construct; however, research reveals that contracts and SLAs must 

contain clauses for third party audit (section 5.8.1.1) and compliance to relevant provisions 

for better control. The compliance is achieved by joint responsibility of the CSP and cloud 
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user. The CSP must provide services to enable the compliance with respect to regulatory 

authorities of the cloud user country. There is not much improvement of compliance, 

however it is seen in the examination of general practices that government intervention will 

pave the way for compliance in cloud computing  (section 5.8.2.3). 

6.3. Discussion  

The major aim of the research study was to develop a cloud governance framework that can 

answer the research question and accomplish the objectives. The study was divided into two 

phases. Phase 1 was intended to build the conceptual CGF. The applicability of the CGF was 

evaluated by sending it to key companies for the realization of the objectives. Phase 2 was 

both exploratory and confirmatory, in that it evaluated the CGF using different research 

methods to collect the evidence in support of CGF. The triangulation of these methods was 

used to confirm the findings.  

6.3.1. Addressing Research Objectives 

The study developed the CGF based on the research question and objectives (section 2.10). 

These objectives were designed to extend the control of the cloud user over the cloud 

platform and develop a holistic framework. The first three objectives are explained in section 

6.3.1.1 and were researched in Phase 1 (Chapter 4). The fourth objective, as explained in 

section 6.3.1.2, was influenced by the legal and weak status of the cloud user that was 

realized in Phase 1 and extended to Phase 2. The fifth objective, explained in section 6.3.1.3, 

addresses the triangulation of research methods in Phase 2 to suggest improvements in the 

current CGF (Chapter 5). 

6.3.1.1. Identifying and Developing the Cloud Governance Lifecycle  

This research shows that due to absence of a governance structure in cloud computing, 

existing ISG (Information Security Governance) controls specified in various standards need 

modification to suit the requirements of the cloud computing. The main elements of ISG 

theory are missing in the implementation of cloud security governance. The ISG controls in 

cloud computing are divided between cloud users and CSPs, and some are shared. 

Additionally, lack of transparency and accountability in cloud computing by CSPs aggravates 

the ISG. The working committee on ISO 27017 and ISO 27018 has been faced with a similar 

dilemma while trying to improve controls. This research has identified that controls of 
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existing ISG standards are applicable to the cloud environment through a collaboration 

platform regulating the relationship of the cloud user and CSP (Chapter 4) in a centralized 

authoritative structure that accepts the responsibility. The study introduced the concept of the 

JGB (Joint Governance Board) that extends the control of the cloud user, which is supported 

by literature (Chapter 4). The United States Government’s Joint Authorization Board shows a 

governance structure that correlate and verifies the correctness of the JGB. During the 

mobilization Phase, the JGB did not receive any opposed opinions that would invalidate it. 

The majority of research data and ISG theory have showed themes that agree with the 

conception of the JGB. The collaboration platform translates the security requirements of the 

cloud user on the cloud platform without compromising the authoritativeness of ISG theory, 

controls in various standards, and accountability. The research has shown that the JGB is 

practiced by the mediators, cloud brokers and governments. Recently, the New Zealand 

government has formulated a JGB-like governance structure to guide the government 

transition to the cloud. It shows a trend that JGB-like structures are adopted to facilitate the 

security governance. It also complements the research which indicates that the share 

responsibility or joint collaboration in the cloud governance structure will bring trust, 

confidence, control and governance. In transnational practice, the incorporation of 

transparency, legal protection, compliance and accountability strengthen the JGB structure to 

extend the further control of the cloud user and create a viable governance structure. It can 

suffice the responsibility, processes and control requirements specified by ISO 38500, ISO 

27001(2005) and ISO 27002. 

With the JGB, the study builds the governance lifecycle to differentiate the ISG controls 

between the cloud user and the CSP. This study identifies ISG controls, which are common 

security and governance controls found in the majority of the standards and can be applied 

holistically. The governance lifecycle divides the control between the cloud user and CSP 

according to their responsibility. The intention to construct the governance lifecycle 

iteratively is to accommodate new constructs and controls in the framework for present and 

future needs. The nature of the governance lifecycle and available controls provide holistic 

processes that can be applied in any jurisdiction and security standard.  

6.3.1.2. Aligning Statutory Laws to Protect Cloud Users 

The research has identified universal principles, accepted by the laws of the majority of 

countries, which add strength to the weak posture of the cloud user. But these laws require 
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implementation which is limited by the conflict of law and the cloud user’s legal position. On 

the other hand, the CSPs are not showing eagerness to legally protect the cloud user, 

especially the small cloud user. The bargaining strength remains with the CSP. This research 

shows that the legal protection is extended through contracts, universal principles and 

intervention of government. The research has identified that the CSP should also provide 

legal remedies to the cloud user by providing statements of disclosures and online dispute 

resolution for transparency and accountability. By giving the choice of jurisdiction to the 

cloud user, it will extend the control of the cloud user and provide more business to the CSP. 

The research reveals that the choice of jurisdiction will enhance the accountability, legal 

protection, compliance and economic growth of the CSP. The success of organizations which 

give choice of jurisdiction shows the consumer trust and confidence in the service. In the 

absence of a choice of jurisdiction clause, the CSP organizations must provide disclosure 

statements and online dispute resolutions to resolve issues in cloud computing in line with 

international guidelines.  

6.3.1.3. Realization 

The research has employed a longitudinal study to develop a Cloud Governance Framework 

(CGF). The study integrated Transdisciplinary Research (TR) and Actor Network Theory 

(ANT). Phase 1 built the conceptual theory that was advanced by Phase 2 by integration of 

the new constructs and validation. The study is validated by the triangulation of research 

methods.  

The ISG framework is the collaborative relationship between the cloud user and CSP. The 

cloud computing ISG needs four important governance elements. These are transparency, 

legal protection, compliance and accountability. The extension of ISG control of the cloud 

user is dependent on these four major determinants of cloud ISG. The advisory documents of 

human rights, legal documents and regulatory documents enforce the basic principles of 

justice and fairness that reinforce these four determinants (section 5.8.2) that create the 

governance balance which requires fair treatment from CSP. The research identified that the 

majority of regulatory and government policies of the world suggest that privacy, data 

protection, auditing and security requirements must be written into the contracts and 

agreements. The CGF solves these through the structure of the JGB. 

The research agrees with (Latour, 1987; Latour, 1999b) views on facts construction and 

alignment of interests, which are necessary methods to gather support to validate the findings 
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of research. The focal lens of the study was the ISG which is primarily used to filter 

correlated data using the Obligatory Passage Point (section 3.3.2.3). It was essential to find an 

agreement between contrary views; an alignment of interests, especially during the study of 

various laws and brings research to realization. The research suggests that, despite there 

being major differences in the implementation of law, all agree and align to protect the 

weaker party. The laws agree with each other to extend the control of the cloud user. The 

social, legal and technical aspects substantiate the cloud governance framework with aligned 

facts emerging from multi-disciplinary subjects and diversity. Moreover, the irrelevancy 

existing in the artefacts related to cloud governance framework is removed by passing them 

through the ISG Obligatory Passage Point and triangulation. The constructs or actors are then 

enroled in the framework to become part of the CGF. This shows that this research 

harmonizes with Latour’s (1999b) observations that exoteric (conceptualization) and esoteric 

(field data) agree at one point. It also shows that translation effectively resulted in an 

improved framework which evolved and grew with time by enrolling actors to enhance its 

functionality. The CGF thus becomes a framework of various actors (constructs or artefacts) 

to provide governance and extend the control of cloud users. Callon (1987) compares such a 

creation with a “black-box that contains a network of black-boxes that depend on one another 

both for their proper functioning and for proper functioning of the network” (p. 95). 

Applying Latour’s (1986) and Callon’s (1986a) views, the CGF becomes an actor-network.  

The research found that cloud computing is still evolving and in its early stages. There will be 

many frameworks that can solve the issue of control between the cloud user and CSP. The 

CGF solves the various issues. The new improved CGF protects the cloud user rights by 

integrating various regulations and legal opinions across the regions. During the course of 

this study, the EU, USA and Australia have been developing methodologies with different 

regulatory documents to overcome the obstacles of that retard cloud computing. However, 

there   needs to be more research in this area. 

6.4. Evaluation of Research Process 

The study took the approach prescribed by Guba et al. (1985), which was briefly defined in 

section 3.4. The four evaluation criteria are credibility, transferability, dependability, and 

confirmability.  
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The credibility was assured through the diversity, longitudinal study and continuous 

observation of the cloud environment. The diversity and longitudinal study enriched the 

researcher’s mind to experience gradual learning from various disciplines, advance 

confidence in findings, and eliminate clichés. Ongoing research augments into an in-depth 

learning and holistic theory building (Robey, 1996). The mutual learning in Transdisciplinary 

Research (TR) provided a confidence about the research. The ANT diagnosed the required 

information to suit the needs of the research question. In order to remove the bias experienced 

through the interpretive approach and obligatory passage point, the credibility was achieved 

by deploying Huberman et al. (1994) and Patton’s (1999) approach of triangulation of 

methods. It provided credibility to the findings which were acquired from exercising various 

methods. 

The diversity gave holistic findings that can be applied in various jurisdictions. Guba et al. 

(1985) note that results should show transferability and applicability to other situations. It is 

achieved through the thick description (Huberman et al., 1994). The study achieved the 

transferability by getting the CGF evaluated by the companies in Phase 1. The acceptance 

during the evaluation shows the transferability of research. In Phase 2, the CGF was placed in 

a social discourse to re-evaluate itself before the social gathering of different disciplines. The 

acceptance and improvement during the social discourse signifies the transferability of the 

CGF. 

The dependability demonstrates the consistency of the findings. The methods of Actor 

Network theory, mobilization, follow the actor and inscriptions have shown some consistency 

in the findings. The field data within these methods was triangulated to further strengthen 

consistency. The translation of various organizations and government showed consistency 

with the CGF.  

The study achieved confirmability by removing the researcher bias during the research 

processes. The output of the research was continuously improved through the iterative 

process. The expert views of the transdisciplinary group and methods of actor-network theory 

were used to remove the bias. The confirmability effectiveness was achieved through the 

triangulation of the research methods. 
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6.5. Summary 

The chapter discusses the CGF and its components. The CGF is an actor network constructed 

iteratively during Phase 1 and Phase 2. The findings confirm its various components and the 

CGF. The JGB is able to create the balance between the cloud user and the CSP. The findings 

show the four important elements of governance; namely transparency, accountability, legal 

protection and compliance. All these elements or actors combine together to support the JGB 

to generate trust and create more control for the cloud user. The cloud computing is evolving 

and will take different forms in the coming years. 
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Chapter 7. Conclusion and Future Research  

7.1. Introduction 

The key findings which corroborate the chapter 4 governance framework were discussed in 

Chapter 6. The key findings are a triangulation of various sources to align and support the 

governance framework. The organization of the chapter is illustrated in Figure 7.1. 

 

Figure 7.1 : Organization of the Chapter 

7.2. Overview of Research  

The aim of the research was to develop a holistic governance framework that can address 

current problems. The study was longitudinal and spanned over four years. The expansion of 

the study was strongly linked with the diversity and evolving nature of cloud computing. The 

study addressed the issues, requirements and objectives of this research by building a 

conceptual framework for the CGF in collaboration with IBM; and further integrated 

substantial facts to support and confirm the CGF iteratively. The diversity was unavoidable 

and the study applied various disciplines to analyse the problem and solve issues expressed in 

section 2.7. The study covered the objectives (section 2.10) with the aim of extending the 

control of the cloud user by: 

 Integrating the strength of ISG theory; 

 Recommending rules to preserve governance with accountability; 

 Integrating existing clauses of international standards for good governance. 

7.6 Conclusion 

7.5 Future Research 

7.4 Limitations 

7.3 Research Contribution 

7.2 Overview of Research 
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7.2.1. Enhanced Share Relationship of Cloud User and Cloud Service Provider 

The literature review revealed a shared platform of cloud computing. Both the cloud user and 

CSP are engaged in an iterative life cycle to use, provide and access the cloud services. The 

inherent cloud architecture results in a depreciation of ISG. The control lifecycle in cloud 

computing is completely different to the control practiced in existing ISG. The study 

developed a holistic approach in which the existing ISG practices can be practically 

implemented. The CGF uses the concept of shared relationship in cloud computing to 

develop the JGB for implementation of security controls and successful translation of cloud 

user requirements. 

7.2.2. Protecting the Cloud User Interests  

The literature review revealed that the position of the cloud user is weak in the cloud 

environment and does not receive comprehensive protection in legal sense. His or her non-

negotiable position cannot effectively develop governance policies, authority and control. 

The study extends the control of the cloud user by incorporation of four elements that are 

necessary and important to grant rights to the cloud user. The study protects the interests of 

the cloud user by using transparency, accountability, legal protection and compliance. All of 

these four elements are dependant and align together to create governance in cloud 

computing. 

7.2.3. Establish Governance, Responsibility and Accountability in Cloud Computing  

The literature revealed an absence of corporate, IT and ISG governance that assists in the 

implementation of a culture of security and management vision. It is also established that 

shared responsibility is the core component of cloud engagement on which security, 

compliance, legal protection and accountability is dependant. The JGB institutes a structure 

of collaboration to establish governance, responsibility and accountability. The JGB shows a 

mechanism for joint management control originating from the existing literature, governance 

standards and legal statutes. The confirmatory findings came from the triangulation of 

transdisciplinary and ANT methods (chapter 5). 

7.2.4. Integration of Existing Standards to Provide Governance Structure 

The literature showed the inadequacy of existing international information security and 

governance standards to handle the cloud. The study used the mandatory clauses of ISO 
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27001(2005) to build a governance life cycle that integrated the existing standards in the CGF 

and was confirmed through rigorous field study. The extant of diversity was reflected in the 

CGF which showed its generalization in a multi jurisdictions environment by using different 

ISG standards. Its applicability was also tested by sending the CGF to companies. The 

applied ANT also rigorously tested the CGF by interacting with the social world and 

improving its structure iteratively.  

7.3. Research Contributions  

The research has contributed theoretically and professionally to different factions. Many parts 

of the research in this thesis were shared to enhance security controls in the CSA, CCM, 

CAMM cloud chain controls, ITU-T documentation, Use Case group and Cloud Security 

Alliance New Zealand Chapter. Both academia and professionals will benefit from this study. 

Interpretive studies contributed to the research in terms of the concepts, theory and 

implications; along with making a contribution of rich understandings of the subject matter 

(Walsham, 1995  p. 76). The conceptual theory building can be seen in this study in the CGF 

(chapter 4) and iterative integration of components as described in chapter 5 and chapter 6. 

The implications were drawn from the alignment of social, technical and legal disciplines to 

enhance the governance engagement of the cloud user and CSP. It was achieved from diverse 

multidisciplinary literature, participatory transdisciplinary research involving various 

organizations, and rigorous applied methods of ANT.  

The next section will discuss three research contributions coming out of this study and their 

implications. The study contributes to the theoretical, methodological and practical 

disciplines of information systems. 

7.3.1. Theoretical Research Contributions 

The research contributes to the current literature in many ways. The research endeavoured to 

solve the problems and issues, and address the requirements of the cloud computing from the 

industry perspective. The next sections discuss how the study contributes to the theoretical 

literature. 
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7.3.1.1. Theoretical Constructs Development for Cloud Governance 

The research in this study is an intersection of social, technical and legal domains. The 

previous works in cloud computing do not focus on safeguarding the rights and extending the 

control of the cloud user. It is evident that non-cooperative methods in cloud computing 

(Bradshaw et al., 2010) may result in distress, lack of trust (Walster et al., 1978) and lack of 

governance. The academic and professional literature still show these concerns in cloud 

computing (Hon et al., 2012) and rarely focused in the past on entertaining the cloud user’s 

concerns. The governance in cloud computing is concerned with the ability of the cloud user 

and CSP to achieve ISG and the coordination to protect cloud user data rights. The constructs 

of the CGF reduces these problems in the cloud and create a collaborative bridge that 

translate the enterprise and cloud user requirements. It reduces the risk of mistrust, a non-

negotiable position and social inequity. It implements the ISG in cloud computing in alliance 

with the regulatory and legal requirements, and gives more control to the cloud user. It is 

useful for stakeholders, decision makers and cloud standard making bodies. 

7.3.1.2. Implications for Information Security Governance Theory 

The ISG in cloud computing, and especially in information systems, has scarcely been 

researched. The majority of the ISG theories show an authoritarian style supported by 

mandatory legal requirements (ITGI, 2006). The cloud architecture and layers disrupt 

existing theories of ISG. Openness in ISG theories is not an accepted paradigm, however is 

depicted in cloud computing. This research contributes substantially to the existing ISG 

literature. The study develops the CGF to ensure the success of ISG theory and best practices 

on the cloud platform by aligning various disciplines. The study extends ISG theory by 

introducing the concept of joint governance and extends the strength of ISG by devising the 

JGB to smoothly translate the requirements of the cloud user. It is expected that, in the near 

future, there are going to be cloud governance structures offering shared controls, 

accountability and legal protection. 

7.3.1.3. Four Elements of Cloud Governance 

The academic literature and professional reports show that the cloud user loses control, 

governance and accountability (Catteddu et al., 2009; ENISA, 2009b; Zhiyun et al., 2010). 

The loss of governance is closely associated with the absence of the elements of 

transparency, accountability, legal protection and compliance (section 6.2). The regulations 
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and consumer protection laws across regions and some of the ISG literature support these 

factors. The ISG literature has stressed the importance of these elements (section 6.2) to 

create the balance between regulations, law, good practices and allegiance to ISG rules in 

cloud computing. It extends the meaning of the ISG by incorporating social cooperation into 

cloud computing by creating trust, good faith and a collaborative culture of security. 

Integration of these four elements in government cloud policies, CSP cloud models and cloud 

ethical codes brings trust, control and confidence to cloud engagement. 

7.3.1.4. Implications of the Cloud Governance Framework 

The CGF adds meaning to the current position of ISG (Information Security Governance) and 

extends its meaning in social science from the academic and practitioner viewpoint. The 

structure and process of the CGF integrates existing ISG and governance theories. The CGF 

was evaluated over the course of the time for its applicability in the real world. The CGF was 

tested by companies (chapter 4), and accepted and improved by actors (chapter 5). The CGF 

is a guide for decision makers, cloud brokers and cloud users who are transitioning to the 

cloud computing platform. The study to develop the CGF, in the context of ISG, makes the 

following contribution:  

 The study introduces the pre- and post- adoption lifecycle into the CGF that enables ISG. 

It also ensures segregation of responsibilities and translates the controls through the JGB.  

 The governance is balanced through the working relationship of four elements (section 

6.2). These elements also extend its operational effectiveness through the JGB, SLAs, 

online dispute resolution and data protection. Introduction of these fours elements 

(section 6.2) balance ISG governance and cultivate a trusted environment for better cloud 

adoption. These also protect the rights of the cloud user and regulate governance. 

The study also generated the following specific recommendations: 

 Introduce methods and procedures for effective risk assessment, monitoring and control. 

 Introduce standard guidelines for equitable SLAs and ODRs for redress of grievances 

according to the universal principles of law. 

7.3.1.5. Legal Lens Explored 

The studies in information systems are generally related to social and IT interaction. The 

social, technical and legal aspects are seldom represented in information systems. The cause 

is slow development of law as compared to social and technical norms. The conflict of laws 
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also shows constraints for technology. The study analyses laws based on common themes. 

The concepts from the legal literature are aligned with the social and technical data in a 

Machiavellian alliance (Callon et al., 1981; Harris, 2005). The study can be helpful for 

decision makers, government and policy makers in the following ways. It can:  

 Avoid conflict of laws in different jurisdictions and standardized cloud contract clauses to 

benefit both cloud users and CSPs. 

 Harmonize laws with social and technical literature to protect cloud based interactions. 

 Provide methods to assess the jurisdictional and legal risks of cloud computing. 

7.3.2. Multi-Method Research Methodology 

Scholars have recommended using a structured multi-method research methodology to 

address the issues to bring order and symmetry in the findings that emanate from unavoidable 

diversity (Mingers, 2001; Robey, 1996; Taylor et al., 2010). The study used the structured 

approach to remove the uncertainty by adding credibility to the findings using triangulation. 

Researchers can benefit from multi-method approach to advance their knowledge in cases 

where: 

 The evolving nature of new technology is generating new global concepts disrupting the 

existing theories. The multi-method approach rests on diversity and can be used to 

generate theory, models and frameworks that can be generalized in various geographical 

regions. 

 The evidence to substantiate the findings is uncertain and scarce. The multi-method 

approach gathers evidence from various disciplines to harden the facts to corroborate and 

validate the findings. The triangulation of findings from the multi-method approach 

reduces the bias and confirms the findings. 

7.3.3. Practical Research Contributions 

The CGF was evaluated practically (section 4.6) and tested before a wide range of audiences 

(section 5.5); supported by actors (section 5.6) and enhanced by inscriptions (section 5.7).  

 International Contributions: These parts of the study have practically contributed to 

devising methods (section 5.4.6.1, 5.4.7.1, 5.4.8.1 and 5.4.9.7) and creating ISG controls 

for cloud governance (ISO 27017). The study also mapped the EU data protection articles 

on CCM to align security controls with the EU law. 
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 Local Contribution: In New Zealand, the study has created public awareness and helped 

the Privacy Commissioner office to devise a data privacy policy based on (Reavis et al., 

2012). The cloud governance toolkit developed in alignment with the CGF is also shared 

with the government. The NZISM mapping on CCM is also a contribution of this study. 

The study has also helped NZCS to create cloud code of practice. 

7.4. Limitations  

The section deals with the limitations of this study experienced during the course of the 

research. The emerging cloud computing concept brings limitations that are discussed below.  

7.4.1. Embryonic and Uncertain Cloud Computing 

The cloud computing has a vast scope (sections 2.4, 2.5 and 2.6) and attracts multi-

disciplinary research opportunities in ISG. There are many areas that may have been 

explored; however the study is restricted due to the following facts: 

 The cloud computing is gaining maturity and cloud governance policy developments are 

still progressing. In 2013 the EU asked organizations to adopt the business corporate rules 

mandatorily. Similarly, the US cloud policy started developing in 2010 and is still 

evolving. Other governments in the Asian, Pacific and Australasian regions are also 

developing guidelines for cloud security and risk assessments. The participants also 

mentioned the uncertainty in cloud computing and advised to wait for the maturity of 

cloud governance (section 5.6.1). 

 The study was limited by time and resources. The uncertainty and evolving nature of 

cloud computing extended the work. The study confirmed the generalizability of the CGF 

by triangulation of data. The construction of CGF and its constructs enhances the ISG on 

cloud platform. The CGF has been tested with some companies for its applicability. There 

are some instances in the real world that are using CGF. While the findings indicate 

significant endorsement of the CGF, its applicability still needs more implementation in 

the real cloud environment and evaluation through case study. 

7.4.2. Resistance to Adopt Cloud Computing 

The participants in the interviews have shown resistance to adoption of cloud computing. 

Drifting views were found between information security, legal, and business professionals 

and cloud users, especially when conducting those interviews during 2011 and 2012. The 
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security professionals, especially in Australia and New Zealand, do not seem to like cloud as 

a technology solution for a secure environment and have shown resistance to cloud solutions 

especially in 2010, 2011 and 2012. By the last quarter of 2012 and 2013, the security 

professionals started showed interest by developing various controls in cloud ISG. The study 

requires more input from New Zealand and Australian regions for strengthening its 

generalizability. 

7.5. Future Research  

The cloud governance is a multi-disciplinary topic with diverse features and aspects. Several 

areas for future research have emerged during this research.  

7.5.1. Iterative Research Continuation 

The research study has constructed an iterative CGF over time. The research findings indicate 

future research directions that can support and improve the CGF:  

 The CGF can be further developed and automated to create transparent governance in 

cloud computing. Similarly, the JGB may be automated to implement cloud user security 

controls on the CSP platform. The integration requires more research in setting up 

governance rules in line with government policies, legislation and security standards.  

 The findings have shown that there is an inadequacy of ISG controls to sufficiently 

support the cloud architecture and governance. The standard making bodies are also 

struggling to develop new ISG controls. There is a need to develop new ISG controls that 

can provide the clarity to the engagements of the cloud user and CSP in the cloud 

environment. 

 The incorporation of emerging concepts, legal terminology and new technologies will 

refine the CGF into a more useful framework. 

7.5.2. Theory Integration and JGB Evaluation 

The JGB needs more development by researching the interaction of ISG, social cooperation 

theory and human rights. The set of rules generalized from the interaction can improve the 

collaboration between the cloud user and the CSP in physical and automated form. The JGB 

can be further developed and evaluated by using the case studies. 
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7.5.3. Legal Research 

The research confirmed that cloud user does not enjoy equitable legal rights in cloud 

computing. Human rights and consumer protection law and equity prescribe the rules to 

safeguard the rights of consumer. The interview participants cited the emergence of 

international treaties to overcome the weakness and data sovereignty issues. On the other 

hand, while governments have shown interest in developing policies to further strengthen 

cloud user rights, there are however constraints imposed by national security policy and laws 

that might hamper cloud adoption. The extension to this study regarding the marriage of legal 

and ISG controls could provide a strong foundation for future research, especially 

considering how national security laws impact on cloud computing and cloud user rights.  

7.6. Conclusion 

This study provides the Cloud Governance Framework for cloud computing through the 

alignment of social, technical and legal perspectives. It presents a simple iterative governance 

structure that can further integrate various emerging artefacts that suits the needs of the ISG. 

The CGF translates the legacy of the ISG into a contemporary ISG. The security and 

governance framework is an attempt to fill the research gap created by the emergence of 

cloud computing, which surfaced with different definitions in the market. The CGF is 

supported by a multi-method research methodology to enhance its structure. The integration 

of rich data from the field study extends the ISG theory and brings forth the concept of joint 

governance. In many ways, it solves the issues of ISG in cloud computing, providing control 

to the cloud user and extending ISG on the cloud platform. The legal perspective develops the 

strength for ISG and protects the rights of the cloud user. The cloud computing is still 

evolving and there are different architectures in the world that are still under development. 

The ISO committee is still working on the new standard for cloud computing. Governments 

are building new security controls around cloud ISG and companies are coming up with new 

technologies that provide technical instrumentation to overcome the existing gaps. This study 

has been motivated to overcome these concerns and generate constructs to support a holistic 

ISG that is beneficial to governments, policy makers, cloud adopters and CSPs. 
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Appendix A: Ethical Approval Documents 

Appendix A.1 Participant Information Sheet for Participant 

Aim of the Study 

My name is Rizwan Ahmad.  I am a student at The University of Auckland enrolled for a PhD degree in the 

Department of Information Systems and Operations Management. Together with my supervisor, Dr Lech 

Janczewski, we are investigating how governance can be maintained in cloud to preserve security.  We would 

like to invite you to participate in this study by allowing me to conduct with you. None of the participants are 

identified, or the information gathered used to hamper, hinder or harm any of the participant’s professional 

careers. Participation in this research project is voluntary 

Project description 

The purpose of the research is to investigate Governance issues in the cloud considering statutes, international 

standards and cloud layers. The brief description of the thesis is as 

Cloud Computing is a new paradigm, emerged from globalization and economic advantage. It delivers software, 

platform to develop software and IT infrastructure as a service to the customer. It promises reduction in cost, 

rapid allocation of resources and elasticity. The services manifested by cloud computing are provided by the 

cloud providers through their data centres. Cloud computing is transnational and the cloud provider can reside 

anywhere in the world. The characteristics of being extra-jurisdictional, makes cloud computing a vulnerable 

business case that lacks governance and security. User
1
 does not know the location of the data centre, does not 

know how his data is processed and how it is maintained.  It generates a loose control between the actors using 

and running cloud services. It can be controlled using the international security standards ISO 27001, CoBIT 4, 

ITIL or PCI-DSS etc. These standards follow the old concept that the implementation of security uses the top 

down approach where the security governance is applied with the approval of top management. In using cloud 

computing, top management and responsibility is missing which creates a gap in controlled management and 

also ignores liability and responsibility. The companies or users requesting for cloud services cannot impose 

their security controls physically on the cloud provider infrastructure. It is an outsourced environment where 

responsible partners join together on the basis of trust. The cloud user does not have ownership of its 

information assets and infrastructure. It creates conflict between controls of due care and due diligence.  

Despite the existing standards, the provisions of these standards are not adequate to provide security and 

governance in cloud. In order to govern something, it is important to have a control framework that can 

implement set of rules in form of software processes, business processes or legal contracts which enables 

accountability and protection of user data. In this research, such governance issues are discussed using a multi-

disciplinary approach. The three domains, IT, international IT security and governance standards and law are 

considered. The information regarding IT security standards and Law is obtained from documents and case law 

to formulate a preliminary framework of governance. However, there are different cloud computing companies 

in the world providing services and applying different business and security processes to protect user data. The 

remoteness of services provided by the cloud provider alienates the user from the environment to understand 

business and security procedures used during cloud services. Currently, governance framework has been 

developed keeping standards and law in mind. In this research, the current governance framework needs 

improvement to present a holistic solution protecting the user data. The interest of this research is the processes 
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that revolve around the management, security and governance of user data. How the user data can be protected 

using international standard and fortified through legal requirement. 

The standards and law cannot change abruptly; there is procedure for amendments and legislation. Only 

flexibility is with the business, security and technical processes prevailing in cloud companies that shape cloud 

services. To have a strong framework, IT processes need to be aligned with standards and law. 

Project procedures 

The participants will be chosen from three fields:- 

1. Person dealing with international standards and must have CISA or CISSP certification or working in 

security for at least 3 years 

2. Person dealing with IT support and coordination of management processes that deal with cloud 

computing 

3. Person dealing with legal aspects of cloud computing 

4. The participants will be interviewed for maximum of 45 minutes. The participants and the view point 

they will express will be kept anonymous. The findings of this research will be published in my 

research thesis and papers. 

Participation and withdrawal 

Your employees’ participation in this project is entirely voluntary.  They may choose not to take part without 

giving a reason.  They may choose to stop participating at any time during the interview, and they may choose 

to withdraw their data any time up to three weeks after the interview.  They may choose to stop answering 

questions at any time during the survey, but they cannot withdraw their data after they complete the survey as 

we have no way of identifying their response. 

You must agree that your employees’ participation or non-participation in this research project will not affect 

their employment status in any way. 

Confidentiality and use of data 

All information they provide during the meetings will be kept confidential by the researchers.  No data will be 

collected which would be able to identify them (such as name, phone number or address) or your organization. 

The data they provide will be used in my PhD thesis and in academic publications.  All data will be kept 

anonymous to ensure that your employees and your organization cannot be identified as the source. You can 

request a copy of any publications resulting from this research.  

Storage and disposal of data 

All consent forms and data gathered will be stored securely in a filing cabinet at the University of Auckland for 

a period of 6 years, and will be securely destroyed at the end of this period.  All electronic data will be 

password-protected and will be securely erased at the end of this period.If you agree that your employees may 

participate in this research, please read and sign the attached consent form. 

Thank you very much for your time and help in making this study possible.  Should you require any further 

information please do not hesitate to contact us. 

 

Researcher Rizwan Ahmad 

r.ahmad@auckland.ac.nz  

Telephone +642102771581 

mailto:r.ahmad@auckland.ac.nz
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ISOM Department 

The University Of Auckland, Private Bag 92019 

Auckland 1142, New Zealand 

Supervisor Dr Lech Janczewski Supervisor  

lech@auckland.ac.nz 

Telephone 64 9 373 7599 x 87538 

ISOM Department 

The University Of Auckland, Private Bag 92019,  

Auckland 1142, New Zealand 

Head of Department Professor Michael Myers  

m.myers@auckland.ac.nz  

Telephone 64 9 373 7599 x 87468 

ISOM Department 

The University Of Auckland, Private Bag 92019,  

Auckland 1142, New Zealand 

For ethical concerns,  

contact The Chair of 

the Ethics Committee 

The University of Auckland Human Participants Ethics Committee,  

Office of the Vice-Chancellor,  

The University Of Auckland, Private Bag 92019, 

Auckland 1142, New Zealand 

Telephone: 64 9 373 37599 x83711 

 

mailto:m.myers@auckland.ac.nz
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Appendix A.2 Consent Form for Manager 

This form will be held for a period of 6 years 

I have read the Participant Information Sheet and I understand the nature of the research, why 

my organization has been selected and what is expected of me.    

I have had the opportunity to ask questions and have them answered to my satisfaction 

I agree that my employees may take part in this research 

I understand that they are free to stop participating at any time, and to withdraw any data 

traceable to them up to two weeks after the last interview 

I understand that neither the organization nor my employees will be identified in any 

publications resulting from this research 

I give my assurance that my employees’ participation or non-participation will not affect their 

employment status in any way 

I understand that data will be kept for 6 years, after which they will be securely destroyed 
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Appendix A.3 Ethical Approval 

UNIVERSITY OF AUCKLAND HUMAN PARTICIPANTS ETHICS COMMITTEE 

19-Dec-2011 

MEMORANDUM TO: 

Assoc Prof Lech Janczewski 

Info Systems & Operations Mgmt 

Re: Application for Ethics Approval (Our Ref. 7444) 

The Committee considered your application for ethics approval for your project titled Governance in clouds: 

focus enterprise cloud computing on 16-Dec-2011. Ethics approval was given for a period of three years with 

the following comment(s). 

 

1) The Committee wishes to emphasize that any documentation to be used in the public domain should be 

thoroughly proof read for grammar and readability by more than one person. 

The expiry date for this approval is 19-Dec-2014. 

If the project changes significantly you are required to resubmit a new application to the Committee for further 

consideration. 

In order that an up-to-date record can be maintained, you are requested to notify the Committee once your 

project is completed. 

The Chair and the members of the Committee would be happy to discuss general matters relating to ethics 

approvals if you wish to do so. Contact should be made through the UAHPEC secretary at 

humanethics@auckland.ac.nz in the first instance. 

All communication with the UAHPEC regarding this application should include this reference number: 7444. 

 

(This is a computer generated letter. No signature required.) 

 

Secretary 

University of Auckland Human Participants Ethics Committee 

 

c.c. Head of Department / School, Info Systems & Operations Mgmt 

Mr Rizwan Ahmad 

 

Additional information: 

1. Should you need to make any changes to the project, write to the Committee giving full details including 

revised documentation. 

2. Should you require an extension, write to the Committee before the expiry date giving full details along with 

revised documentation. An extension can be granted for up to three years, after which time you must make a 

new application. 

3. At the end of three years, or if the project is completed before the expiry, you are requested to advise 

the Committee of its completion. 

4. Do not forget to fill in the 'approval wording' on the Participant Information Sheets and Consent Forms, 

giving the dates of approval and the reference number, before you send them out to your participants. 

5. Send a copy of this approval letter to the Manager - Funding Processes, Research Office if you have obtained 

funding other than from UniServices. For UniServices contract, send a copy of the approval letter to: Contract 

Manager, UniServices. 

6. Please note that the Committee may from time to time conduct audits of approved projects to ensure that the 

research has been carried out according to the approval that was given. 
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Appendix B: Memorandum of Understanding with IBM 

Memorandum of Understanding with IBM 

29 November 2010 

The Memorandum of Understanding (MOU) is between IBM represented by John Martin, 

Security Division and Department of Information System and Operations Management 

(ISOM), University of Auckland, New Zealand, represented by Dr Lech Janczewski and Mr. 

Rizwan Ahmad. 

Aim of Agreement 

The main aim of the agreement is to forge research collaboration between IBM and 

University of Auckland, Business School through their named representative in this 

agreement, pioneering in the field related to security in cloud computing at Doctorate and 

Post-graduate level. 

Cooperation framework: 

Nominated representatives of the IBM will be directly involved in the ISOM research related 

to the cloud computing area and reciprocally, nominated ISOM researchers will be involved 

in the research on the same topic, conducted by IBM. 

The results of the common research will be published under the names of the researchers 

involved directly from both parties, after obtaining permissions from their respective 

managements. 

Representatives of both parties involved in the common research will sign reciprocal 

certificates of disclosures. 

The new outcome from the research will be contributed and incorporated within IBM in order 

to gain competitive advantage. 

Possible initial common projects: 

 Framework for Governance in Cloud Computing from security perspective 

 Generalized unified security standards based on international security standards, cloud 

layers and legal requirements translated into technology artifacts 

 “What users think about security of cloud computing, Governance Structure”: survey 

of the information security community 
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Appendix C: NIST Correspondence 

From: Peter M. Mell 

To: "Ahmad, Rizwan" 

Subject: RE: Cloud Computing and Security compliance 

Date: Tuesday, 10 February 2009 8:34:08 a.m. 

Attachments: Cloud Computing v13.ppt 

 

Rizwan, 

As promised, here are my cloud slides. Please feel free to let me know what you are 

researching. I'll try to help. 

Best wishes, 

Peter 

 

From: Peter M. Mell <mell@nist.gov> 

Sent: Wednesday, 4 November 2009 9:06 a.m. 

To: Ahmad, Rizwan 

Subject: RE: proposal doc 

 

Rizwan, 

I just had a chance to browse through your material. It looks interesting and I'm hoping to 

find time to look at it more closely. Please feel free to send me the more polished work later. 

Best wishes, 

PM 



Appendix D 

198 
 

Appendix D: Translation of CAMM 

Appendix D.1 CAMM Emails Snapshot 
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Appendix D.2 CAMM Control Weighting Model 
 

Common Assurance Maturity Model 
“The new business assurance barometer.” 

 
Control weighting model 

 
version: 15 January 2011 

 
Contacts: 

Vladimir Jirasek: vladimir@jirasek.eu,  
Rizwan Ahmad: r.ahmad@auckland.ac.nz 
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Figure 4 – Weighting model example with audit scores ....................................................... 5 
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Appendix D.3 CAMM Controls Translation Relevant to CGF 

Control Name Description 

A5.4.5.1 Security Policy 

Establish policies and 

standards 

Build and implement policies and standards for achieving compliance, security and privacy requirements in the operating system and 

applications software. Implement processes for policy and standards review and maintenance. Identify how these relate to standards 

provided by OWASP, PCI-PA, PCI DSS, SAFE Code and SANS. 

Policy and procedure 

reviews 

Policies and procedures relating to information security are regularly reviewed to take account of situational changes 

A5.4.5.2 Risk Management 

Risk Management Program An enterprise risk management framework is developed and maintained to manage risk to an acceptable level. 

Risk Management Establishing a risk-based approach to controls to support an adequate enterprise risk management approach. Strategic, financial, 

operational, and compliance risks are identified, assessed, prioritized, mitigated, and managed. 

Risk Assessment Formal risk assessments that are aligned with the enterprise-wide risk management framework are performed at regular intervals. 

The assessments determine the likelihood and impact of the risks identified as well as of the inherent and residual risks determined. 

Continuous risk 

management process 

Establish fair, transparent, repeatable and comparable evaluation of  security risk and business risk 

Third-Party Risk The risks to the organizations information and information processing facilities from business processes involving external parties 

shall be identified and appropriate controls implemented before granting access. 

Risk Mitigation Risks are mitigated to an acceptable level. Acceptance levels based on risk criteria are established and documented in accordance 

with reasonable resolution time frames and executive approval. 

A5.4.5.3 Information Asset Management 

All information security 

roles and responsibilities 

shall be clearly defined and 

assigned 

This ensure that the various roles and responsibilities required for a successful operation of information security have been identified 

and assigned to individuals 

Information Asset 

Management responsibility 

definition and assignment 

Information Asset Management responsibilities shall be clearly defined, assigned and communicated. 
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Information Asset Risk 

Management 

The 'Information Asset Owner'(IAO) will seek assurance from the 'Information Assurance Team' that the information asset will 

be protected, both immediately and in a business as usual maintenance position. The IAO will consider this information in line with 

the information asset value and the business objectives.  This will be done in consultation with the business management. 

The 'Information Assurance Team' shall perform a risk management assessment. The risk management approach should consider 

the identification and valuation of assets, identification and analysis of threats and vulnerabilities and their potential impact on assets 

(risk and incident scenarios), analysis of the likelihoods of events/scenarios, management-approved risk acceptance levels and 

criteria, and the development of risk treatment plans with multiple options (control, avoid, transfer, accept). The outcomes of risk 

treatment plans should be incorporated into service agreements. 

Data classification A data classification scheme is established that considers value, legal requirements, sensitivity and criticality to the organization. 

Data classification policy Create and maintain data classification policy that specifies different data classes, its retention and disposal requirements 

Information Asset Usage 

request facility 

A process shall exist that enables 'Business System Owners' to request permission from the 'Information Asset Owner' to access and 

use the information asset and for the IAO to gain appropriate assurance around the protection and control of the information asset. 

Information Asset 

transmission usage control 

Formal exchange policies, procedures, and controls shall be in place to protect the exchange of information through the use of all 

types of communication facilities, including to and from partners and third parties. 

Information Asset 

Management responsibility 

definition and assignment 

Information Asset Management responsibilities shall be clearly defined, assigned and communicated. 

Business System Owner 

responsibility assignment 

Business System Owner responsibilities shall be clearly defined, assigned and communicated. 

Information Asset labelling 

and handling procedures 

An appropriate set of procedures for information labelling and handling shall be developed and implemented in accordance with the 

classification scheme adopted by the organization. 

Information Assets shall be 

classified according to the 

written guidance 

Information shall be classified in terms of its value, legal requirements, sensitivity and criticality to the organization and shall be 

centrally recorded 

Acceptable use of 

information asset 

Rules for the acceptable use of information asset types and information assets shall be identified, documented and implemented. 
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Assignment of Information 

Asset Owners 

Information assets shall be placed into logical groups and an owner called an 'Information Asset Owner' shall be assigned to each 

group 

Data export on contract 

termination 

There is a means of exporting data available upon termination of a contract. It may be implemented using the remaining system 

components and uses a format which can be processed by the organization. 

Formats for data export The vendor provides interoperable export formats for all data stored within the cloud 

A5.4.5.4 Supplier Due Diligence 

Supplier Due Diligence 

depth of coverage 

All providers of goods and services that could impact the customer or handle data belonging to the supplier or the customer are 

covered by the controls in this section. 

Supplier Due Diligence 

approach 

A consistent approach has been adopted by the supplier for applying due diligence to its providers of goods and services that could 

impact the customer or handle data belonging to the supplier or the customer 

Suppliers Due Diligence on 

providers 

All providers have been assessed and has been deemed suitably financially stable thus not threatening services to the supplier or 

data belonging to the supplier or customer 

Suppliers Due Diligence 

legal position 

No provider is involved with any ongoing litigation from or against it that can destabilize the provider or threaten services to the 

supplier or the data held for the supplier or customer 

Suppliers Due Diligence on 

provider selection 

The supplier shall select providers according to a fair and formal practice to ensure a viable best fit based on specified requirements. 

Requirements should be optimized with input from potential providers 

A5.4.5.5 Security Service Level Agreements 

Include Security 

requirements in all Service 

Level Agreements. 

Service Level agreements should include reference to security requirements. Security requirements must address access, 

management, processing and communication of information and data. 

A5.4.5.6 Contracts 

Manage Information 

Exchange Agreements 

Organizations must ensure that contracts or agreements are established to ensure the secure exchange of data between the 

organization and the service provider.  

 The contract must stipulate 

 What data is being exchanged  

 How often transfer occurs 

 How the transfer occurs 

 How data of different classifications are transferred. 
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Include the right to audit Key service provider contracts must include the right to review or audit internal controls byte management or third parties. 

Extend security and privacy 

requirements and 

compliance to third-parties 

Impose the organization’s own policies on third-party suppliers (e.g. software libraries, components, frameworks, outsourced 

development) to the development/acquisition process, define assessment criteria and require evidence of compliance (e.g. audit, 

independent review, testing, self-assessment). Include third parties in centralized tracking, security and privacy assurance and 

roadmap. 

Build third-party 

engagement guidelines 
Procurement processes must ensure that security and privacy requirements are explicitly written into contracts with third 

parties who provide software (e.g. outsourcers), services or products used for the software development (e.g. COTs) or deployment 

(e.g. external Cloud deployments) .  These requirements must be based on a risk assessment of the application/system.  The 

requirements must be checked during systems acceptance testing by appropriately qualified staff. 

New contract review All new contracts should be reviewed for security and data protection implications by legal team to ensure they cover all relevant 

security requirements. 

A5.4.5.7 Ownership and Responsibility 

Ownership of Business 

Continuity Management 

Responsibility for Business Continuity Management is owned by a nominated member of the Executive or Senior Leadership Team 

Manage the Service 

Provider relationship 

The roles and responsibilities for the relationship must be formalized. Relationship managers must be assigned and the formal 

communication processes decided communicated throughout the organizations. 

Policy Status and Relevance The Company shall document a Business Continuity Policy that shall be accepted and adopted as the definitive statement of BCM 

across the entire organization. 

Policy ownership and 

maintenance 

The Company BCM Policy shall be owned by a senior member of the Executive Board or similar body. The Policy will be formally 

reviewed and amended at regular intervals and at least once in every financial year. 

A5.4.5.8 Audit 

Establishment of an audit 

function 

A function is established to independently assess compliance with legal, regulatory, contractual and organizational requirements. 

Organizational alignment of 

audit function 

The audit function is organizationally aligned in such a way, that no conflicts of interests arise out of planning, executing and 

reporting audit activities. 
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Goal-setting and 

measurement for audit 

function 

The audit function has a clear understanding of its objectives and has a standard rating schema for evaluating and concluding on the 

priority of any audit findings. 

Planning of audit activities Audit activities are planned through a risk-based approach. 

Documentation of audit 

activities 

Audit activities are well-structured, documented and provide the required detail level for the auditor.  Audit findings are recorded and 

tracked. 

Audit topics Audit activities cover information security policies, general security settings, monitoring of system use and log files, granting user 

access, changing authorizations, changes to software and change management within a project setting, application-based controls for 

business processes and business continuity plans. 

Auditing of third party 

compliance 

Third-party services are regularly monitored, either through own auditing activities or through third-party reporting that is reviewed 

via defined and documented criteria. 

 

Training and skills of 

auditors 

The skill level of auditors is regularly challenged and kept at the required level. 

Access to audit tools Access to privileged auditing tools is restricted to authorized employees and protected to prevent any misuse or compromise. 
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Appendix E: Translation of CSA  

The Table below is with the permission of Cloud Security Alliance 

Control Area Control Specification 
COBIT 

4.1 

HIPAA / HITECH 

Act 

ISO/IEC 

27001-

2005 

NIST 

SP800-

53 R3 

PCI 

DSS 

v2.0 

GAPP 

(Aug 

2009) 

NZISM 

A5.4.7.1 Risk Management 

Risk 

Management – 

Program 

Organizations shall develop and maintain an 

enterprise risk management framework to 

manage risk to an acceptable level. 

PO 9.1 45 CFR 164.308 

(a)(8) 

45 CFR 

164.308(a)(1)(ii)(B) 

Clause 

4.2.1 c) 

through 

g) 

Clause 

4.2.2 b) 

Clause 

5.1 f) 

Clause 

7.2 & 7.3 

A.6.2.1 

A.12.6.1 

A.14.1.2 

A.15.2.1 

A.15.2.2 

AC-4 

CA-2 

CA-6 

PM-9 

RA-1 

12.1.2 1.2.4 3.2 

(responsibility) 

3.3 

3.4 

4.1 

4.3 

5.2 (residual 

Risk) 
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Risk 

Management – 

Assessments 

Aligned with the enterprise-wide framework, 

formal risk assessments shall be performed at 

least annually, or at planned intervals, 

determining the likelihood and impact of all 

identified risks, using qualitative and 

quantitative methods. The likelihood and impact 

associated with inherent and residual risk 

should be determined independently, 

considering all risk categories (e.g., audit 

results, threat and vulnerability analysis, and 

regulatory compliance). 

PO 9.4 45 CFR 164.308 

(a)(1)(ii)(A) 

Clause 

4.2.1 c) 

through 

g) 

Clause 

4.2.3 d) 

Clause 

5.1 f) 

Clause 

7.2 & 7.3 

A.6.2.1 

A.12.5.2 

A.12.6.1 

A.14.1.2 

A.15.1.1 

A.15.2.1 

A.15.2.2 

PL-5 

RA-2 

RA-3 

12.1.2 1.2.4 

1.2.5 

1.1 

3.3 

5.1 

5.2 

5.3 

5.4 

7.1 

12.2 

17.7 

18.1 

18.3 

Control Area Control Specification 
COBIT 

4.1 

HIPAA / HITECH 

Act 

ISO/IEC 

27001-

2005 

NIST 

SP800-

53 R3 

PCI 

DSS 

v2.0 

GAPP 

(Aug 

2009) 

NZISM 

Risk 

Management - 

Mitigation / 

Acceptance 

Risks shall be mitigated to an acceptable level. 

Acceptance levels based on risk criteria shall be 

established and documented in accordance with 

reasonable resolution time frames and e1ecutive 

approval. 

PO 9.5 45 CFR 164.308 

(a)(1)(ii)(B) 

Clause 

4.2.1 c) 

through 

g) 

Clause 

4.2.2 b) 

Clause 

4.3.1 

Clause 

5.1 f) 

Clause 

7.3 

A.6.2.1 

A.12.5.2 

A.12.6.1 

A.15.1.1 

A.15.2.1 

A.15.2.2 

CA-5 

CM-4 

    4.3 

7.1 
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Risk 

Management - 

Business / Policy 

Change Impacts 

Risk assessment results shall include updates to 

security policies, procedures, standards and 

controls to ensure they remain relevant and 

effective. 

PO 9.6   Clause 

4.2.3 

Clause 

4.2.4 

Clause 

4.3.1 

Clause 5 

Clause 7 

A.5.1.2 

A.10.1.2 

A.10.2.3 

A.14.1.2 

A.15.2.1 

A.15.2.2 

CP-2 

RA-2 

RA-3 

12.1.3   4.3 

Control Area Control Specification 
COBIT 

4.1 

HIPAA / HITECH 

Act 

ISO/IEC 

27001-

2005 

NIST 

SP800-

53 R3 

PCI 

DSS 

v2.0 

GAPP 

(Aug 

2009) 

NZISM 

Risk 

Management - 

Third Party 

Access 

The identification, assessment, and 

prioritization of risks posed by business 

processes requiring third party access to the 

organization's information systems and data 

shall be followed by coordinated application of 

resources to minimize, monitor, and measure 

likelihood and impact of unauthorized or 

inappropriate access. Compensating controls 

derived from the risk analysis shall be 

implemented prior to provisioning access. 

DS 2.3   A.6.2.1 

A.8.3.3 

A.11.1.1 

A.11.2.1 

A.11.2.4 

CA-3 

MA-4 

RA-3 

12.8.1 

12.8.2 

12.8.3 

12.8.4 

7.1.1 

7.1.2 

7.2.1 

7.2.2 

7.2.3 

7.2.4 

2.2 

4.3 

A5.4.7.2 Data Governance 
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Data Governance 

- Ownership / 

Stewardship 

All data shall be designated with stewardship 

with assigned responsibilities defined, 

documented and communicated. 

DS5.1 

PO 2.3 

45 CFR 164.308 

(a)(2)  

A.6.1.3 

A.7.1.2 

A.15.1.4 

CA-2 

PM-5 

PS-2 

RA-2 

SA-2 

  6.2.1 3.4 

Data Governance 

– Classification 

Data, and objects containing data, shall be 

assigned a classification based on data type, 

jurisdiction of origin, jurisdiction domiciled, 

conte1t, legal constraints, contractual 

constraints, value, sensitivity, criticality to the 

organization and third party obligation for 

retention and prevention of unauthorized 

disclosure or misuse. 

 

 

 

PO 2.3 

DS 

11.6 

  A.7.2.1 RA-2 

AC-4 

9.7.1 

9.10 

12.3 

1.2.3 

1.2.6 

4.1.2 

8.2.1 

8.2.5 

8.2.6 

  

Control Area Control Specification 
COBI

T 4.1 

HIPAA / HITECH 

Act 

ISO/IEC 

27001-

2005 

NIST 

SP800-

53 R3 

PCI 

DSS 

v2.0 

GAPP 

(Aug 

2009) 

NZISM 
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Data Governance 

- Retention 

Policy 

Policies and procedures for data retention and 

storage shall be established and backup or 

redundancy mechanisms implemented to ensure 

compliance with regulatory, statutory, 

contractual or business requirements. Testing the 

recovery of disk or tape backups must be 

implemented at planned intervals. 

 

DS 4.1 

DS 4.2 

DS 4.5 

DS 4.9 

DS 

11.6 

45 CFR 164.308 

(a)(7)(ii)(A) 

45 CFR 164.310 

(d)(2)(iv) 

45 CFR 

164.308(a)(7)(ii)(D) 

45 CFR 

164.316(b)(2)(i) 

(New) 

Clause 

4.3.3 

A.10.5.1 

A.10.7.3 

CP-2 

CP-6 

CP-7 

CP-8 

CP-9 

SI-12 

AU-11 

3.1 

3.1.1 

3.2 

9.9.1 

9.5 

9.6 

10.7 

5.1.0 

5.1.1 

5.2.2 

8.2.6 

6.4 

13.1 

Data Governance 

- Secure Disposal 

Policies and procedures shall be established and 

mechanisms implemented for the secure disposal 

and complete removal of data from all storage 

media, ensuring data is not recoverable by any 

computer forensic means. 

DS 

11.4 

45 CFR 164.310 

(d)(2)(i) 

45 CFR 164.310 

(d)(2)(ii) 

A.9.2.6 

A.10.7.2 

MP-6 

PE-1 

3.1.1 

9.10 

9.10.1 

9.10.2 

3.1 

5.1.0 

5.2.3 

13.4, 13.5 

Data Governance 

- Non-Production 

Data 

Production data shall not be replicated or used in 

non-production environments. 

  45 CFR 

164.308(a)(4)(ii)(B) 

A.7.1.3 

A.10.1.4 

A.12.4.2 

A.12.5.1 

 

 

 

 

SA-11 

CM-04 

6.4.3 1.2.6 17.8 

Control Area Control Specification 
COBI

T 4.1 

HIPAA / HITECH 

Act 

ISO/IEC 

27001-

2005 

NIST 

SP800-

53 R3 

PCI 

DSS 

v2.0 

GAPP 

(Aug 

2009) 

NZISM 
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Data Governance 

- Information 

Leakage 

Security mechanisms shall be implemented to 

prevent data leakage. 

DS 

11.6 

  A.10.6.2 

A.12.5.4 

AC-2 

AC-3 

AC-4 

AC-6 

AC-11 

AU-13 

PE-19 

SC-28 

SA-8 

SI-7 

1.2 

6.5.5 

11.1 

11.2 

11.3 

11.4 

A.1 

7.2.1 

8.1.0 

8.1.1 

8.2.1 

8.2.2 

8.2.5 

8.2.6 

13.3 

Data Governance 

- Risk 

Assessments 

Risk assessments associated with data 

governance requirements shall be conducted at 

planned intervals considering the following: 

 • Awareness of where sensitive data is stored 

and transmitted across applications, databases, 

servers and network infrastructure 

 • Compliance with defined retention periods and 

end-of-life disposal requirements 

 • Data classification and protection from 

unauthorized use, access, loss, destruction, and 

falsification 

PO 9.1 

PO 9.2 

PO 9.4 

DS 5.7 

45 CFR 

164.308(a)(1)(ii)(A) 

45 CFR 

164.308(a)(8) 

Clause 

4.2.1 c) 

& g) 

Clause 

4.2.3 d) 

Clause 

4.3.1 & 

4.3.3 

Clause 

7.2 & 7.3 

A.7.2 

A.15.1.1 

A.15.1.3 

A.15.1.4 

CA-3 

RA-2 

RA-3 

MP-8 

PM-9 

SI-12 

12.1 

12.1.2 

1.2.4 

8.2.1 

3.3 

4.3 

8.4 

A5.4.7.3 Legal 

Legal - Non-

Disclosure 

Agreements 

Requirements for non-disclosure or 

confidentiality agreements reflecting the 

organization's needs for the protection of data 

and operational details shall be identified, 

documented and reviewed at planned intervals. 

    ISO/IEC 

27001:20

05 

Anne1 

A.6.1.5 

PL-4 

PS-6 

SA-9 

12.8.2 

12.8.3 

12.8.4 

1.2.5   

Control Area Control Specification 
COBI

T 4.1 

HIPAA / HITECH 

Act 

ISO/IEC 

27001-

2005 

NIST 

SP800-

53 R3 

PCI 

DSS 

v2.0 

GAPP 

(Aug 

2009) 

NZISM 
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A5.4.7.4 Information Security Management Program 

Information 

Security - 

Management 

Program 

An Information Security Management Program 

(ISMP) has been developed, documented, 

approved, and implemented that includes 

administrative, technical, and physical 

safeguards to protect assets and data from loss, 

misuse, unauthorized access, disclosure, 

alteration, and destruction. The security 

program should address, but not be limited to, 

the following areas insofar as they relate to the 

characteristics of the business: 

 • Risk management 

 • Security policy 

 • Organization of information security 

 • Asset management 

 • Human resources security 

 • Physical and environmental security 

 • Communications and operations management 

 • Access control 

 • Information systems acquisition, 

development, and maintenance 

R2 

DS5.2 

R2 

DS5.5 

45 CFR 

164.308(a)(1)(i) 

45 CFR 

164.308(a)(1)(ii)(B) 

45 CFR 

164.316(b)(1)(i) 

45 CFR 

164.308(a)(3)(i) 

(New) 

45 CFR 164.306(a)  

(New) 

Clause 

4.2 

Clause 5 

A.6.1.1 

A.6.1.2 

A.6.1.3 

A.6.1.4 

A.6.1.5 

A.6.1.6 

A.6.1.7 

A.6.1.8 

PM-1 

PM-2 

PM-3 

PM-4 

PM-5 

PM-6 

PM-7 

PM-8 

PM-9 

PM-10 

PM-11 

12.1 

12.2 

8.2.1 4.1 

Information 

Security - 

Management 

Support / 

Involvement 

Executive and line management shall take 

formal action to support information security 

through clear documented direction, 

commitment, explicit assignment and 

verification of assignment e1ecution 

DS5.1 45 CFR 164.316 

(b)(2)(ii) 

45 CFR 164.316 

(b)(2)(iii) 

 

 

 

 

 

 

 

Clause 5 

A.6.1.1 

CM-1 

PM-1 

PM-11 

12.5 8.2.1 4.1 

Control Area Control Specification 
COBI

T 4.1 

HIPAA / HITECH 

Act 

ISO/IEC 

27001-

2005 

NIST 

SP800-

53 R3 

PCI 

DSS 

v2.0 

GAPP 

(Aug 

2009) 

NZISM 
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Information 

Security - 

Baseline 

Requirements 

Baseline security requirements shall be 

established and applied to the design and 

implementation of (developed or purchased) 

applications, databases, systems, and network 

infrastructure and information processing that 

comply with policies, standards and applicable 

regulatory requirements. Compliance with 

security baseline requirements must be 

reassessed at least annually or upon significant 

changes. 

AI2.1 

AI2.2 

AI3.3 

DS2.3 

DS11.6 

  A.12.1.1 

A.15.2.2 

CM-2 

SA-2 

SA-4 

1.1 

1.1.1 

1.1.2 

1.1.3 

1.1.4 

1.1.5 

1.1.6 

2.2 

2.2.1 

2.2.2 

2.2.3 

2.2.4 

1.2.6 

8.2.1 

8.2.7 

4.4, 5.1 

Information 

Security - Policy 

Reviews 

Management shall review the information 

security policy at planned intervals or as a result 

of changes to the organization to ensure its 

continuing effectiveness and accuracy. 

DS 5.2 

DS 5.4 

45 CFR 164.316 

(b)(2)(iii) 

45 CFE 164.306€ 

Clause 

4.2.3 f) 

A.5.1.2 

AC-1 

AT-1 

AU-1 

CA-1 

CM-1 

CP-1 

IA-1 

IA-5 

IR-1 

MA-1 

MP-1 

PE-1 

PL-1 

PM-1 

PS-1 

RA-1 

SA-1 

SC-1 

SI-1 

 

 

12.1.3 1.2.1 

8.2.7 

10.2.3 

4.1, 6.1 

Control Area Control Specification COBIT 

4.1 

HIPAA / HITECH 

Act 

ISO/IEC 

27001-

2005 

NIST 

SP800-

53 R3 

PCI 

DSS 

v2.0 

GAPP 

(Aug 

2009) 

NZISM 
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Information 

Security - User 

Access Policy 

User access policies and procedures shall be 

documented, approved and implemented for 

granting and revoking normal and privileged 

access to applications, databases, and server and 

network infrastructure in accordance with 

business, security, compliance and service level 

agreement (SLA) requirements. 

DS 5.4 45 CFR 164.308 

(a)(3)(i) 

45 CFR 164.312 

(a)(1) 

45 CFR 164.312 

(a)(2)(ii) 

45 CFR  

164.308(a)(4)(ii)(B) 

45 CFR 

164.308(a)(4)(ii)(c ) 

A.11.1.1 

A.11.2.1 

A.11.2.4 

A.11.4.1 

A.11.5.2 

A.11.6.1 

AC-1 

IA-1 

3.5.1 

8.5.1 

12.5.4 

8.1.0 15.1, 15.2 

Information 

Security - User 

Access 

Restriction / 

Authorization 

Normal and privileged user access to 

applications, systems, databases, network 

configurations, and sensitive data and functions 

shall be restricted and approved by management 

prior to access granted. 

DS5.4 45 CFR 164.308 

(a)(3)(i) 

45 CFR 164.308 

(a)(3)(ii)(A) 

45 CFR 164.308 

(a)(4)(i) 

45 CFR 164.308 

(a)(4)(ii)(B) 

45 CFR 164.308 

(a)(4)(ii)(C) 

45 CFR 164.312 

(a)(1) 

A.11.2.1 

A.11.2.2 

A.11.4.1 

A 11.4.2 

A.11.6.1 

AC-3 

AC-5 

AC-6 

IA-2 

IA-4 

IA-5 

IA-8 

MA-5 

PS-6 

SA-7 

SI-9 

7.1 

7.1.1 

7.1.2 

7.1.3 

7.2.1 

7.2.2 

8.5.1 

12.5.4 

8.2.2 9.2, 15.2 

Information 

Security - 

Training / 

Awareness 

A security awareness training program shall be 

established for all contractors, third party users 

and employees of the organization and 

mandated when appropriate. All individuals 

with access to organizational data shall receive 

appropriate awareness training and regular 

updates in organizational procedures, process 

and policies, relating to their function relative to 

the organization. 

PO 7.4 45 CFR 164.308 

(a)(5)(i) 

45 CFR 164.308 

(a)(5)(ii)(A) 

Clause 

5.2.2 

A.8.2.2 

AT-1 

AT-2 

AT-3 

AT-4 

12.6 

12.6.1 

12.6.2 

1.2.10 

8.2.1 

9.1 

Control Area Control Specification COBIT 

4.1 

HIPAA / HITECH 

Act 

ISO/IEC 

27001-

2005 

NIST 

SP800-

53 R3 

PCI 

DSS 

v2.0 

GAPP 

(Aug 

2009) 

NZISM 
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Information 

Security - 

Industry 

Knowledge / 

Benchmarking 

Industry security knowledge and benchmarking 

through networking, specialist security forums, 

and professional associations shall be 

maintained. 

    A.6.1.7 AT-5 

SI-5 

    3.2 

Information 

Security - Roles / 

Responsibilities 

Roles and responsibilities of contractors, 

employees and third party users shall be 

documented as they relate to information assets 

and security. 

DS5.1   Clause 

5.1 c) 

A.6.1.2 

A.6.1.3 

A.8.1.1 

AT-3 

PL-4 

PM-10 

PS-1 

PS-6 

PS-7 

  1.2.9 

8.2.1 

2.2 

Information 

Security - 

Management 

Oversight 

Managers are responsible for maintaining 

awareness of and complying with security 

policies, procedures and standards that are 

relevant to their area of responsibility. 

DS5.3 

DS5.4 

DS5.5 

  Clause 

5.2.2 

A.8.2.1 

A.8.2.2 

A 11.2.4 

A.15.2.1 

AT-2 

AT-3 

CA-1 

CA-5 

CA-6 

CA-7 

PM-10 

12.6.1 

12.6.2 

1.1.2 

8.2.1 

3.2 

Information 

Security - 

Segregation of 

Duties 

Policies, process and procedures shall be 

implemented to enforce and assure proper 

segregation of duties. In those events where 

user-role conflict of interest constraint e1ist, 

technical controls shall be in place to mitigate 

any risks arising from unauthorized or 

unintentional modification or misuse of the 

organization's information assets. 

DS 5.4 45 CFR 164.308 

(a)(1)(ii)(D) 

45 CFR 164.308 

(a)(3)(ii)(A) 

45 CFR 

164.308(a)(4)(ii)(A) 

45 CFR 164.308 

(a)(5)(ii)(C) 

45 CFR 164.312 (b) 

 

A.10.1.3 AC-1 

AC-2 

AC-5 

AC-6 

AU-1 

AU-6 

SI-1 

SI-4 

6.4.2 8.2.2 3 

3.1 

3.2 

3.3 

3.4 

3.5 

Control Area Control Specification COBIT 

4.1 

HIPAA / HITECH 

Act 

ISO/IEC 

27001-

2005 

NIST 

SP800-

53 R3 

PCI 

DSS 

v2.0 

GAPP 

(Aug 

2009) 

NZISM 
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Information 

Security - User 

Responsibility 

Users shall be made aware of their 

responsibilities for: 

 • Maintaining awareness and compliance with 

published security policies, procedures, 

standards and applicable regulatory 

requirements 

 • Maintaining a safe and secure working 

environment 

 • Leaving unattended equipment in a secure 

manner 

PO 4.6 45 CFR 164.308 

(a)(5)(ii)(D) 

Clause 

5.2.2 

A.8.2.2 

A.11.3.1 

A.11.3.2 

AT-2 

AT-3 

AT-4 

PL-4 

8.5.7 

12.6.1 

1.2.10 

8.2.1 

9.1 

Information 

Security – 

Encryption 

Policies and procedures shall be established and 

mechanisms implemented for encrypting 

sensitive data in storage (e.g., file servers, 

databases, and end-user workstations) and data 

in transmission (e.g., system interfaces, over 

public networks, and electronic messaging). 

DS5.8 

DS5.10 

DS5.11 

45 CFR 164.312 

(a)(2)(iv) 

45 CFR 164.312 

(e)(1) 

45 CFR 164.312 

(e)(2)(ii) 

A.10.6.1 

A.10.8.3 

A.10.8.4 

A.10.9.2 

A.10.9.3 

A.12.3.1 

A.15.1.3 

A.15.1.4 

AC-18 

IA-3 

IA-7 

SC-7 

SC-8 

SC-9 

SC-13 

SC-16 

SC-23 

SI-8 

2.1.1 

3.4 

3.4.1 

4.1 

4.1.1 

4.2 

8.1.1 

8.2.1 

8.2.5 

16.1 

Information 

Security - Anti-

Virus / Malicious 

Software 

Ensure that all antivirus programs are capable of 

detecting, removing, and protecting against all 

known types of malicious or unauthorized 

software with antivirus signature updates at 

least every 12 hours. 

DS5.9 45 CFR 164.308 

(a)(5)(ii)(B) 

A.10.4.1 SA-7 

SC-5 

SI-3 

SI-5 

SI-7 

SI-8 

 

 

 

 

5.1 

5.1.1 

5.2 

8.2.2 14.1 

17.6 

Control Area Control Specification COBIT 

4.1 

HIPAA / HITECH 

Act 

ISO/IEC 

27001-

2005 

NIST 

SP800-

53 R3 

PCI 

DSS 

v2.0 

GAPP 

(Aug 

2009) 

NZISM 
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Information 

Security - Incident 

Management 

Policies and procedures shall be established to 

triage security related events and ensure timely 

and thorough incident management. 

DS5.6 45 CFR 164.308 

(a)(1)(i) 

45 CFR 164.308 

(a)(6)(i) 

Clause 

4.3.3 

A.13.1.1 

A.13.2.1 

IR-1 

IR-2 

IR-3 

IR-4 

IR-5 

IR-7 

IR-8 

12.9 

12.9.1 

12.9.2 

12.9.3 

12.9.4 

12.9.5 

12.9.6 

1.2.4 

1.2.7 

7.1.2 

7.2.2 

7.2.4 

10.2.1 

10.2.4 

4.1 

4.2 

4.6 

7.1 

Information 

Security - Incident 

Reporting 

Contractors, employees and third party users 

shall be made aware of their responsibility to 

report all information security events in a timely 

manner. Information security events shall be 

reported through predefined communications 

channels in a prompt and e1pedient manner in 

compliance with statutory, regulatory and 

contractual requirements. 

DS5.6 45 CFR 164.312 

(a)(6)(ii) 

16 CFR 318.3 (a) 

16 CFR 318.5 (a) 

45 CFR 160.410 

(a)(1) 

Clause 

4.3.3 

Clause 

5.2.2 

A.6.1.3 

A.8.2.1 

A.8.2.2 

A.13.1.1 

A.13.1.2 

A.13.2.1 

IR-2 

IR-6 

IR-7 

SI-4 

SI-5 

12.5.2 

12.5.3 

1.2.7 

1.2.10 

7.1.2 

7.2.2 

7.2.4 

10.2.4 

7.2 

Information 

Security - Incident 

Response Legal 

Preparation 

In the event a follow-up action concerning a 

person or organization after an information 

security incident requires legal action proper 

forensic procedures including chain of custody 

shall be required for collection, retention, and 

presentation of evidence to support potential 

legal action subject to the relevant jurisdiction. 

DS5.6 45 CFR 164.308 

(a)(6)(ii) 

Clause 

4.3.3 

Clause 

5.2.2 

A.8.2.2 

A.8.2.3 

A.13.2.3 

A.15.1.3 

AU-6 

AU-7 

AU-9 

AU-11 

IR-5 

IR-7 

IR-8 

  1.2.7 7.3 

Information 

Security - 

Acceptable Use 

Policies and procedures shall be established for 

the acceptable use of information assets. 

 

 

DS 5.3 45 CFR 164.310 (b) A.7.1.3 AC-8 

AC-20 

PL-4 

12.3.5 8.1.0 2.2 

5.2 

4.2 

Control Area Control Specification COBIT 

4.1 

HIPAA / HITECH 

Act 

ISO/IEC 

27001-

2005 

NIST 

SP800-

53 R3 

PCI 

DSS 

v2.0 

GAPP 

(Aug 

2009) 

NZISM 
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Information 

Security - Asset 

Returns 

Employees, contractors and third party users 

must return all assets owned by the organization 

within a defined and documented time frame 

once the employment, contract or agreement has 

been terminated. 

  45 CFR 164.308 

(a)(3)(ii)(C) 

A.7.1.1 

A.7.1.2 

A.8.3.2 

PS-4   5.2.3 

7.2.2 

8.2.1 

8.2.6 

2.2 

Information 

Security - 

eCommerce 

Transactions 

Electronic commerce (e-commerce) related data 

traversing public networks shall be 

appropriately classified and protected from 

fraudulent activity, unauthorized disclosure or 

modification in such a manner to prevent 

contract dispute and compromise of data. 

 DS 

5.10 

5.11 

45 CFR 

164.312(e)(1) 

45 CFR 

164.312(e)(2)(i)   

A.7.2.1 

A.10.6.1 

A.10.6.2 

A.10.9.1 

A.10.9.2 

A.15.1.4 

AC-14 

AC-21 

AC-22 

IA-8 

AU-10 

SC-4 

SC-8 

SC-9 

2.1.1 

4.1 

4.1.1 

4.2 

3.2.4 

4.2.3 

7.1.2 

7.2.1 

7.2.2 

8.2.1 

8.2.5  

  

Information 

Security - Audit 

Tools Access 

Access to, and use of, audit tools that interact 

with the organizations information systems shall 

be appropriately segmented and restricted to 

prevent compromise and misuse of log data. 

DS 5.7   A.15.3.2 AU-9 

AU-11 

AU-14 

10.5.5 8.2.1 15.4 

Information 

Security - Source 

Code Access 

Restriction 

Access to application, program or object source 

code shall be restricted to authorized personnel 

on a need to know basis. Records shall be 

maintained regarding the individual granted 

access, reason for access and version of source 

code e1posed. 

 

 

 

 

 

 

 

    Clause 

4.3.3 

A.12.4.3 

A.15.1.3 

CM-5 

CM-6 

6.4.1 

6.4.2 

1.2.6 

6.2.1 

9.4 

14.1 

14.2 

19.1 

Control Area Control Specification 
COBIT 

4.1 

HIPAA / HITECH 

Act 

ISO/IEC 

27001-

2005 

NIST 

SP800-

53 R3 

PCI 

DSS 

v2.0 

GAPP 

(Aug 

2009) 

NZISM 

A5.4.7.5 Compliance 
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Compliance - 

Audit Planning 

Audit plans, activities and operational action 

items focusing on data duplication, access, and 

data boundary limitations shall be designed to 

minimize the risk of business process 

disruption. Audit activities must be planned and 

agreed upon in advance by stakeholders. 

ME 2.1 

ME 2.2 

PO 9.5 

PO 9.6 

45 CFR 164.312(b) Clause 

4.2.3 e) 

Clause 

4.2.3b 

Clause 

5.1 g 

Clause 6 

A.15.3.1 

CA-2  

CA-7 

PL-6 

2.1.2.b  10.2.5 5.1, 5.3, 5.4 

Compliance - 

Independent 

Audits 

Independent reviews and assessments shall be 

performed at least annually, or at planned 

intervals, to ensure the organization is 

compliant with policies, procedures, standards 

and applicable regulatory requirements (i.e., 

internal/e1ternal audits, certifications, 

vulnerability and penetration testing) 

DS5.5 

ME2.5 

ME 3.1 

PO 9.6 

45 CFR 164.308 

(a)(8) 

45 CFR 

164.308(a)(1)(ii)(D)  

Clause 

4.2.3e 

Clause 

5.1 g 

Clause 

5.2.1 d) 

Clause 6 

A.6.1.8 

CA-1 

CA-2 

CA-6  

RA-5 

11.2 

11.3 

6.6 

12.1.2.

b 

1.2.5 

1.2.7 

4.2.1 

8.2.7 

10.2.3 

10.2.5 

6.1 

Compliance - 

Third Party 

Audits 

Third party service providers shall demonstrate 

compliance with information security and 

confidentiality, service definitions and delivery 

level agreements included in third party 

contracts. Third party reports, records and 

services shall undergo audit and review, at 

planned intervals, to govern and maintain 

compliance with the service delivery 

agreements. 

 

 

 

 

 

 

ME 2.6 

DS 2.1 

DS 2.4 

45 CFR 

164.308(b)(1) 

45 CFR 164.308 

(b)(4) 

A.6.2.3 

A.10.2.1 

A.10.2.2 

A.10.6.2 

CA-3 

SA-9 

SA-12 

SC-7  

2.4 

12.8.2 

12.8.3 

12.8.4 

Append

i1 A 

1.2.11 

4.2.3 

7.2.4 

10.2.3 

10.2.4 

5.4 

Control Area Control Specification COBIT 

4.1 

HIPAA / HITECH 

Act 

ISO/IEC 

27001-

2005 

NIST 

SP800-

53 R3 

PCI 

DSS 

v2.0 

GAPP 

(Aug 

2009) 

NZISM 



Appendix E 

219 
 

Compliance - 

Contact / 

Authority 

Maintenance 

Liaisons and points of contact with local 

authorities shall be maintained in accordance 

with business and customer requirements and 

compliance with legislative, regulatory, and 

contractual requirements. Data, objects, 

applications, infrastructure and hardware may 

be assigned legislative domain and jurisdiction 

to facilitate proper compliance points of contact. 

ME 3.1   A.6.1.6 

A.6.1.7 

AT-5 

IR-6 

SI-5 

11.1.e 

12.5.3 

12.9 

1.2.7 

10.1.1 

10.2.4 

3.2 

Compliance - 

Information 

System 

Regulatory 

Mapping 

Statutory, regulatory, and contractual 

requirements shall be defined for all elements of 

the information system. The organization's 

approach to meet known requirements, and 

adapt to new mandate shall be explicitly 

defined, documented, and kept up to date for 

each information system element in the 

organization. Information system elements may 

include data, objects, applications, infrastructure 

and hardware. Each element may be assigned a 

legislative domain and jurisdiction to facilitate 

proper compliance mapping. 

ME 3.1   ISO/IEC 

27001:20

05  

Clause 

4.2.1 b) 

2) 

Clause 

4.2.1 c) 

1) 

Clause 

4.2.1 g) 

Clause 

4.2.3 d) 

6) 

Clause 

4.3.3 

Clause 

5.2.1 a - f 

Clause 

7.3 c) 4) 

A.7.2.1 

A.15.1.1 

A.15.1.3 

A.15.1.4 

A.15.1.6 

 

AC-1 

AT-1 

AU-1 

CA-1 

CM-1 

CP-1 

IA-1 

IA-7 

IR-1 

MA-1 

MP-1 

PE-1 

PL-1 

PM-1 

PS-1 

RA-1 

RA-2 

SA-1 

SA-6 

SC-1 

SC-13 

SI-1 

3.1.1 

3.1 

1.2.2 

1.2.4 

1.2.6 

1.2.11 

3.2.4 

5.2.1 

1.2 

2.2 

3.3 

5.2 

Control Area Control Specification COBIT 

4.1 

HIPAA / HITECH 

Act 

ISO/IEC 

27001-

2005 

NIST 

SP800-

53 R3 

PCI 

DSS 

v2.0 

GAPP 

(Aug 

2009) 

NZISM 
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Compliance - 

Intellectual 

Property 

Policy, process and procedure shall be 

established and implemented to safeguard 

intellectual property and the use of proprietary 

software within the legislative jurisdiction and 

contractual constraints governing the 

organization. 

    Clause 

4.2.1 

A.6.1.5 

A.7.1.3 

A.10.8.2 

A.12.4.3 

A.15.1.2 

SA-6 

SA-7 

PM-5 
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Appendix F: Translation of Use Case Group 

Mobilized Actors of SLAs Description of actors 

A5.4.9.1 Risk Management Evaluation of User roles and Responsibilities 

 The roles and responsibilities of actors involved in the cloud supply chain must be clearly defined 

 The data policies of the CSP regarding data preservation, data location and data privacy must be evaluated. On 

the other hand it is the responsibility of Cloud users to consider data protection laws and regulatory 

requirements. 

 The SLAs requires careful evaluation based on business level requirements in terms of Guarantees, Acceptable 

Use Policy, Excessive Usage Policy, Payment & Penalty Models, Renewals and Transferability  

 Audit CSP security SLA compliance 

A5.4.9.2 Information Asset Classification The classification scheme should be established in accordance with the security and privacy concerns with regard to 

criticality and sensitivity of data. The information asset sensitivity must be assessed under the lens of operational security 

requirements. The information asset classification must be mapped and in accordance to legal and regulatory laws and 

requirements that exist to protect the privacy of personal data. 

 

A5.4.9.3 Identity and service management 

requirements  

Cloud SLA should include the following service management requirements: 

 Auditing (unbiased assessment of provider’s internal systems and measures) 

 Monitoring & Reporting (performance &load management, notification, etc.) 

 Metering (assurance of accurate billing, segregate billing for different services, handle geo-related taxation 

issues) 

 Rapid Provisioning (speed, customization, testing, demand flexibility) 

 Service Upgrades (develop/test, problem resolution, back out process, etc. 

A5.4.9.4 SLAs requirements  The security aspects in SLAs must consider these two basic rules:- 

 A cloud consumer must understand their security requirements in terms of trust, identity management, asset 

management and compliance.  

 In turn, a cloud provider must understand what they must deliver to the consumer to enable the appropriate 

controls and federation patterns 

A5.4.9.5 Data Encryption The important and critical data in the cloud needs to be encrypted while it is in motion and while it is at rest. The details 

of the encryption algorithms and access control policies should be specified in the SLA. 

A5.4.9.6 Privacy Basic privacy concerns are addressed by requirements such as data encryption, retention and deletion. In addition, an 

SLA should make it clear how the cloud provider isolates data and applications in a multi-tenant environment. 

A5.4.9.7 Data Retention and Deletion Many organizations have legal requirements that data must be kept for a certain period of time. Some organizations also 

require that data be deleted after a certain period of time. Cloud providers must be able to prove they are compliant with 

these policies. 
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A5.4.9.8 Hardware Erasure and Destruction A common source of data leaks is the improper disposal of hardware. If a cloud provider's hard drive fails, the platters of 

that disk should be zeroed out before the drive is disposed or recycled. On a similar note, many cloud providers offer the 

added protection of zeroing out memory space after a consumer powers off a VM. 

A5.4.9.9 Transparency Under the SLAs of some cloud providers, the consumer bears the burden of proving that the provider failed to live up to 

the terms of the SLA. A provider's service might be down for hours, but consumers who are unable to prove that 

downtime are not eligible for any sort of compensation. For critical data and applications, providers must be proactive in 

notifying consumers when the terms of the SLA are breached. This includes infrastructure issues such as outages and 

performance problems as well as security incidents. 

A5.4.9.10 Security Accreditation Consumer might have the requirement that cloud provider is ISO 27001 certified. Provider would be responsible for 

proving their certification and keeping it up-to-date. 

A5.4.9. 11 Audit An SLA should make it clear how and when those audits take place. Because audits are disruptive and expensive, the 

provider will most likely place limits and charges on them. Performance statements that are important to consumers 

should be measureable and auditable, and documented in the SLA 

 

A5.4.9.12 Monitoring If a failure to meet the terms of an SLA has financial or legal consequences, the question of who should monitor the 

performance of the provider (and whether the consumer meets its responsibilities as well) becomes crucial. It is in the 

provider's interest to define uptime in the broadest possible terms, while consumers could be tempted to blame the 

provider for any system problems that occur. The best solution to this problem is a neutral third-party organization that 

monitors the performance of the provider. This eliminates the conflicts of interest that might occur if providers report 

outages at their sole discretion or if consumers are responsible for proving that an outage occurred 

A5.4.9. 13Machine-Readable SLAs A machine-readable language for SLAs will enable an automated cloud broker that could select a cloud provider 

dynamically. One of the basic characteristics of cloud computing is on-demand self-service; an automated cloud broker 

will extend this characteristic by selecting the cloud provider on demand as well. The broker could select a cloud 

provider based on business criteria defined by the consumer. For example, the consumer's policy might state that the 

broker should use the cheapest possible provider for some tasks, but the most secure provider 
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Appendix G: Translation of ITU-T Group 

Mobilized actors Description 

For Cloud Users 

Method to trust cloud providers' security level Security assessment, security audit, security certification/accreditation scheme shall be established in order 

for cloud user to select appropriate cloud service provider based on his security requirements. A cloud 

user shall easily evaluate or ask a trusted third-party to audit an existing cloud infrastructure.  Furthermore, 

security criteria for the selection shall be implemented so as to provide mutual understandings of security 

level among cloud user and service provider. The cloud user shall also implement his own security policy by 

integrating the cloud service provider security policy, negotiating SLAs, and propose several different 

commercial solutions 

Information/asset management Location of sensitive asset/information of a cloud user, physical control for data storage, reliability of data 

backup, and countermeasures for Business Continuity Program and Disaster Recovery shall be appropriately 

implemented as a requirement in the cloud user perspective. On one side, the cloud infrastructure pre-

defines its security policy. On the other side, a cloud user requires agility to treat the protection of this 

infrastructure, he shall decide and implement his own security policies 

Confidentiality/integrity of data Cryptographic management information such as encryption keys, authentication codes and access privileges 

shall be securely managed and controlled as a requirement in the cloud user perspective. This is required to 

protect insufficient authentication, authorization, and audit (AAA) controls; inconsistent use of encryption 

and/or authentication keys; operational failures; disposal problems and so on against loss or leakage of data 

Service interoperability, portability and reversibility For many technical or commercial reasons, such as an unacceptable increase in cost at contract renewal time 

or unacceptable decrease in service quality, a cloud user may want to change their Cloud Service Provider. 

In these cases, service portability, interoperability and reversibility shall be considered to minimize the 

damage to user’s business. The cloud user shall be able to migrate all or a part of its system to another 

service provider, uses and integrate services from different providers, or completely leave the cloud 

infrastructure 

Cloud Service Provider 

Storage Isolation A cloud service provider provides flexible storage capacities which enforce extensibility. A Virtual Machine 

(VM) may be dynamically affected with new storage in according to its execution requirement. Different 

kinds of storage solutions, such as Storage Area Network (SAN) or Network-Attached Storage (NAS) may 

be deployed in one datacentre. The interoperability of various storage technologies as well as their 

protection becomes an open issue. A cloud service provider shall ensure the isolation of its storage systems 

without any constraint on the selected adopted solution 

Interoperability  A datacentre is usually constructed by a set of heterogeneous hardware and software, ranging from servers, 
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 disk arrays, switches, hypervisors, middleware, to software. The interoperability of such solutions remains 

as a main concern. As a cloud service provider, he shall analyse the safety of co-existence and cooperation 

of these heterogeneous solutions. Furthermore, the coordination and consolidation of diver security policies 

and mechanisms is an important issue. The cloud service provider shall guarantee the coherence of 

various security policies and their implementations.  

Multi-tenancy isolation Cloud computing provides potential cost saving through massive resource sharing that occurs at a very large 

scale. This situation exposes many possibly-vulnerable interfaces. For example, different tenants use 

services on the same cloud simultaneously. As a result a tenant may have access to other tenants’ virtual 

machines, network traffic, actual/residual data, etc. Also, a tenant may impact the normal operation of other 

tenants, by stealing their data or identities. The Cloud Service Provider shall  

 Encrypt data in transit and at rest;  

 Harden the Virtual Machine (VM) so that exposure to attacks on the virtualization layer is 

minimized. 

 Provision special virtual environments with physical separation for customers with special security 

requirements. 

IP & License management & Jurisdictional Compliance License and intellectual property will be managed in accordance with the laws governing the jurisdiction of 

instantiation. The evidence of compliance with regional laws and regulations shall be made available and 

any modification or renewal event shall be transmitted. The provision of the license shall be managed 

according to mutually agreed upon service license agreements. 

Segregation of Role, Resource and Responsibility Methods and procedures shall be established as an internal check on activities through separation of asset 

custody, authorization of transactions from custody of associated assets and operational responsibilities 

from record-keeping responsibilities. No single individual or organization should have control over two 

or more phases of a transaction or operation without operational oversight by a third party. Cloud 

tenants should assign responsibilities to ensure a crosscheck of duties 

Information and Data Quality Assurance Methods and procedures shall be established to insure the logical correctness and reliability of the 

hypervisor, virtual machine, software executing operations and operating system; the logical completeness 

of the hardware and software implementing the protection mechanisms; and the consistency of the data 

structures and occurrence of the stored data.   Protection mechanisms shall be put in place to protect against 

unauthorized modification or destruction of information 
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Appendix H: Example of Contributory Work with Cloud Audit 

Control 
Area 

Compliance 
Clause 

CAIQ Mapping Applicable Questions for ISO 27002 Recommended Questions ISO 27002 Namespace Mapping 

Complian
ce - Audit 
Planning 

ISO/IEC 27002-
2005 15.3.1 

/.well-
known/cloudaudit/org/cl
oudsecurityalliance/cai/
1/CO-01/a/ 

CO-01a - Do you produce audit assertions 
using a structured, industry accepted 
format (ex. CloudAudit/A6 URI Ontology, 
CloudTrust, SCAP, ISACA's Cloud 
Computing Management Audit/Assurance 
Program, ISACA audit standard etc.?) 

CO-01a - Do you follow the 
prescribed audit plan and 
produce audit assertions using a 
structured, industry accepted 
format (ex. CloudAudit/A6 URI 
Ontology, CloudTrust, SCAP, 
ISACA's Cloud Computing 
Management Audit/Assurance 
Program, ISACA audit standard 
etc.?) 

/.well-
known/cloudaudit/org/iso/27002-
2005/15-3-1/ 

Complian
ce - 
Independ
ent 
Audits 

ISO/IEC 27002-
2005 6.1.8 

/.well-
known/cloudaudit/org/cl
oudsecurityalliance/cai/
1/CO-02/a/ 
/.well-
known/cloudaudit/org/cl
oudsecurityalliance/cai/
1/CO-02/b/ 
/.well-
known/cloudaudit/org/cl
oudsecurityalliance/cai/
1/CO-02/c/ 
/.well-
known/cloudaudit/org/cl
oudsecurityalliance/cai/
1/CO-02/d/ 
/.well-
known/cloudaudit/org/cl
oudsecurityalliance/cai/
1/CO-02/e/ 
/.well-
known/cloudaudit/org/cl

CO-02a - Do you allow tenants to view 
your SAS70 Type II/SSAE 16 
SOC2/ISAE3402 or similar third party audit 
reports? 
CO-02b - Do you conduct network 
penetration tests of your cloud service 
infrastructure regularly as prescribed by 
industry best practices and guidance?  
CO-02c - Do you conduct application 
penetration tests of your cloud service 
infrastructure regularly as prescribed by 
industry best practices and guidance?  
CO-02d - Do you conduct internal audits 
regularly as prescribed by industry best 
practices and guidance?  
CO-02e - Do you conduct external audits 
regularly as prescribed by industry best 
practices and guidance?   
CO-02f - Are the results of the network 
penetration tests available to tenants at 
their request?   
CO-02g - Are the results of internal and 

CO-02b - Do you conduct 
network penetration tests of your 
cloud service infrastructure 
regularly as prescribed by 
industry best practices and 
guidance? 15.2.2 
CO-02c - Do you conduct 
application penetration tests of 
your cloud service infrastructure 
regularly as prescribed by 
industry best practices and 
guidance? (15.2.2) 
CO-02d - Do you conduct 
internal audits regularly as 
prescribed by industry best 
practices and guidance? 
(15.2.1) linked with 6.1.8                                                                                

/.well-
known/cloudaudit/org/iso/27002-
2005/6-1-8/ 
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oudsecurityalliance/cai/
1/CO-02/f/ 
/.well-
known/cloudaudit/org/cl
oudsecurityalliance/cai/
1/CO-02/g/ 

external audits available to tenants at their 
request? 

Complian
ce - Third 
Party 
Audits 

ISO/IEC 27002-
2005 6.2.3 
ISO/IEC 27002-
2005 10.2.1 
ISO/IEC 27002-
2005 10.2.2 

/.well-
known/cloudaudit/org/cl
oudsecurityalliance/cai/
1/CO-03/a/ 
/.well-
known/cloudaudit/org/cl
oudsecurityalliance/cai/
1/CO-03/b/ 

CO-03a - Do you permit tenants to perform 
independent vulnerability assessments? 
CO-03b - Do you have an external third-
party conduct vulnerability scans and 
periodic penetration tests on your 
applications and networks?        CO-03c- 
Do you assign reponsible management 
board (10.2.2) or automated security to 
ensure third party compliance to existing 
security policy and agreements? 

  /.well-
known/cloudaudit/org/iso/27002-
2005/6-2-3/ 
/.well-
known/cloudaudit/org/iso/27002-
2005/10-2-1/ 
/.well-
known/cloudaudit/org/iso/27002-
2005/10-2-2/ 

Complian
ce - 
Contact / 
Authority 
Maintena
nce 

ISO/IEC 27002-
2005 6.1.6 
ISO/IEC 27002-
2005 6.1.7 

/.well-
known/cloudaudit/org/cl
oudsecurityalliance/cai/
1/CO-04/a/ 

CO-04a - Do you maintain liaisons and 
points of contact with local authorities in 
accordance with contracts and appropriate 
regulations? 

  /.well-
known/cloudaudit/org/iso/27002-
2005/6-1-6/ 
/.well-
known/cloudaudit/org/iso/27002-
2005/6-1-7/ 

Complian
ce - 
Informati
on 
System 
Regulator
y 
Mapping 

ISO/IEC 27002-
2005 15.1.1 

/.well-
known/cloudaudit/org/cl
oudsecurityalliance/cai/
1/CO-05/a/ 
/.well-
known/cloudaudit/org/cl
oudsecurityalliance/cai/
1/CO-05/b/ 

CO-05a - Do you have the ability to 
logically segment or encrypt customer data 
such that, in the event of subpoena, data 
may be produced for a single tenant only, 
without inadvertently accessing another 
tenant's data? 
CO-05b - Do you have capability to 
logically segment and recover data for a 
specific customer in the case of a failure or 
data loss?                      CO-05c - Do you 
have any appropriate procedure to apprise 
the user to understand the local law 
compliance in the event of subpoena? 

  /.well-
known/cloudaudit/org/iso/27002-
2005/15-1-1/ 
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Python Script 

from cloudaudit.csa.CSA import Archiver 
from cloudaudit.csa.CSA import Builder 
from os import sys 
import csv 
 
def archive(argv): 
    fileToArchive = argv[0] 
    baseDirectory = argv[1] 
    title = raw_input('Document Title: ') 
    summary = raw_input('Summary: ') 
    controlString = raw_input('Supporting Controls (comma-separated): ') 
    controls = controlString.split(',') 
    archiver = Archiver(fileToArchive) 
    archiver.archive(baseDirectory, title, summary, controls) 
    def archiveFromFile(argv): 
    baseDirectory = argv[1] 
    if len(argv) > 2: 
        baseSource = argv[2] 
    else: 
        baseSource = '' 
    reader = csv.reader(open(argv[0], 'U'), delimiter=',', quotechar='"') 
    for line in reader: 
        file = baseSource + '/' + line[0] 
        print 'Archiving' + file 
        title = line[1] 
        controls = line[2].split(',') 
        summary = line[3] 
        archiver = Archiver(file) 
        archiver.archive(baseDirectory, title, summary, controls) 
         
def build(argv): 
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    target = argv[0] 
    author = raw_input('Your Name: ') 
    email = raw_input('Email: ') 
    organization = raw_input('Organization name: ') 
    host = raw_input('Base URI: ') 
    definitions = raw_input('CSA Definitions File: ') 
    atomTemplate = raw_input('Manifest Template: ') 
    htmlTemplate = raw_input('HTML Template: ') 
        builder = Builder(host, definitions, author, email, organization, target, atomTemplate, htmlTemplate) 
    builder.build() 
    if __name__ == "__main__": 
    if sys.argv[1] == 'build': 
        build(sys.argv[2:]) 
    elif sys.argv[1] == 'updateFromFile': 
        archiveFromFile(sys.argv[2:]) 
    else: 

        archive(sys.argv[2:]) 
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Appendix I: Mapping Cloud Security Alliance GRC Stack on CGF at Evolve Conference 
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