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Abstract

Context: Recent years have witnessed growing interests in Semantic Web
and its related technologies. While various frameworks have been proposed
for designing Semantic Web Services (SWS), few of them aim at testing.

Objective: This paper investigates into the technologies for automati-
cally deriving test cases from semantic web service descriptions based on the
Web Service Modelling Ontology (WSMO) framework.

Method: WSMO goal specifications were translated into B abstract ma-
chines. Test cases were generated via model checking with calculated trap
properties from coverage criteria. Furthermore, we employed mutation anal-
ysis to evaluate the test suite. In this approach, the model-based test case
generation and code-based evaluation techniques are independent of each
other, which provides much more accurate measures of the testing results.

Results: We applied our approach to a real-world case study of the Ama-
zon E-Commerce Service (ECS). The experimental results have validated the
effectiveness of the proposed solution.

Conclusion: It is concluded that our approach is capable of automati-
cally generating an effective set of test cases from the WSMO goal descrip-
tions for SWS testing. The quality of test cases was measured in terms of
their abilities to discover the injected faults at the code level. We imple-
mented a tool to automate the steps for the mutation-based evaluation.
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1. Introduction

The past decade has witnessed a rapid progress in Web Services (WS),
which provide an open platform with a set of XML-based standards. How-
ever, due to the fact that XML is only a syntax-based notation, it can not be
used to document complicated contextual relationships among the web enti-
ties and be fully understood by software tools. To this extend, Semantic Web
Services (SWS) add meta data and semantics to the present WS technologies
using the ontology description languages. Since the ontology associates the
strict meaning of terms, it is easier for software tools to understand and more
accurately process SWS.

While various frameworks have been proposed for the design and devel-
opment of SWS, few of them aim at SWS testing. In this paper, we study the
issue from an end user’s perspective. Traditionally, a web service is written
and provided by a web service provider, together with the corresponding web
service specification, e.g., the WSDL or OWL-S description. The web service
specification is used by the web service tester for designing test cases. The
test cases are then executed on the web service and the test result report is
generated. One could observe that during the whole process of web service
testing, the end user does not have an input in any phase. The reason why
there is no place for the end user during testing is that web service speci-
fication and end user goal are not distinguished from the very beginning in
the design of traditional web service architecture. As a consequence, the web
service tester is checking if the web service meets the provider’s own specifi-
cation, rather than the user requirements. Apparently, since a provider’s web
service specification only describes the behaviour of web services from his/her
own point of view, it may not necessarily coincide with the end user’s under-
standing/expectation of that web service. Thus, the testing of web services
based solely on the provider’s specification is unable to ensure the correctness
of web services from the end user’s perspective. The term correctness here
means that it will fulfil all of the user requests and thus, satisfy the user re-
quirements completely. In any software testing approach, the objective is to
ensure the correctness of the software for the end users who use it. However,
since the present approaches of web service testing are mainly based on the
provider’s specification, they may not ensure correctness for the end users.

In 2005, the Web Service Modeling Ontology (WSMO) was introduced
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as a conceptual framework for semantically describing all relevant aspects of
SWS in order to facilitate the automation of services over the Web (Domingue
et al., 2005). In particular, WSMO explicitly separates web service specifi-
cations from the user requirements with the help of the top level element,
called the WSMO goal, in its conceptual framework. Thus, in the scenario of
WSMO based SWS testing, we do have a chance to check if the web service
really meets the user requirements.

In this paper, we focus on two parts of goal based SWS testing: test case
generation and evaluation. Specifically, we apply model checking to derive
test cases for SWS from goal specifications. Since the quantity of test cases
does not necessarily add value to the testing, it is important to measure their
quality. Therefore, to make the subsequent test case evaluation independent
of the model-based generation approach, we proposed a mutation-based so-
lution for such a purpose. Furthermore, to make this approach scalable and
practical, we implement a tool to automate all the evaluation steps. Finally,
we applied our approaches to the well-known Amazon E-Commerce Service,
a web service that exposes Amazon’s product data and E-Commerce func-
tionality. The case study validated the effectiveness of the proposed solution
and the usefulness of the implemented tool.

Figure 1: A high level overview of the proposed solution.

To realize goal based testing of SWS, we use the WSMO framework. Fig-
ure 1 gives the overview of the the proposed solution. In order to understand
how it works, we need to understand the three different roles involved: the
web service tester, the domain expert or an ontology engineer, and a web
service user. The web service tester is responsible for web service testing
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and quality assurance. This is done by generating concrete test cases and
executing them on the semantic web services. A domain expert or an on-
tology engineer is a person who has knowledge of the domain related to the
user’s requirements and masters expertise to model user requirements using
a WSMO goal specification and WSMO ontology language, i.e., WSML. Fi-
nally, a user or a web service user uses GUI-based tools that the WSMO
framework provides to instantiate the generic goal specification and define
his or her own concrete goal requests. Thus, the users are only expected
to specify their concrete requests with the help of tools, but they are not
expected to specify or write the generic WSMO goal specification of their
own.

In detail, the whole system proceeds the following way. The goal spec-
ification is designed and published on a public repository by an ontology
engineer that represents the generic user requirements that can be fulfilled
by a set of semantic web services. For example, a goal Book A Flight repre-
sents the generic user requirements for booking a flight and can be fulfilled
by several web services. Such a goal specification is used by web service
testers to generate a set of test cases, which is then executed on the selected
web services and the test reports are recorded. A web service user finds the
appropriate goal to meet his or her requirements and instantiates it using
the GUI tools to define his concrete requests. The user submits the concrete
request for achieving the goal. The semantic web service execution environ-
ment may select a particular web service that fulfills the user requirements.
This selection can be based on the test result reports, if no other selection
parameters are specified by the user. The user uses the selected web service
to execute his/her request and gets the required response.

Figure 2: Different users requirements instantiated from the generic goal specification.
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In the proposed solution, we can see that the SWS tester is now really
testing the selected web service from the user perspective. On one hand,
as shown in Figure 2, all these user requests are instantiated from a generic
goal specification and each instance represents a concrete user request. For
instance, it is possible that, by mistake, a user can instantiate a request
with an invalid flight date. On the other hand, as shown in Figure 3, since
the SWS tester uses the same goal specification to generate the test suite,
he can perfectly imitate the users to simulate user requests, including those
critical ones. Thus, if a web service passes the comprehensive enough test
suite generated by the tester, we are confident that it will probably do a good
job in the real world to handle the inputs from the users.

Figure 3: SWS testing based on the proposed approach.

The rest of the paper is organised as follows. The problem background is
introduced in Section 2. The model-based test case generation is presented in
Section 3. The mutation-based test case evaluation is presented in Section 4.
The case study of the Amazon E-Commerce Service is reported in Section 5.
The related work is reviewed in Section 6. Finally, Section 7 concludes this
paper with a discussion of future work.
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2. Background

2.1. WSMO framework

The WSMO framework is composed of four top level elements. An ontol-
ogy is defined as a collection of terms, with their definitions, and relationships
between these terms in a particular domain. The ontology is a basic building
block of the WSMO framework and is used in other elements, such as, in
web services, goals and mediators. An ontology can be described using a
WSML variant, declared with the wsmVariant keyword and uses different
name spaces defined using the namespace keyword. In the WSMO frame-
work, a web service, declared with the webservice keyword, is a semantic
description of an existing XML-based web service. A WSMO web service
specification has different parts including the web service header, capability
and interface specification. The WSMO framework defines a top level ele-
ment for describing requirements for web service users. This is called the goal
specification. To resolve any mismatches resulting from the loose coupling
between its elements, the WSMO framework introduces top level elements
called mediators. A mediator as the name suggests is responsible for resolving
any mismatch at the data, process or behavior level between the elements.
The concept of mediators is not yet fully mature in the WSMO framework.

2.2. WSMO goal specification

A WSMO goal defines the user requirements in a generic format and
is independent from the semantic web services. Such user requirements are
described semantically with the help of the specification, called the goal spec-
ification, so that it can be understood, processed and resolved by machines
automatically. The requirements are described in terms of the required ca-
pability and required behavior. A WSMO goal specification consists of three
components, the goal header, the goal capability and the goal interface. A
goal header consists of a goal statement to declare the goal name, importsOn-
tology statement to declare the ontology imported in the goal specification,
nonFunctionalProperties to define the non-functional parameters and a us-
esMediator statement to declare any mediators used by the goal. The goal
capability specifies the requested view of the capability for the user, i.e., the
functionality that the user wants to achieve with the execution of a web ser-
vice. It is defined in terms of a precondition, postcondition, assumption and
effect as WSML predicates. The precondition defines the input space for goal
fulfillment, whereas the postcondition defines the output space after the goal
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is fulfilled. The assumption and effect describe conditions on the world state
that must hold before and after fulfilment of the goal. The goal interface
defines the requested behavior for the fulfilment of the user requirements.
The goal interface can be of two types, i.e., the goal choreography interface
and the goal orchestration interface. The goal choreography interface defines
how the goal will be used by the users, whereas the goal orchestration de-
scribes how the goal will use other goals or web services. Goal orchestration
is used to describe the composite goals. Both the goal choreography and
the orchestration interfaces consist of two parts, i.e., the state signature and
the transition rules. The state signature defines the set of concepts as state
space for goal specification and the types of these concepts. The transition
rules in a goal interface define the rules for the transition from one state to
another state. The transition rules operate in the state space defined in the
state signature.

3. Model checking based test case generation

Figure 4: The overview of model checking based test case generation.

In this section, we present a framework for generating test cases from
goal specifications using model checking in B notation (Shaban et al., 2009).
Figure 4 shows the main steps of the proposed framework. First, the input to
the framework, a goal specification (in WSML), is translated to a B specifica-
tion, which is used to calculate the trap properties. Next, the trap properties,
together with the B specification, are supplied to model checker, which then
violates the trap properties and generates the counterexamples (Rayadurgam
and Heimdahl, 2001). Finally, the counterexamples are translated to test
cases in WSML. These steps are detailed below.
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3.1. Mapping of WSMO goal specification to B notation

The reasons for selecting B notation for generating test cases from WSMO
goals are two fold. First, the WSMO goal specification is based on the ASM
model like the B specification, hence it is likely to be transformable. Second,
B is based on First Order Logic(FOL), which is compatible to the WSML-
Full variant of WSML. Due to these conceptual similarities, we believe that
scalability will not be an issue in this translation.

We believe that this translation can also be useful in providing a plat-
form for web service testing using B, which has good tool support for testing
and verification. Although the source code of the web service is not present,
however, our approach of test case generation is based on specification, e.g.,
WSML specification of web service, which should always be available. This
is sufficient to generated web service test cases using specification. The im-
plementation is only used to evaluate or assess the effectiveness of the test
cases.

For the translation framework, we assume that the goal specification is
described at a concrete level along with the complete capability and interface
specifications. A goal specification G is defined as a 3-tuple G = {H, I, Cp},
where, H is a goal header, I is a goal interface specification and Cp is a goal
capability. Below we describe the mapping in the same order.

3.1.1. Mapping of goal header to B

The header of a WSMO goal specification consists of goal declaration, im-
portsOntology statement, non-functional properties and usesMediator state-
ment. However, since the non-functional properties and usesMediator state-
ment are not considered, we only map the goal declaration and importsOn-
tology statements in the mapping process.

R1. Rule for mapping goal name: The goal declaration is mapped
to a B machine declaration by the MACHINE statement, as shown in Equa-
tion 1. Note that the symbol “'” denotes the “is mapped to” statement.

goal 〈 goalName〉 ' MACHINE 〈 goalName 〉Machine (1)

This means that the goal declaration is mapped to the machine declaration
in the translated B machine. The naming convention is to use the name of
goal specification, with a suffix “Machine”.

R2. Rule for mapping importsOntology statement: An ontology
imported in a goal specification using the importsOntology makes all the on-
tology concepts and instances visible to the goal specification as if they were
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included. Therefore, the importsOntology statement in goal specification is
mapped using the INCLUDES statement in the B machine that also makes
the included machine visible and accessible in the including machine. The B
machine representing the ontology, is imported using the INCLUDES state-
ment in the B machine representing the goal specification. This is shown in
Equation 2.

importsOntology 〈 ontologyName 〉 ' INCLUDES 〈 ontologyNameMachine 〉 (2)

The included relationship maps the imports relationship in the same way.
Although B also specifies some other relationship types between B machines,
e.g., USES and SEES relationships, they do not map the imports relationship
exactly.

3.1.2. Mapping of goal interface specification to B

The interface I in a goal specification can be expressed as a 3-tuple as
shown in Equation 3.

I = {C(O), T, Σ} (3)

C(O) is the set of the state ontology concepts, i.e., the set of n ontology con-
cepts involved in the state transitions, given by C(O) = {Ci}, i = 1, . . . , n.
T is a set of m transition rules given by T = {trj}, j = 1, . . . ,m. Σ is a state
signature function that associates every concept in the state ontology C(O)
to a mode from the set M = {in, out, controlled, shared, static}. Therefore,
the function Σ can be represented in Equation 4.

Σ : C(O)→M (4)

The jth transition rule trj ∈ T , is represented as a pair, trj = (Gj, Rj),
where Gj is a guarded condition that imposes constraints on the subset of
the state ontology concepts C(O) used in the condition. Now let C(Gj) =
{Cj}, j = 1, . . . ,m, be a set of the concepts on which the guarded condition
Gj applies, then by description, {Cj} ⊂ {Ci}, where, i = 1, . . . , n , j =
1, . . . ,m, m <= n. Therefore, for every concept Cj in the guarded condition,
we can also determine the operating mode mode ∈M , using the relation, as
shown in Equation 5.

Σ (Cj) = mode (5)

where, Cj ∈ C(Gj) ⊂ C(O),mode ∈M, j = 1, . . . ,m
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This means that for every concept used in a guarded condition, we can also
determine the type of mode for the concept using the Σ function.

Rj in the transition rule trj contains the set of p rules to be executed,
i.e., Rj = {rk}, k = 1, . . . , p , j = 1, . . . ,m. Whereas, a rule, rk can itself
be a transition rule or an update rule. There are three types of transition
rules, if, for and choose, and three types of update rules, add, update and
delete. Let Tr be a set of transition rules and Ur be a set of update rules,
then rk ∈ Tr = {if, for, choose} || rk ∈ Ur = {add, update, delete}.

A basic update rule is of the form {add || update || delete ( V rk mem-
berOf CUk)}, where, V rk is the variable used in update rule and CUk is a
concept which defines the type of variable V rk in the update rule rk. This
means that a transition rule trj adds an instance or a set of instances in the
state ontology from the set of state ontology concepts, C(O). For this, we
define CUk ⊂ C(O) as the set of the concepts updated in the state ontology
by the rule rk of the transition rule trj.

Mapping of state signature: The state signature Σ in a WSMO goal
specification is based on the ASM model. It represents the states of a machine
in the same way as variables do in B. The only difference is that, in B
a machine state is represented by the state variables and their types are
defined in the INVARIANT clause, whereas, in an abstract state machine,
the machine state is represented by the types only. Hence, the five types
of modes in M for variables in a state signature Σ can be mapped to B.
The modes in, out, shared and controlled are mapped to state variables in
INV ARIANTclause, whereasthestatic variable in WSML are mapped to
ConstantinPROPERTIES clause.

R3. Rule for mapping state signature to B variable names: Let
G be a goal specification, µ be a B machine and V (µ) represent a set of
B machine variables. The mapping of the state signature to B variables is
shown in Equation 6.

C(O) ' Vi | name(Vi) = Ci (6)

where, Σ(Ci) 6= “static”, Ci ∈ C(O), i = 1, . . . , n

It indicates that the state ontology concepts are mapped to the set of B
variables, such that the ith concept Ci in the state ontology is mapped to the
ith variable in B machine. This is true for all, except the static states are
mapped to constants, not variables.

R4. Rule for mapping state signature to B variable types: The
type of the ith variable in the B machine corresponds to the set representing
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the ith concept Ci in the state ontology C(O). This type is denoted by “<:”
subset operator of B notation, as shown in Equation 7.

C(O) ' Vi | type(Vi) = cap(Ci) (7)

where Σ(Ci) 6= “static”, Ci ∈ C(O), i = 1, . . . , n

Note that as the naming convention, the ith variable in B, Vi, should be
mapped with the same name as the ith concept Ci in the state signature of
the goal specification. However, the set representing the ith concept in the
state ontology should be mapped in capital letters in the B machine. This is
shown by the function cap(x) in Equation 7.

Mapping of goal transition rules: Let µ be a B machine, OP (µ) =
{opi} , i = 1, . . . , n, be a set of the operations of the B machine µ, and
T (G) be a set of transition rules of the goal specification G. The transition
rules are mapped to B operations, as shown in Equation 8,

T (G) ' OP (µ) (8)

where, arg(opi), retype(opi) and opName(opi) are the input arguments, re-
turn type and the name of the operation opi, respectively.

The mapping of transition rules to B is challenging for two reasons.
Firstly, the WSMO goal is an unstructured specification. In a WSMO goal
specification the machine state space is defined by the state ontology con-
cepts. Whereas, a B specification is structured with the state defined as
the state variables in the VARIABLES clause and the constraints inside the
INVARIANT clause. Secondly, the transition rules can be nested and com-
plex, whereas, B operations are usually simple and not nested. Therefore,
to define a complete mapping, we consider both structure-wise and syntax-
wise mappings of the transition rules to B operations. The structure-wise
mapping defines which transition rules are mapped to which operations in
B, whereas, the syntax-wise mapping defines how the operation names, ar-
guments and return types are mapped. We identify two cases of transition
rules for mapping:

simple or disjoint transition rules and nested transition rules.

Definition 3.1. A transition rule tri is called a simple transition rule, if it
satisfies the condition in Equation 9.

tri = (Gi, Ri) | ( Σ(Ci) = in ∧ (Σ(Cui) = out ∨ Σ(Cui) = controlled)) (9)

where, i = 1, . . . ,m,C(Gi) = {Ci}, Cui ∈ C(O)
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Equation 9 states that a transition rule tri, is a simple disjoint transition
rule if the mode of the concept used in the guarded condition Gi and the rule
Ri are of “input” type and the mode of concepts added in the state ontology
are “out” type or “controlled” type.

R5. Rule for mapping of simple transition rules: A simple tran-
sition rule is directly mapped to a single operation in the corresponding B
machine, as shown in Equation 10.

tri ' opi | arg(opi) = C(Gi) ∧ retype(opi) = Cui ∧ opName(opi) = get〈Cui〉(10)

where, tri is the ith transition rule that is mapped to the ith operation of B,
i.e., opi and Cui is a concept in the update rule whose instance is added in the
state ontology. In simple words, the rule R5 states that a simple transition
rule tri is directly mapped to a B operation opi, such that the argument of the
operation is mapped from the concept(s) in the guarded condition Gi of the
transition rule, tri, i.e., C(Gi) and the concept added in the add update rule
is mapped to the return type of the operation. Because such an operation
is an accessor of the concept added in the add rule, it is also called a getter
function.

On the other hand, the nested transition rules refine outer rules and add
specific types of concepts in the state ontology according to nested guards.
Formally, it is defined as:

Definition 3.2. A transition rule tri = (Gi, Ri) is said to be a nested transi-
tion rule, if it does not belong to the basic update rules, Ur = {add, update, delete}.

In other words, a transition rule tri is said to be a nested transition rule,
if ri ∈ Tr , where Tr = {if, forall, choose}. This means the update rule is
another transition rule.

R6. Structure wise mapping of nested transition rules: For map-
ping nested transition rules to B operations, we propose the following ap-
proach.

1. Combine the guard of the inner-most transition rule with that of the
outer transition rule, i.e., flatten the nested transition rules. This is
done using the conjunction operator, i.e., “and” operator of WSML.
The condition of the inner guard is joined by conjunction with the
condition of the outer guard. This process is followed until the outer-
most guard is reached. This will flatten the nested transition rule to a
simple disjoint transition rule, with one guard only and a basic update
rule.
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2. Map the flattened transition rule to a single B operation according to
mapping rule R5, i.e., syntax-wise mapping of the simple transition
rule.

R7. Syntax-wise mapping of nested transition rules: Once the
nested transition rule is transformed to the simple transition rule, it is
mapped to a single B operation according to following rule,

tri ' opi | arg(opi) = C(Gi) ∧ retype(opi) = Cs ∧ opName(opi) = get < Cs >(11)

where, C(Gi) is the set of concepts used in the guard of the transition rule
tri and Cs is a generic or super concept of all those added in the update
rules of nested transition rules before it is flattened. Note that the concept
Cs should be explicitly introduced in the state signature, if it does not exist.
The above rule R7 states that the flattened transition rule tri is mapped to
a single B operation, as a getter function of the generic concept in the state
ontology.

3.1.3. Mapping of state ontology to B

Ontology is a basic building block in WSMO that is used to model the
terms and their relationships used in WSMO components. Therefore, it is
important to define a mapping of the WSMO ontology to a B specification.

R8. Rule for the mapping of WSMO concepts from an ontology
to B: The concepts in a WSMO ontology are mapped to sets in a B machine
in SETS section (Idani and Ledru, 2005). The sets are named in capital
letters. The sets are usually declared by the deferred sets in B. A deferred
set is one that is not initialized at the time of the set declaration. However,
the explicit initialization of a set is represented by the initialized set. The
set initialization can also be used to map the inheritance of the concepts. A
concept with multiple sub concepts can be mapped as the initialized set with
elements representing its sub concepts.

R9. Rule for mapping the attributes of concepts: The attributes
of a concept in a WSMO ontology are mapped using the B relations. An
attribute of a concept is mapped as a relation over the set representing the
concept and the set representing the type of the attribute. Such relations
are defined in the INVARIANT section of the B machine. The attribute
of a concept is defined as a variable for defining this relationship. These
relationships become different types of functions based on the type of the
multiplicity associated with the attribute. However, we do not consider this
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for the sake of clarity and we use simple B relations for this. For example, the
attributes cName and cAge representing the customer name and customer
age respectively, are mapped as the relationship over the set CUSTOMER-
STRING and CUSTOMER-INT, respectively.

3.1.4. Mapping goal capability and logical expression to B

The capability parts of the goal specification are defined using WSML
logical expressions. Therefore, fisrt we need to define the mapping of the
logical operators from WSML to B.

R10. Rule for mapping WSML logical operators to B: WSML
contains a rich set of logical operators. The mapping from WSML logical
operators to B is shown in Table 1.

Description WSMO Operators B Operators

Conjunction and &
Disjunction or or
Negation neg, naf not
Universal quantifier forall !x
Exist quantifier exists #x
Equality =, :=: =
Inequality != /=
Implication implies, impliedBy =>
Reverse implication impliedBy =>
Membership memberOf :
Typing ofType, impliesType :
Inheritance subConceptOf :>

Table 1: Mapping logical operators from WSML to B.

Because of the similarity between WSMO and B, this translation of logical
expressions is mostly straightforward, especially the translation of logical
expressions from WSML to B. Furthermore, B is based on set theory and First
Order Logic (FOL) as the underlying logic formalism, which is compatible
with the most expressive WSML variant, i.e., WSML-Full. Thus, with this
similarity of expressiveness between WSML and B, the semantics between
the two languages is maintained and no information will be lost during the
translation mechanism. For example, the help type is defined in Amazon
ECS case study using the following option:

axiom HelpTypeDef

definedBy ?x memberOf HelpRequest :- ?x[helpType hasValue ?hType]

memberOf HelpRequest and (?hType = "Operation"

or ?hType= "ResponseGroup").
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This means that a customer can request a help about the operation or a
response group in the Amazon ECS case study. This axiom definition can
be converted to the logical predicate as the part of the INVARIANT clause
in the corresponding B machine, as shown below.

INVARIANT

/*axiom defining the helpType constraint */

#x.(x:HELPREQUEST & helpType(x) = "Operation"

or helpType(x) = "ResponseGroup")

With regard to the formal correctness of the translation, there is a con-
ceptual similarity between the two notations, i.e., WSMO goal and B. Both
specification languages are based on the Abstract State Machines (ASM)
and have similar structures, e.g., a set of the states and the set of operations
for transition from one to another. Therefore, the transformation between
two state machine based languages is mostly straightforward, which could be
considered as syntax-based mappings.

3.2. Test case generation using ProB model checker

Model checking is an important formal verification technique to verify
finite-state systems. We use the assertion violation capability of model check-
ers to automatically generate test cases from goal specifications. The B rep-
resentation of a goal specification is given as an input to the model checker
along with the set of assertions.

3.2.1. Calculating trap properties from B specification

A trap property is the negation of a test predicate derived according to a
test coverage criterion to achieve an acceptable adequacy of the test cases.
Two mostly common used coverage criteria, i.e., the boundary condition
coverage (Jorgensen, 2002) and the Modified Condition Decision Coverage
(MCDC) (Ammann et al., 2003) were used for the test case generation. The
MCDC coverage criterion tests a logical predicate effectively whereas the
boundary condition coverage tests the boundary conditions effectively.

Trap properties for boundary conditions: The boundary value test-
ing technique tests the behavior of a program on the boundaries of a variable.
Whereas, the robust boundary coverage criterion is used to produce a set of
test cases that test the system boundaries effectively and robustly. The steps
involved in calculating the trap properties for conditions are listed below.
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1. Determine the boundary conditions from the translated B specification.
These conditions are found by looking at the relationship operators in
the specification.

2. Calculate the robust boundary test predicates for identified boundary
conditions by assigning different values to the variable on which the
boundary condition is applied and near boundary condition.

3. Calculate the trap properties negating the test predicates.

Trap properties for logical conditions: MCDC is a logic based cover-
age criterion that is used to test individual conditions and complete decisions
effectively in a given specification. These steps are listed below in detail.

1. Determine the logical conditions from different parts of the B specifi-
cation.

2. Calculate MCDC based test predicates for the logical expressions. We
used the tabular method (Ammann et al., 2003) to calculate MCDC
based test predicates. For instance, the logical expressions can be de-
termined from different parts of the B specification, e.g., the INVARI-
ANT clause of a B machine. One such logical expression is shown in
the following code snippet:

#x.(x:CREDITCARD & ccType(x)="Visa" or ccType(x)= "MasterCard")

Then for each logical expression, we determine the atomic clauses. An
atomic clause is the part of a logical expression concatenated by some
logical connectives, e.g., and, or etc. There are two atomic clauses in
the above expressions, i.e., ccType(x)=“Visa” and ccType(x)=“MasterCard”.
To simplify this, we assign the values to the atomic clauses. Let
A = {ccType(x) = “V isa”} and B = {ccType(x) = “MasterCard”}.
Then the test predict can be easily derived.

3. Negate the complete expression of the test predicate to produce the
trap property.

3.2.2. Counter example generation with ProB model checker

Once a set of trap properties is calculated according to the above coverage
criteria, it is supplied to the model checker along with the translated B
specification of the goal description. ProB (Leuschel and Butler, 2003), a
model checking and animation tool for B, is used for this purpose.

We record the trap properties using the simple B syntax and listed them
in the ASSERTIONS section of the B machine. As shown in Figure 5,
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ProB visits all the states and tries to reach the state where an assertion
is violated. This sequence of operations from the initial state to the state
where the assertion is violated is called a counterexample. The assertions are
violated one by one using ProB and the set of counterexamples are generated
representing the concrete set of test cases for a particular coverage criterion.

Figure 5: ProB user interface for model checking and assertion violation message.

We believe that the proposed framework of test case generation using
model checking is reasonably performance-efficient, since it is based on the
performance aspects of the ProB model checker, which is an efficient tool.
The constraint checking mechanism of the ProB model checker is based on
a symbolic approach, which makes use of Prolog co-routines and constraint
solving facilities that are very fast and efficient. It has been applied and
tested on the large-sized industry scale examples, which revealed that ProB
has no computation problems with solving the state space and finding coun-
terexamples.

3.3. Mapping WSML test cases from ProB output

The test cases can be executed against the particular SWS only if they are
specified in WSML format. Thus, it is important to convert the counterex-
amples generated by ProB in B format to concrete test cases in WSML. The
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counterexample generated by ProB represents the sequence of states where
the given assertion is violated. In fact, the state violating the assertion sat-
isfies the test predicate and represents a concrete test case. The test case
generated in this way is a set of pairs of variables and their values repre-
senting the state of the machine. There are two types of variables in a ProB
generated test case, i.e., the B primitive data types and custom defined types
or set types.

3.3.1. Converting ProB output to WSML data types

Since the B specification has a limited number of primitive data types,
they can be easily converted to WSML data types directly. This conversion
is very straightforward and therefore we do not define any mapping rules for
this. This is shown in Table 2.

S#. Data types (in B) Data types (in WSML)

1 INTEGER, NATURAL, NATURAL1, INT, NAT, NAT1 integer
2 STRING string
3 BOOL boolean

Table 2: Conversion from B to WSML primitive data types.

Mapping custom data types of B: The complex data types in B
are represented by sets and the relation mechanism A test case containing
complex data in B is represented by two things, i.e., an initialized set, e.g.,
A = {ai}, where, i = 1..n, and the attributes of the elements. For example,
an initialized set is represented by A = {a1}. Whereas, an attribute attri
of this element is represented by a function of the element to which this
attribute belongs, over the value of the attribute. For example, attribute
attr1 of the element a1 with the value V can be represented by the function
attr1(a1) = V . In general, attri(aj) = V is the ith attribute of the element
aj with the value V .

R11. Rule for mapping an initialized B set to WSML: A set is
mapped to a concept in WSML and the initialized elements are mapped to
the instances of that set. For example, an initialized set A having values
a1 and a2 will be represented in the ProB output as A = {a1, a2}. The set
A is mapped to the concept A in WSML and the elements a1 and a2 are
mapped to the instances in WSML. These instances are concatenated to the
concepts using the memberOf clause. For example, a1 memberOf A and
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a2 memberOf A, as shown in Equation 12.

A = {ai} ' ai memberOf A where i = 1, .., n (12)

R12. Rule for mapping of an attribute value: An attribute of a set
data type in B is represented as a function of the element which it belongs
to, over the value of the attribute. For example, fName(shaban) = “Shaban”,
defines that value of the attribute fName for the element shaban is “Shaban”.
This is converted to WSML using the hasValue keyword for the specified
attribute of that element. In general, this can be shown in Equation 13.

attri(x) = “val1” ' attri hasV alue “val1” (13)

To summarize, a set in B is mapped to a concept type in WSML, whereas
the elements of the set are mapped to the instances and the attributes are
mapped to hasValue statements in WSML, with the attribute name on the
left side and the attribute value on the right side. For example, the B state-
ments A = {a1} and attri(a1) = Vi, where, i = 1, .., n can be mapped to the
following WSML code.

instance a1 memberOf A

attr1 hasValue V1

attr2 hasValue V2

...

attrN hasValue Vn

In this way, we violate all the assertions one by one and generate the
counterexamples in B, which are then converted to WSML using the proposed
rules. During this conversion, it is important to keep two aspects in mind: 1)
correctness and completeness; and 2) efficiency of this part of the translation.
With regard to the first aspect, as stated earlier, the B language is more
expressive than the WSML language. This means that translation from
WSML to B can be done easily, whereas the translation from B to WSML
is more complex. However, this limitation does not have any impact on
our framework, because the ProB counterexamples, which consist of simple
data values and instances of concepts, do not have any expressions that
cannot be translated directly to WSML. Regarding efficiency, since the ProB
counterexample output contains only the simple data instances of B, they
can be converted WSML in a simple and straightforward manner. This can
be achieved efficiently by a translator program that implements the data type
conversion in Table 2 and the conversion rules of R11 and R12.
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4. Mutation-based test case evaluation

After successfully generating the test cases, the next step is to measure
their qualities, which essentially reflects how good the test cases are in terms
of detecting potential errors in the program. Traditionally, there are two
general approaches used to evaluate the quality of test cases. The first one is
the coverage based approach that measures the coverage of different execution
paths in the program by the test suite. The other is the mutation-based
approach, which is based on fault injection and retrieval. In this project, we
chose the mutation-based approach to measure the effectiveness of generated
test cases, i.e., using mutation operators that represent the potential real
faults, injecting faults systematically into the original SWS to derive mutant
SWS, and comparing the execution output of the test cases on the original
and mutant SWS to see how many faults can be detected (Jokhio et al.,
2014). The reasons for selecting the mutation-based approach is twofold:

1. Using the mutation-based approach provides an independent solution
to evaluating the model-based test case generation process. Due to the
fact that we generated test cases from SWS goal specification through
the coverage criteria and model checking, applying a similar coverage
based test case evaluation technique could not thoroughly and distinc-
tively measure the overlaps of the two.

2. Our main objective is to evaluate the quality of test cases generated in
section 3, which could be measured in terms of fault detection capa-
bilities by the mutation-based evaluation. In particular, the mutation
score depicts how good a test suite is in terms of finding the potential
faults in the program.

Given a semantic web service S with the specification Φ and implemen-
tation ∆, and a test suite T , our objective is to evaluate the effectiveness
of test suite T . From the given semantic web service S, a set of mutant
versions, M(S) = {S1, S2, .., Sn}, are generated using a mutant generation
process. The test cases T are executed one by one on the original semantic
web service S and on the set of mutant semantic web services M(S). For the
execution of each test case, the outputs from the original and the mutants are
compared and the comparison results are stored. The mutation results are
summarized to produce the evaluation results, which show the effectiveness
of the test suite in terms of the number of faults discovered and the overall
mutation score. Besides the above conventional steps of the mutation-based
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approach, we also perform ad hoc analysis of the mutation results in detail.
This is realized by a further analysis module, which is separate from the
evaluation phase. Its goal is to determine the effectiveness of the individual
test cases and thus yield a reduced set of test cases with higher quality. To
automate the entire evaluation process, we implemented a tool and illustrate
its major components in Figure 6.

Figure 6: A high level overview of proposed automation of the mutation-based evaluation.

The overall approach is divided into four main steps or phases: 1) mu-
tant generation, 2) mutants execution and output comparison 3) mutation
evaluation and 4) analysis of results. Given the URI of the original semantic
web service as an identifier the mutants generation process generates the mu-
tants of the given original semantic web service, using the MutantsGenerator
component of the tool. This component is built on top of the MuJava tool
that generates mutants of the Java programs. The original and generated
mutant semantic web services are supplied for mutant execution and output
comparison in the next phase. The mutant execution is performed by exe-
cuting the original and mutant semantic web services on all test cases one
by one using the Test case executor component of the tool. The test case
executor executes a single test case and is built on top of the WSMX invoker
component of the WSMX execution environment. Once all the test cases are
executed on the original SWS and a mutant SWS, the outputs are compared
using the output comparison component of the tool.The Evaluation compo-
nent calculates how many of the injected mutants are detected. Based on
this, it calculates the overall effectiveness of the test suite in terms of the
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mutation score. Whereas, the Analysis component performs a deeper anal-
ysis of the test cases, determining which are more effective and which ones
are less effective. Based on this information, it calculates the reduced test
suite, which is as effective in killing the mutants as the original test suite.

Apart from its independence to the test case generation in section 3, the
main contribution of our mutation-based test case evaluation for SWS is the
tool implementation which is able to provide an automated and effective sup-
port for evaluating test cases in the SWS context. The approach is not only
suitable for test case generation approach presented in this paper, but also
applicable to measuring the quality of any model-based test case generation
techniques 1.

5. Case study of Amazon E-Commerce Service

We evaluated our approach on the well-known Amazon E-Commerce
Service(ECS), a web service that exposes Amazon’s product data and E-
Commerce functionality. It contains all the functionalities related to E-
Commerce tasks, including searching catalog by different parameters, search-
ing items, creating and managing shopping carts, looking up customers wish
lists and registries and getting help for using an Amazon operation (Ama-
zon Web Services, 2009). Figure 7 shows the case study evaluation process.
It starts with the original WSDL specification of the Amazon ECS service,
which is simplified to produce a version that can be easily used for further
implementation. This version of WSDL is translated to the WSML using
the WSDL to WSMO translation guidelines. The XSLT lifting and lowering
schemas are written to convert the input and output data types between the
WSML ontology and XML instance and vice versa. The Amazon ECS web
service is implemented in Java using the Apache AXIS2 framework. The
web service related artifacts are deployed in Tomcat, whereas, the semantic
web service and grounding related artifacts are deployed in WSMX execution
engine. With this, the Amazon ECS as a complete semantic web service is
implemented. The goal specification, Amazon E-Commerce Goal, is written
to use Amazon ECS service. After that, the test cases and the mutant Ama-
zon ECS web services are generated using the proposed framework.Finally,

1The tool is available on the Github repository for review purposes at https://github.
com/shabanjokhio/SWSTestingDemoTool.git.
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Figure 7: Steps in the case study to evaluate the proposed approach.

the test cases are executed on the mutants and the execution results are an-
alyzed. In the following, we illustrate the case study results for each of the
major steps.

5.1. Test case generation

The Amazon E-Commerce goal represents the user requirements for us-
ing the Amazon ECS web service. It is translated to the B specification
using the proposed set of translation rules, as shown in Figure 8. Since the
AmazonGoal imports the AmazonOntology to reuse the concepts and types
defined in the AmazonOntology, the AmazonOntology is first mapped to the
B machine AmazonOntologyMachine and then the AmazonGoal is mapped
to the AmazonGoalMachine. This relationship is mapped to the INCLUDES
relationship between the two machines.

The trap properties are calculated from the goal specification invariant
part using the MCDC and boundary condition coverage criteria. The steps
of trap property calculation are mostly simple, except a few trap properties
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Figure 8: Overview of translation of WSML to the B machines.

of the MCDC coverage that has a large number of the atomic predicates, e.g.,
for the atomic predicate AudienceRating type and ItemIdType that contain
12 and 5 atomic predicates, respectively. A list of trap properties calculated
from the Amazon E-Commerce Goal specification is shown in Table 3.

S# Axiom name Related operation Atomic
predi-
cates

MCDC
trap prop-
erties

Boundary
trap prop-
erties

1 helpType Help 2 3 -
2 conditionType ItemLookup 5 6 -
3 DeliveryMethod ItemLookup 2 3 -
4 ItemIdType ItemLookup 5 6 -
5 Availability type ItemSearch 1 2 -
6 AudienceRating type ItemSearch 12 13 -
7 conditionType ItemSearch 5 6 -
8 DeliveryMethod ItemSearch 2 3 -
9 listType ListSearch 4 5 -
10 listType ListLookup 4 5 -
11 SimilarityType SimilarityLookup 3 3 -
12 CartModify action CartModify 2 3 -
13 creditCardType PurchaseByCreditCard 2 3 -
14 SellerListingIdType SellerListingLookup 4 5 -
15 Payment Method type PurchaseByCreditCard 1 2 -
16 ExpiryDate range PurchaseByCreditCard 2 - 11

Total 56 68 11

Table 3: Number of trap properties generated for the Amazon ECS case study.

One can see that most of the test cases for this particular case study have
been generated using the MCDC coverage criterion, since the invariant of the
specification contains more logical expressions than relational expressions.
We used the MCDC coverage for the logical expressions because it generates
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the minimal number of test cases for a logical expression. However, for
a relational expression, we used the robust boundary condition coverage to
test any boundary faults robustly to ensure the fault are tested. For this case
study, the total number of logical expressions or axioms found from the case
study is 16. The total number of atomic clauses is 56, out of which 54 atomic
clauses are related to MCDC coverage. It generated 68 trap properties,
whereas, 11 trap properties were generated using the boundary condition
coverage. Thus, we have a total of 79 trap properties.

Using the ProB model checker’s Verify 7→ Model Check menu, the asser-
tions are violated one by one. Consider the trap property, not (idType ilookup
(iLookupReq) = ”UPC”). The ProB model checker visits the state space from
the initial state and finds a state where the given trap property is violated.
It displays an error message as soon as the violation state is reached. Al-
though it is not possible to show complete state space, a shorter view of
the counterexample trace from the initial state to the current state can be
viewed using the history to the current state in ProB. The final state of coun-
terexample that violates the given assertion is shown in Figure 9. It must
be noted that for a counterexample, we derive the concrete test cases only
from the last state of the counterexample trace.This means that each trap
property violation will produce one concrete test case.

Figure 9: Violation state for an assertion case study.

The state shown in Figure 9 is a state that violates the given assertion by
assigning those values to the state variables which are asserted not to occur
anywhere in the state space. This violation state is translated to a concrete
WSML test case using the B to WSML translation rules, i.e., Rule R11 and
Rule R12, as described in Section 3.3. The test cases are generated for the
operation ItemLookup from axiom 2, 3 and 4 in Table 3.
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5.2. Test case evaluation

For the Amazon ECS web service specification, we developed a prototype
implementation in Java. This prototype implementation is a simplified ver-
sion of the Amazon ECS specification and is used to generate the mutants.
Table 4 lists the mutants generated for each operation and the mutation
score. It shows that the operation itemSearch of the Amazon ECS generated
the most mutants, i.e., 223 out of the 598 mutants, because it is the most
complicated operation in the Amazon ECS case study.

After the relevant mutants and test cases are selected for an operation, the
test cases are executed on the mutants one by one. As described earlier, the
execution and comparison results are collected as a two dimensional integer
array of values 1s and 0s, where the value 1 denotes that the mutant is killed
or detected by the test case, and the value 0 shows that the mutant is not
detected by the test case. This array is called the execution results and is
written to a text file, so that the analysis of the results can be performed in
the later phase. The evaluation of the execution results for the case study is
done with the help of the ResultsAndAnalysis module of the tool.

Operation Name No of test
cases

No of mu-
tants

No of
mutants
detected

mutation
score (%)

help 3 3 2 66.67%
itemLookup 15 32 23 71.88%
listSearch 5 29 18 62%
listLookup 5 31 10 33%
customerContentSearch 1 17 12 71%
sellerLookup 1 17 12 71%
cartCreate 1 39 15 64%
cartModify 3 41 26 63.50%
cartClear 1 13 12 92%
similarityLookup 3 3 2 66.67%
transactionLookup 1 17 12 72%
sellerListingLookup 5 26 19 73%
purchaseByCreditCard 16 50 36 72%
itemSearch 24 223 119 53%
customerContentLookup 1 19 14 73.70%
browseNodeLookup 1 17 15 88.23%
sellerListingSearch 1 17 15 88.23%
cartAdd 1 4 3 75%
cartGet 1 0 0 –

Total 89 598 365 71.43% (Av-
erage muta-
tion score)

Table 4: The overall mutation scores for Amazon ECS operations.
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Table 4 gives the overall mutation scores for all the operations of the Ama-
zon ECS case study. As an example, we discuss the operation ItemLookup,
whose basic evaluation of the results is reported in row 2. The test cases in
the test suite were able to detect 23 out of 32 mutants. This results in a
mutation score of 71.88%. There were 9 mutants that are not killed by the
test cases for this operation. After careful investigation, we found that those
mutants were potential equivalent mutants with respect to the MCDC cover-
age criterion, as our assumption for mutation score calculation. The reason
is that such mutants are basically the replacement of OR (‖) conditional op-
erator with the EXclusive OR (∨) conditional operator. From the basic truth
table concepts, we know that the behavior of the logical operator, OR and the
logical operator, Exclusive OR is exactly the same, except the values which
evaluate both atomic predicates to true. However, in a testing scenario it is
not possible to have any test cases that result in both atomic predicates be-
ing true. For example, consider the mutant COR 10, the original statement
deliveryType.equals(“Ship”) ‖ deliveryType.equals(“ISPU”) is replaced with
the statement deliveryType.equals(“Ship”) ∨ deliveryType.equals(“SPU”). In
order to test such expressions, we generated test cases using the MCDC cover-
age criterion, which could test a logical expression effectively with the fewer
test cases. It is not possible that the shipment type can be both of type
“ISPU (In Store Pick Up)” and “Ship” for one user at a time, i.e. a user can-
not order to pick the item up from the store and be delivered to his address
at the same time. In summary, if such mutants were not counted, almost all
of the mutants in the example were killed or detected.

In addition, we perform further analysis of the execution results for each
operation of the Amazon ECS case study. For example, the results for the
ItemLookup operation is shown in Table 5. The test case killing most mutants
is t4 which kills 20 mutants in the first iteration. The reduced test suite is
also calculated. It shows that the reduced test suite is calculated in three
different iterations. Most of the mutants are detected in the first iteration,
i.e., 20 mutants by test case t4 out of 23 mutants that were detected. Such
a test case which kills the highest number of mutants, is called the most
effective test case. In the second and third iterations, the test cases are
selected to kill the remaining 3 mutants.

For the ItemLookup operation, the reduced test suite achieved 80% reduc-
tion in the original test suite. The experiment conducted with this reduced
test suite show that they killed the same number of mutants as the complete
test suite. We applied the algorithm to calculate the reduced test suite for
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Iter No Most effective test
case picked

No of mutants
killed

No of test cases
subsumed

List of test cases sub-
sumed

1 t4 20 6 t5, t6, t7, t8, t9, t18
2 t10 2 2 t11, t12
3 t19 1 4 t14, t15, t16, t17

Total 23

Table 5: Reduced test suite generation for ItemLookup operation of case study.

all the operations of Amazon ECS case study. The number of test cases in
the reduced test suite and the percentage of reduction are shown in Table 6.

S.No. Operation Name No of test cases
in original test
suite

No. of test cases
in reduced test
suite

Reduction

1 help 3 1 66.67%
2 itemLookup 15 3 80%
3 listSearch 5 1 80%
4 listLookup 5 1 80%
5 customerContentSearch 1 1 –
6 sellerLookup 1 1 –
7 cartCreate 1 1 –
8 cartModify 3 1 66.67%
9 cartClear 1 1 –
10 similarityLookup 3 1 66.67%
11 transactionLookup 1 1 –
12 sellerListingLookup 5 2 60%
13 purchaseByCreditCard 16 5 68.75%
14 itemSearch 24 4 83.33%
15 customerContentLookup 1 1 –
16 browseNodeLookup 1 1 –
17 sellerListingSearch 1 2 –
18 cartAdd 1 1 –
19 cartGet 1 1 –

Total 89 30 66.29%

Table 6: Overview of test suite reduction for Amazon ECS case study.

It should be noted that using our approach, we achieved a two-fold pro-
duction of test cases. Firstly, the test cases are generated via model checking
using MCDC based trap properties, which is a logic-based coverage approach
to test case creation. The generated test cases are further analysed and re-
duced using the mutation-based approach. The reduced test suite kills the
same number of mutants as the original test suite with fewer number of test
cases. This differs from a minimal test suite that has the minimal set of test
cases according to a coverage criterion. However, the resulting set after the
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reduction could be considered as close to minimal in most cases2.

6. Related work

6.1. Testing of standard web services

Quite a lot of research has been conducted in the area of the standard
web service testing, i.e., the testing of web services based on standard non-
semantic specifications, e.g., WSDL, REST and BPEL, the research is still
evolving. We classified the research into three sub categories, i.e., the initial
work that extends WSDL, secondly the techniques that syntactically parse
specifications and thirdly those which change the specifications.

Wei Tek Tsai is the pioneer of the research in web service testing. His
initial works in 2002 are the starting point in the area of web service testing,
based on the WSDL specification. In (Tsai et al., 2002b), Tsai et al. proposed
certain extensions to WSDL specifications to facilitate web service testing.
WSDL has limited information that can be useful for web service testing,
for example, it does not specify the input-output dependency and invocation
sequence. Tsai proposed the following extensions to WSDL which facilitate
unit black-box testing and regression testing of web services: 1) Input-output
dependency, 2) invocation sequence, 3) hierarchical functional description
and 4) sequence specifications. Such extensions are helpful for retrieving
the necessary information for web service testing and decreasing the testing
cost and efforts. Tsai et al., also proposed Coyote, a tool for web services
testing based on an XML-based framework (Tsai et al., 2002a). It contains
two parts, i.e., the test master and test engine. The test master extracts the
interface information from the WSDL file and maps them into test scenarios
in XML format. The test engine uses the test scenarios to generate concrete
test cases and executes those against the targeted web services.

Mei and Zhang (2005) presented a framework for WSDL based web ser-
vice testing. To generate test data, the WSDL description is extended with
the contract information of the web service using the precondition relational
expression and random test data is generated from each partition of the re-
lational expression. The runtime information is collected by recording the
information passed by the real world applications while invoking a web ser-

2The high reduction rate on the test suites may also due to the characteristics of the
case study, which might not always be extrapolated to other systems.
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vice. This gives the actual test data on which the web service can be exe-
cuted. The selection of effective test data is based on a greedy algorithm on
web service contract mutation which revealed a high number of the injected
faults. Finally, the selected set of test data is executed using the test-driver
of the framework. A supporting tool was implemented as a proof of concept.

Dong (2009) proposed testing WSDL based web services automatically
with the help of an abstract test suite and an executable test suite. An
XML-based test scripting language is presented and a concrete test suite is
derived from the abstract test suite automatically using an XML parser. The
executable test suite consists of a message schema syntactic test group, web
service interface test group, and inter-operation test group. A test process is
used in WSDL based web service testing. The three key techniques adopted
by the test process, which includes test case generation, test flow, and test
data generation, are analyzed.

Xu et al. (Xu et al., 2005; Offutt and Xu, 2004) proposed an approach
to test web service based on the concept of XML perturbation, according to
which whenever an XML-based application receives a message from another
application, it should either validate the message or invalidate it. The set
of test cases are generated as XML messages. To generate the test cases a
formal model of the XML schema is defined first, and then the set of XML
perturbation operators are applied to it in order to generate the perturbed
schema. An instance of the perturbed schema, i.e., a perturbed message,
which serves as the invalid test case is generated using the boundary and
non-boundary constraints from the perturbed XML schema. Such test cases
are executed on the application or web service under test to check the web
service behavior.

Siblini and Mansour (2005) proposed a technique that is similar to the
perturbation of web services, however, instead of perturbing the XML schema
they mutated the WSDL specification. A set of mutation operators, which
mainly mutate the WSDL operations, messages and message types was pro-
posed. The set of test cases generated from the original specification were
applied to the mutated web service. An error is detected if the web service
execution did not reveal the injected fault. A similar approach was presented
by da Silva Solino and Vergilio (2009). Instead of randomly mutating the
complex data types in the WSDL specification, they mutated only those
data types which take part in the definition of the web service interface, thus
defining the real mutation on the web service under test.

Mao (2009) proposed a framework for formal specification based testing
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of web services, in particular composite web services. The framework is
based on two levels, i.e., one at the service unit level and the other is at the
service interaction level. At the service unit level the interface information is
extracted from WSDL or the OWL-S specification of the web services. After
the unit testing of the web services, the state-based approach is used in the
system testing of web services. Miao and Liu (2013) also proposed similar
pre-post-condition-based test case generation method used for testing web
services. However, none of the approaches and algorithms were implemented
as an automated tool.

6.2. Testing of semantic web services

For the past few years web services have been described semantically us-
ing ontology based description languages such as, OWL-S, WSML, WSDL-S
and SA-WSDL. Such specifications can be used for more effective test case
generation, as these specifications depict the dynamic behavior of web ser-
vices, unlike the WSDL which only gives the static description. Keeping this
in view the web service testers have been using these semantically enriched
specifications to perform the testing of the web services. There are a few
approaches described below that took on this direction.

Dai et al. (2007) and Wang et al. (2007) proposed methodologies for SWS
testing based on OWL-S specifications. Dai proposed contract-based test-
ing of SWS, verifying whether the service fulfills its contract as specified in
the WS profile. The test data were generated from the service profile that
describes the service capabilities and process model that describes the be-
haviour of WS. The web service process model is analyzed and transformed
into a Petri-Net structure. The test cases are generated by analyzing the in-
put and precondition of the contract and the expected output is generated by
analyzing the output and effect parts of the contract. Finally, the execution
monitor collects the actual output and comparison is done. Whereas, Wang
proposed a methodology for ontology-based testing of SWS. The given OWL-
S specification of the WS was divided into two parts, i.e., the input-output
precondition and effects (IOPE) parts represented by a service profile and
the service behaviour represented by a process model. An ontology for such a
Petri-Net model is defined using OWL. Finally the test-cases were generated
by parsing different paths of the state-machine and, analyzing the inputs
and outputs of every atomic process with the help of the PetriNet ontology.
The advantages of the approach is that the test cases can be generated from
limited information using reasoning on the ontology. For example, given an
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ontology which defines a customer as a subclass of person, the valid and
invalid test cases of the person’s name attribute can be used to test a web
service that defines the customer as the input space in its service profile.

Noikajana and Suwannasart (2009) proposed an approach to test seman-
tic web services based on WSDL-S specifications. WSDL-S is an extension to
standard WSDL that is used to describe semantic web services. It describes
web services semantically with the help of annotations to the web service pre-
conditions and post conditions. To make the web service further semantically
rich, the web service precondition and post conditions were described using
the OCL specification language. This specification was finally used for test
case generation. The test cases were generated using a pair-wise technique,
which has been shown to be one of the effective combinatorial approaches for
test case selection that selects a minimal set of test cases.

Zhu and Zhang (2012) proposed a dynamic framework to test OWL-
S based web services using a collaborative approach. The framework uses
other web services specialized to perform the testing related tasks, e.g., ex-
ecuting test cases and analyzing the test results, called the testing services
(T-services). Each functional web service (F-service) to test is associated
with the corresponding T-service. The T-service uses the Software Test-
ing Ontology for Web Services (STOWS) for performing the testing related
tasks. The framework proposes to use the web service broker, which is itself
a T-service for the collaboration of the other T-services to perform dynamic
testing of the F-services.

(Huang et al., 2005) proposed a novel approach to verify web services by
verifying the process model of OWL-S using model checking and validating
the web services using test cases automatically generated by model checking.
The model checker BLAST was used and extended to handle the control
flow model naturally to handle the concurrency in OWL-S. The OWL-S
process model was converted to a C-like specification language and the trap
properties were embedded into the specification language in LTL format,
which was fed to the BLAST model checker that violates the trap properties
and generates the test cases. Furthermore, the OWL-S and Planning Domain
Definition Language (PDDL) were extended to connect predicates and data
to better facilitate test case generation.

The work presented in this paper applies to the WSMO framework, i.e.,
test case generation based on goal specifications via model checking. Com-
pared to the standard web service testing techniques, the approach makes use
of the formal descriptions of semantic web services. The WSMO goal specifi-
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cation represents the user perspective of the service expectation, which could
be more accurate in reflecting the functional requirements of the user request
in testing whether the services fulfil the user’s needs. This is a major dis-
tinction between our work and those of others. Furthermore, we translated
the WSMO goal specification into its corresponding B specification and used
the ProB model checker for generating the desired test cases. This is similar
to Huang’s approach above. It is worth mentioning that the B notation has
a rich set of tool support for verification, validation, simulation, refinement,
etc., on the design, which is an advantage for the proposed WSMO to B
translation. In addition, the test case evaluation technique presented in the
paper is totally independent of the generation process. Our approach to test
case generation is a model-based technique, which derives test case from the
requirement specification and coverage criteria using model checking. How-
ever, our evaluation is purely code-based via mutations on the implemen-
tation. Further to improve the efficiency of the mutation-based technique,
we implemented a prototype tool to automate the entire evaluation process.
This approach can be easily extended to other model-based test case gen-
eration approaches for evaluating their outcome test suites, which serves as
an extra contribution compared to other works. It should be noted that this
work is not an extension of our previously published paper in SEEFM Work-
shop 2009, rather this work is a substantial improvement and enhancement in
many areas, such as creating concrete test cases, test case execution, results
analysis, mutation analysis and test case evaluation.

7. Conclusions and Future Work

In this paper, we proposed a novel approach for testing SWS from the user
perspective. Unlike the traditional approaches that test web services based
on the service provider’s own specifications, we utilized the user requirement
specification, namely goal specification in WSMO, to generate the test cases
for testing of SWS. We covered most of the testing steps, i.e., the generation,
execution and evaluation of test cases derived from goal specifications. To
generate test cases we proposed the model checking based framework. To
translate the WSMO goal specification to B notation, we proposed the set of
formal mapping rules. The set of trap properties were calculated based on
coverage criteria. The ProB model checker was used to verify the assertions
and find the set of counterexamples. The counterexamples were converted
back to WSML language to represent the concrete test cases. To evaluate
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the quality of the test cases generated from goal specifications, we proposed a
mutation based evaluation framework for SWS testing, which is independent
of the test case generation process. The quality of test cases is measured
in terms of their ability to discover the injected faults, with the help of the
mutation score. We implemented a tool to automate the steps in the proposed
framework for mutation-based evaluation. We believe that the technique
could be applied to evaluating any model-based test case generation for SWS
testing. Finally, a case study of Amazon ECS was experimented in order to
demonstrate the practicality and effectiveness of the work.

In the future, we plan to implement a tool to automate the proposed
translation mechanism from WSMO to B specification based on the transla-
tion rules. We plan to consider the mediators in the testing process. In the
real world scenario, the goal and the web services might use different ontolo-
gies that define the data types in different contexts. Therefore, it would be
interesting to see how semantic web service testing can be performed when
the two entities differ from each other. Furthermore, it would be worthwhile
integrating the tools that combine the test case generation and mutation eval-
uation into a coherent framework with feedback components on the testing
results, so that we could automatically measure the correctness of semantic
web services in terms of the user requirement.
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