
 

 

http://researchspace.auckland.ac.nz
 

ResearchSpace@Auckland 
 

Copyright Statement 
 
The digital copy of this thesis is protected by the Copyright Act 1994 (New 
Zealand).  
 
This thesis may be consulted by you, provided you comply with the 
provisions of the Act and the following conditions of use: 
 

• Any use you make of these documents or images must be for 
research or private study purposes only, and you may not make 
them available to any other person. 

• Authors control the copyright of their thesis. You will recognise the 
author's right to be identified as the author of this thesis, and due 
acknowledgement will be made to the author where appropriate. 

• You will obtain the author's permission before publishing any 
material from their thesis. 

 
To request permissions please use the Feedback form on our webpage. 
http://researchspace.auckland.ac.nz/feedback
 

General copyright and disclaimer 
 
In addition to the above conditions, authors give their consent for the 
digital copy of their work to be used subject to the conditions specified on 
the Library Thesis Consent Form. 

http://researchspace.auckland.ac.nz/
http://researchspace.auckland.ac.nz/feedback


Network Event Detection

with Entropy Measures

Raimund E. A. Eimann

A thesis submitted in partial fulfilment of the requirements

for the degree of

Doctor of Philosophy

in

Computer Science

The University of Auckland, 2008



Abstract

Information measures may be used to estimate the amount of information emitted by discrete information

sources. Network streams are an example for such discrete information sources. This thesis investigates

the use of information measures for the detection of events in network streams.

Starting with the fundamental entropy and complexity measures proposed by Shannon and Kolmogorov,

it reviews a range of candidate information measures for network event detection, including algorithms

from the Lempel-Ziv family and a relative newcomer, the T-entropy. Using network trace data from

the University of Auckland, the thesis demonstrates experimentally that these measures are in principle

suitable for the detection of a wide range of network events.

Several key parameters influence the detectability of network events with information measures. These

include the amount of data considered in each traffic sample and the choice of observables. Among others,

a study of the entropy behaviour of individual observables in event and non-event scenarios investigates

the optimisation of these parameters.

The thesis also examines the impact of some of the detected events on different information measures.

This motivates a discussion on the sensitivity of various measures.

A set of experiments demonstrating multi-dimensional network event classification with multiple observ-

ables and multiple information measures concludes the thesis.
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