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Abstract

Purpose – This study tests the attitudes towards and social consequences of Edward Snowden’s revelations in
New Zealand,  taking  into  account  New  Zealand’s socio-cultural  and  political  environment  especially  as
regards privacy and state surveillance.

Design/methodology/approach –  A questionnaire  survey  of  66  university  students  and  semi-structured
follow-up interviews with 18 respondents were conducted, in addition to reviews of the literature on privacy
and state surveillance in New Zealand. The outcomes of the survey were statistically analysed and qualitative
analyses of the interview results were also performed.

Findings – Despite a lack of detailed knowledge concerning Snowden’s revelations and a relative lack of
knowledge of domestic law enforcement agencies as well as those devoted to protecting human rights and
privacy, the revelations have had a noticeable effect on New Zealand youngsters’ attitudes toward privacy and
state surveillance, mainly evidenced in their willingness to emulate Snowden’s actions and in their changed
online behaviour thereby demonstrating a chilling effect.

Practical implications – The study results suggest younger New Zealanders are aware of and concerned with
their privacy and also that the Government should better publicise the existing mechanisms for protecting
human rights and privacy as well as for whistle-blowing by individuals to give effect to the aspirations of
younger citizens in particular.

Social implications – The results of this study based on a questionnaire survey indicates that state surveillance
and other threats to privacy are issues of concern to younger New Zealanders and that better public education
is needed as to the mechanisms that are available for citizens to protect their privacy and human rights.

Originality/value – This study is the first attempt to investigate the social impact of Snowden’s revelations on
New Zealand youngsters’ attitudes toward privacy and state surveillance as part of cross-cultural analyses
between eight countries.
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1. Introduction

In June 2013, The Guardian in the UK and The Washington Post in the US began publishing internal electronic
documents from the US’ signals  intelligence (SIGINT) organisation the National Security Agency (NSA),
provided  to  them  by  Edward  Snowden  who  had  obtained  the  documents  while  employed  as  a  systems
administrator at the NSA for contractor Booz Allen Hamilton. As they have done previously, the NSA and
other parts of the US government generally will not confirm or deny the validity of the documents, however on
21st  June  2013,  the  US Department  of  Justice  charged  Snowden  with  violating  the  Espionage  Act.  The
activities detailed in the documents included activity undertaken by the NSA and its main SIGINT partner the
UK’s Government Communications Headquarters (GCHQ), and with the SIGINT agencies of three former
British colonies (Canada, Australia and New Zealand), as well as joint activities with similar agencies in other
countries such as Germany’s Bundesnachrichtendienst (BND).

In 2014, the Pew Research Center (Madden, 2014) undertook the first of a number of surveys of US citizens’
attitudes to  Snowden and the documents he revealed.  In  particular, they asked questions such as whether
respondents believed that Snowden’s revelations had served or harmed the public good, whether Snowden
should be prosecuted or not. Inspired by these surveys, a group of academics at Meiji University in Tokyo
developed a pilot survey deployed in Japan and Spain using students as the primary research population (for
reasons  of  resource  constraints)  and  conducted  follow-up interviews.  The  results  of  this  pilot  survey  are
presented in Murata, Adams and Lara Palma (2017). Having revised the survey after analysis it was deployed
with the cooperation of local academics in Mexico, New Zealand, Spain and Sweden (in English), and in
translation in Japan and Germany. With the aid of graduate students studying in Tokyo, it was also translated
into Chinese and deployed in Taiwan (using traditional Chinese characters) and the People’s Republic of China
(using  simplified  Chinese  characters).  The  choice  of  countries  was  a  combination  of  deliberation  and
pragmatism. The following countries had suitable resources available: New Zealand was chosen as a Five Eyes
member;  Germany, Spain  and  Sweden  provide  an  EU perspective;  Mexico  provides  a  US  neighbouring
perspective as well as a Spanish-influenced culture outside Spain; and Japan, China and Taiwan provide a
South East Asian viewpoint. This paper presents the results of the survey in New Zealand.

1.1 Roadmap

This paper focusses on the local content of Snowden’s revelations in the rest of this introduction section. In
Section 2 an overview is  given of  the general  cultural  and historical  context  of  government surveillance.
Section 3 gives an overview of the survey and of  respondent’s demographic information,  while section 4
provides  the  detailed  survey results.  Section  5  presents  the  political  and cultural  impacts  of  Snowden as
perceived by the authors, while the final section gives some conclusions and identifies avenues for future
research.

1.2 Snowden’s Revelations and New Zealand

In New Zealand, there was a great deal of publicity about Snowden’s revelations, in particular due to domestic
incidents of illegal spying by intelligence agencies which also came to light in 2013. The Government also
adopted several new laws and amended others, greatly extending the power of intelligence gathering in the



course of that year, at least partly in a retrospective legalisation and (attempt at) legitimisation of the prior
activities  and  existing  practices  of  their  SIGINT agencies.  Despite  all  opposition  parties  raising  privacy
concerns during the 2014 election, the Government was re-elected with an increased majority. The relative
importance of popular concern about New Zealand, UK or US government surveillance therefore seems low.
However, the Government nonetheless deemed it necessary to commission the first ever independent review of
New Zealand’s intelligence gathering activities (Cullen & Reddy, 2016), including its Five Eyes operations in
sharing information with the US, UK, Canada and Australia.

The effects of Snowden’s revelations on ordinary people’s behaviour has received limited attention  although
there  are  some  indications  from the  United  States  that  some people  have  indeed  changed some of  their
communications practices (Rainie & Madden, 2015). Privacy and surveillance scholars such as Salder (2002),
Taylor  (2002),  Solove  (2008)  (and  many  others)  have  written  extensively  on  the  “chilling  effect”  of
surveillance on freedom of speech and association. 

A related  issue  is  the  level  of  awareness,  particularly  amongst  the  young,  of  the  facts  and  motivations
surrounding Snowden’s conduct, as well as its ethical implications. Snowden refers in  Citizenfour  (Poitras,
2014) to his motivations in part being the “Internet Principle of the seven headed hydra”: the expectation that
other whistle-blowers will be emboldened by his conduct. Such a desire may, however, be fanciful given the
personal repercussions for Snowden of his conduct (Greenwald, 2014). This paper, although of a small sample
size in comparison to its international counterparts nevertheless provides important additional detail  to the
overall study.

2. State Surveillance in New Zealand

New Zealand is arguably the world’s youngest society as it was first settled by Polynesian peoples (Maori)
only  in  the  fourteenth  century  (King,  2003).  Its  relatively  short  history,  however,  has  seen  remarkable
developments  not  paralleled elsewhere.  In  the nineteenth century, conflict  between indigenous  Maori  and
European  settlers  over  land  and  fierce  resistance  by  Maori  resulted  in  both  political  compromise  and
grievances  that  resonate  to  the  present  day.  New  Zealand  became  (also  arguably)  the  world’s  first  true
democracy as both women and indigenous people were given full electoral rights well before the end of the
nineteenth century (King, 2003). In addition, the country has become known for social innovation, such as the
provision of old age pensions and welfare well before other western nations. Some of these innovations, such
as the country’s universal no-fault accident insurance scheme have however, in turn, imposed privacy risks on
individuals due to the vast amounts of personal data collected under government fiat and processed by public
sector agencies (KPMG and Information Integrity Solutions Pty Ltd., 2012).

The Cold War saw concerns about subversion in New Zealand leading to the creation of the country’s domestic
intelligence agency, the New Zealand Security Intelligence Service (NZSIS) in 1956. This agency exists to the
present day although its track record is somewhat mixed, with its occasional excesses and blunders attracting
both criticism and satire (Rudman, 2015). New Zealand’s SIGINT agency, the Government Communications
Security Bureau (GCSB), describes its mission on its own website:

GCSB contributes  to  New Zealand’s national  security  by providing information assurance  and cyber
security to the New Zealand Government and critical infrastructure organisations, foreign intelligence to
government decision-makers, and cooperation and assistance to other New Zealand government agencies.



It  was created in  1980, with the multiple  roles presented above reflecting its  origin as  a merger of  prior
organisations and their  remits.  As with the NSA and GCHQ in the US and UK, the government of New
Zealand originally tried to keep the existence of GCSB (and its predecessors) secret, in this case even from
senior ministers let alone parliament and the public (Edwards, 2000; Greener-Barcham, 2002). Its powers and
oversight  mechanisms  were  finally  publicly  acknowledged  in  the  Government  Communications  Security
Bureau Act 2003. Despite New Zealand’s exclusion from the previous Australia/New Zealand/United States
(ANZUS) military alliance after  adoption of the “Nuclear Free Zone, Disarmament, and Arms Control Act
1987”, intelligence co-operation has continued with New Zealand being an active participant in the “Five
Eyes” network (Hager, 1996).

In 2011, German/Finnish entrepreneur Kim Dotcom (Né Kim Schmitz) (Gallagher, 2012), a New Zealand
resident, was arrested by New Zealand police at the request of the US’ FBI for extradition to face prosecution
for  criminal  copyright  violation  and  related  financial  crimes  (Fowler  et  al.,  2012).  In  2012  during  the
protracted court proceedings (still continuing at time of writing) it was revealed that despite being barred from
intercepting the communications of citizens or residents of New Zealand, GCSB had been targeting Dotcom
(NZ: English signed order on Dotcom spying, 2012), with further revelations showing that the Deputy Prime
Minister (English) had signed a suppression order attempting to keep the surveillance secret.

The New Zealand Government introduced changes in 2013 to the Act governing the GCSB, to extend its
powers  to  conduct  domestic  surveillance,  particularly  in  relation  to  metadata.  The  Telecommunications
(Interception Capability and Security) Act 2013 also obliged network providers to provide back doors in their
systems for intelligence agencies to be able to use their interception powers. These changes were implemented
despite significant public protest and criticism from intellectuals (New Zealand law Society, 2013).

New Zealand is one of the very few countries that lack a specific written constitution. As with its former
colonial power of the UK, New Zealand is a constitutional monarchy, and its constitutional rules are found in a
mix of ordinary statutes, precedential court decision and unwritten conventions or practices that may or may
not have a legal enforcement mechanism, but seem invariably followed in practice. Despite concerns raised at
the potential for abuses of executive power (Palmer, 1979), New Zealand has only experienced occasional
periods where civil liberties have been restricted, notably during periods of large-scale industrial unrest in the
early and mid-twentieth century (King, 2003). The introduction of proportional representation, modelled on
Germany, in 1996 has also acted as a significant check on executive power as no single party is generally able
to obtain a majority in the legislature, thus forcing compromise, and the empowerment smaller parties (Palmer,
1997).

A further important milestone is the New Zealand Bill of Rights Act 1990 (NZBORA). Despite not containing
a specific right to privacy, this charter of fundamental freedoms contains a suite of rights such as the right not
to be subjected to unreasonable search and seizure and the right to due process. The NZBORA does not have
the status of higher law and cannot be used to challenge other legislation but has still been used to restrain
surveillance by the State.

In 2007 New Zealand experienced its first domestic terrorism case with the prosecution of a group including
Maori separatists accused of planning to conduct terrorist acts in New Zealand. The most compelling evidence
in the case was video surveillance made by police on private land, without any authorising warrants or other
compelling justification. This evidence was found by the Supreme Court to be inadmissible and the charges
brought under the Suppression of Terrorism Act 2002 against the defendants were dropped as a consequence
(Radio  New  Zealand  News,  2013;  Hamed  v  R,  2011).  Although  temporary  legislation  (Video  Camera
Surveillance (Temporary Measures) Act 2011) leading to a permanent statute (Search and Surveillance Act



2012) legitimized the types of surveillance that had occurred, these were not backdated due to public outcry. In
a more recent example, Dotcom argued during the extradition hearings that authorities breached his rights
under the NZBORA (Kim Dotcom and others v United States of America, 2014) in conducting surveillance of
his activities.

Both the 2007 terrorism case and the Dotcom case attracted widespread media coverage in New Zealand and,
together with the Snowden disclosures, created a climate of interest in privacy throughout 2013. Opinion polls
consistently showed a high degree of anxiety concerning privacy in the online environment but also a greater
trust in government handling of personal data than in the handling of such data by private corporations (Office
of the Privacy Commissioner, 2014). However such polls have not specifically addressed the question of mass
surveillance, the ethical aspects of the Snowden affair and whether people have changed their behaviour as a
result from the disclosures. 

3. Overview of the Survey

The survey was conducted at the University of Auckland and elicited 61 responses to 39 questions. 

The response group was 38% male and 62% female. The median age was 20, with only 15% being 25 years or
older. As the survey was primarily aimed at business students 76% of responders to the survey were studying
business/commerce while the next largest group, technology/engineering accounted for only 5%. 

New  Zealand’s  population  is  ethnically  diverse  with  significant  Asian  (mainly  Chinese)  and  Polynesian
minorities, considerably over-represented in the Auckland metropolitan area compared to the national mix.
New Zealand’s Universities also seek to attract overseas students, giving a diverse respondent pool in terms of
nationality. Of the respondents, 55% indicated New Zealand as their nationality. The survey used the categories
from New Zealand census data to give respondents choice of group(s) for them to declare their self-perceived
ethnic category or categories (Statistics New Zealand, 2013). The largest single group was Chinese with 36%
with New Zealand Europeans accounting for only 21%. However, the category “other” accounted for 33%
being the second largest group. 

In this paper, respondents’ attributes such as age, gender or course studied, are not analysed. The focus of this
paper is primarily on the relationship between attitudes to privacy and attitudes to Snowden’s revelations.
Further work will consider other analyses of the data.



4. Survey Results and Discussion

4.1 Attitudes towards the Right to Privacy in New Zealand

Respondents were asked whether they felt that their Internet activities generally posed a risk to their privacy,
and also whether their non-Internet activities posed such a risk. They were asked to rate the risk posed via a
one-sided likert scale with answers “Not at all”; “Not much”; “To an extent” or “Strongly”. As with almost all
other questions, there was also a “Prefer not to answer” option and in addition, respondents could skip the
question  without  selecting  any answer at  all.  For Internet  activities,  32% (18/57)  of  respondents  selected
“Strongly” and a further 51% (29) selected “To an extent” leaving 16% (9) selecting “Not much” and only 2%
(1) “Not at all”. None selected “Prefer not to answer” but four skipped the question. In contrast, 12% (7/57)
selected “Not at all” and 47% (27) selected “Not much” for the privacy threat posed by their non-Internet
activity, with a minority selecting “To an extent” (35%; 20) or “Strongly” (5%; 3). See Figure 1 for a graphical
representation of these numbers.

   Figure 1: Do you feel that you are taking risks with your privacy? (0="Not at All"; 3="Strongly")

Respondents were also asked to rate the privacy threats posed by various groups or organisations, including
people (split into individuals they know well, individuals they know but not well and individuals they don’t
know),  various  types  of  for-profit  and  non-profit  organisations  and  government  organisations  including
intelligence  agencies  and others.  They were  also  requested  to  similarly rate  the  threats  posed  by various
technologies such as smart phones, home automation which sense human activity, and video game consoles.
The  same  scale  was  used  as  for  the  Internet/non-Internet  activity  questions.  Tables  1  (groups)  and  2
(technologies) show these ranked according to their mean score calculated by allocation 0 to “Not at all” up to
3 to “Strongly”.

As to which groups threatened privacy most, the data collected from respondents showed that much higher
levels  of  concern  were  expressed  about  threats  from  Internet  companies,  secret  service  agencies,
telecommunications and Internet providers, as opposed to much lower levels of concerns regarding individuals
known to the respondents and not for profit organisations. The outcomes are shown in the following table each
respondent being asked to rank the threats with 1 being highest and 4 lowest (excluding no opinion/response
options). 
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Table 1: Ranked means (0: low; 3: high) of 15 groups as perceived privacy threat

Q8. How much do you feel that the following groups threaten your privacy?

Groups Mean SD

Internet companies 2.43 0.766

Secret service government agencies 2.02 1.052

Telecom companies/ Internet providers 1.94 0.945

Law enforcement government agencies 1.69 1.004

Computer software companies 1.69 0.940

Other for-profit companies 1.63 0.893

Other government agencies 1.60 0.972

System Integrators 1.53 0.883

Health-care organisations 1.49 0.872

Educational institutions 1.46 0.957

Individuals who you don't know 1.44 1.020

Individuals who you know but not well 1.42 0.887

Computer hardware companies 1.40 0.954

Other not-for-profit organisations 1.34 0.806

Individuals who you know well 1.32 0.970

Internet  companies  topped the  list  of  groups  that  concerned  respondents,  with  secret  service  government
agencies  and  telecom  companies  also  regarded  as  significant  threats  by  many  respondents.  In  terms  of
technologies,  smart phones, social media, personal computers and GPS technologies were regarded as the
most threatening, which is consistent with the group threat results. Portable video game consoles, home video
consoles and home automation technologies featured as less threatening.



Table 2: Ranked means (0: low; 3: high) of 19 technologies as perceived privacy threat

Q9. How much do you feel that the following technologies threaten your privacy?

Technologies Mean SD

Smart phone 2.32 0.700

Social media services 2.23 0.984

PC 2.18 0.852

GPS 2.02 0.930

CCTV 1.89 0.911

Online Payments 1.88 0.893

Online shopping 1.82 0.887

Automatic Number Plate Recognition (ANPR) 1.68 1.077

Behavioural targeting 1.62 1.112

Online auction 1.40 0.970

Smart meter 1.33 1.014

Online games 1.33 0.984

Smart card 1.19 0.954

Personal body monitor 1.18 1.035

RFID 1.17 1.015

Home-based health monitor 1.13 1.079

Home automation 1.11 1.026

Home vid. game 1.05 0.854

Portable vid. game 0.80 0.831

When asked whether they felt that the right to privacy was important, nearly all of the 46 respondents who
answered  (44/46  or  96%) indicated  that  they though it  was  very important  (27/45)  or  important  (16/45).
However, when asked how well they understood this right, of those who though that the right to privacy was
very important or important, only 2 claimed to understand it very well, and 23 claimed to understand it well.
So, only 57% of those who thought the right was important felt they understood it well. See Table 3 for a more
detailed breakdown of the answers. See below for free text responses about what the right is and why it is
important.



Table 3: Cross-tab of Q12 and Q15

Q15: How Well do you understand what the right to privacy is?

Understand
very well

Understand
Hardly 
understand

Don't understand
at all

Total

Q12: Is 
your right 
to privacy 
important?

Very important 2 13 9 0 25

Important 0 10 6 0 16

Not so important 0 0 1 0 1

Not important at all 0 0 0 0 0

Prefer not to answer 0 0 1 0 1

Total 2 23 17 1 43

In their free-text explanations of the right to privacy and its importance (or lack of it), several clear themes
could be identified. The importance of control over the sharing of personal information was the most common
theme, mentioned by 35%. This  was followed very closely by concerns about personal safety or security
mentioned by 33%, with many of these respondents giving more detailed concerns about identity theft and the
potential for harm should personal data be misappropriated. The third largest group of responses, accounting
for 16%, identified privacy as important because it is an essential human right, with some mentioning links to
“democracy”. 14% of respondents mentioned the ability to make real choices, such as “the individual’s right to
be independent”, “freedom”, “individuality”, and the “risks” that might attach from the choices made by an
individual. Only one response stated that privacy was important in maintaining trust and relationships with
those with whom information was shared. Another sole respondent answered why privacy was not important
by referring to the trade-off between privacy and connectivity. 

Although there were fewer responses describing what the right to privacy is – around half those for why it was
important – similar themes are evident in both sets of responses. A majority (55%) of respondents referred to
control of information related to themselves. 23% referred to it being a democratic right or human right and
18% referred to it giving individuals the right to do what they wanted provided they were acting lawfully. The
free will to make decisions concerning themselves and the right to be “left alone to decide” matters were also
responses falling within this description. Only one response identified the protection of sensitive aspects of an
individual’s life such as entry into their home or their voting records.

Despite the small size of the sample, the themes that emerge from these open-ended questions are significant.
Firstly, the prominence of references to information or data privacy shows that awareness of its significance in
the digital age is high amongst this group (which may or may not be representative of the broader population in
New Zealand, even of that age group). In follow-up interviews respondents stated in some cases they had
learnt  from personal  experience  the  harm that  can  result  from misappropriation  of  personal  data.  Others
expressed fear as to the consequences – such as on their future career – of information about them being
misconstrued or used against them. 

The ability to make real, as opposed to manipulated, choices also figured throughout with terms such as “being
independent”, “freedom”, “individuality” and the ability to “take risks” being values to which respondents
subscribed. This included being “left alone to decide” and being “free to make decisions” concerning oneself.
In this respect these responses are closely in line with the views of scholars who have pointed to an important
function of privacy being protecting autonomous lives and individual autonomy (Rössler, 2005; Westin, 1967).



When asked whether (how much) New Zealand residents should have to give up their privacy and freedom in
order to gain security, respondents were spit approximately evenly in general (see Figure 3), although feelings
against that trade-off were split evenly between “not much” and “not at all” while feelings for the tradeoff were
mostly on the “to an extent” rather than “very much” (see Figure 4). No statistically significant variations were
found between ethnic groups in their attitudes to these privacy questions.

Figure 2: Giving up Privacy/Freedom for Security (Yes/No)

Figure 3: Giving up Privacy/Freedom for Security (Details)

Respondents  were  asked  about  their  degree  of  knowledge  of  domestic  and  foreign  intelligence  and  law
enforcement agencies as well as agencies devoted to protecting human rights and privacy. The results revealed
that there was better knowledge of foreign agencies generally than domestic ones. Likewise, there was more
knowledge  of  intelligence  and  law  enforcement  agencies  (such  as  the  FBI  and  NSA)  than  of  agencies
dedicated to the protection of human rights such as the Office of the Privacy Commissioner. 



Table 4: Awareness of Agencies 

 Have Not Heard of It Have Heard of It

FBI (Federal Bureau of Investigation) 1 2% 22 98%

CIA (Central Intelligence Agency) 3 7% 20 93%

NSA (National Security Agency) 6 14% 19 86%

GCHQ (Government Communications Headquarters) 24 57% 4 43%

Government Communications Security Bureau (GCSB) 16 38% 10 62%

Office of the Ombudsman 24 57% 5 43%

Office of the Privacy Commissioner 18 43% 6 57%

Of those who had heard of the agencies the question further evaluated the level of knowledge about those
agencies and their work. Again, greater knowledge appeared to exist of the foreign agencies than of domestic
ones. 53% claimed they understood the foreign agencies as opposed to 29% for the domestic ones. Significant
differences were evident in the degree of recognition and understanding shown by the different ethnic groups
as to the agencies listed.

4.2 Knowledge of and Interest in Snowden’s Disclosures

The survey then asked respondents  about the knowledge of  Snowden’s revelations. 70% had heard about
Edward  Snowden’s  revelations  although  only  34%  claimed  significant  knowledge  about  their  contents.
Respondents who had heard of Snowden’s revelations were asked how they had obtained and updated their
knowledge. The most common sources were Internet news reports, television news reports and social media,
while the least frequent source was university lectures. 59% talked about the affair with others, but only 39%
had searched for further information about Snowden’s revelations. Only a minority (37%) were well informed
(knowing “a lot” or “a fair amount”) about Snowden’s current situation, 62% knowing not much or little.
Likewise 45% knew a lot or fair amount about the US Government’s reactions to the revelations, whereas 55%
knew either not much or a little. 

Free-text answers by respondent’s on Snowden’s motives yielded a range of views with only a few pointing to
self-interest or financial motives but the vast majority identifying a variety of more public-spirited reasons, the
most being a desire for openness/transparency. The secrecy of the NSA programmes was seen as their most
pernicious aspect, leading to a complete lack of accountability for the agencies concerned. Related motives
were the misuse of anti-terror operations to justify mass surveillance. Finally, some identified “justice”, “public
duty” and “public interest” as motivational factors. 

4.3 Evaluation of Snowden’s Conduct

The vast majority, 79% felt that Snowden’s revelations had served the public interest, 16% preferred not to
express an opinion, while only 5% felt they had harmed the public interest. The logical corollary of whether
the US Government ought to pursue a criminal case against Snowden led 48% of respondents to choose not to
answer but of those who did only 15% said the he should be prosecuted, while 85% said he should not. 

Respondents were then asked to consider two hypothetical situations about emulating Snowden. First they
were asked to consider themselves as a US citizen discovering what Snowden did and asked if they would



emulate him. They were next asked to consider a similar hypothetical situation in New Zealand (note that
about  half  of  respondents  are  not  New Zealand  citizens).  37% chose  not  to  answer  the  US hypothetical
question but of those who did 54% said they would emulate Snowden and 46% indicated they would not. For
the New Zealand hypothetical, again 37% chose not to answer (most but not all had not answered the US
version).  Of  those  a  slightly  higher  proportion  of  62.5%  claimed  they  would  emulate  him.  There  were
respondents who moved both ways (from No in the US to Yes in the NZ case, and vice versa), although the
majority answered similarly to each question.

13  respondents  gave  free-text  answers  explaining  the  reasons  for  their  answer  that  they  would  emulate
Snowden  in  the  US  hypothetical.  Themes  evident  in  the  responses  included  ethical/moral  issues  and
particularly the need to expose secrecy and lack of accountability. One poignant response, which could have
been made by Snowden himself, was that Government was supposed to be for the people but mass surveillance
of Americans proves the interests of those in Government are served instead. 

12 respondents gave free-text answers explaining their reasons for their answer that they would not emulate
Snowden in the US hypothetical. Reasons mostly emphasised the risk to personal wellbeing (“I would rather
not be exiled to Russia”) through having to spend life on the run. A few, however, emphasised Snowden’s
betrayal of trust placed in him and misuse of classified information, and/or the view that the NSA perform a
positive service.

15 respondents  explained their  reasoning for  emulating Snowden in the New Zealand hypothetical. These
revealed  a  far  more  sanguine  view  of  New Zealand  society  and  attitudes  towards  whistle-blowers  than
respondents’ perception of the United States. A common view was that lack of corruption in New Zealand’s
judicial  system and the  actively participatory nature  of  its  democracy made it  a  national  duty to  expose
deception on the part of elected officials. This “less serious consequences” view is reflected in one response as
follows: “New Zealand is an incredibly free country so the risk of getting arrested and harshly punished would
be significantly less than what would happen if I did so in the USA.” 

9 respondents explained why they would not emulate Snowden in New Zealand. Many repeated or referred to
their answers to the US hypothetical, while some expressed greater trust in New Zealand agencies to act in the
best interests of its citizens.

4.4 Social Effects of Snowden’s Revelations

The final part of the survey sought respondents’ views as to the effects, if any, of the Snowden disclosures on
both their own behaviour and on society. 40% (29% No opinion; 11% prefer not to answer) expressed no
opinion when asked about social changes as a result of Snowden’s revelations. 26% reported that they felt no
changes had resulted. 34% said there had been changes, and gave examples in free-text answers. In order of
frequency of responses (greatest to least) these social changes were: greater caution by individuals in their
online actions; greater awareness and discourse surrounding privacy issues; the cynical view that effects are
only short term with politicians making empty promises; and finally, distrust of government.

When asked if they had changed their own behaviour online (such as Twitter, Facebook, Messenger, YouTube,
blogging, Skype, email and instant messaging) since they had heard about Snowden's revelations only one
respondent did not answer (this was from the group who had heard about the revelations before starting the
survey).   41% said they had not changed their behaviour at all.  For the rest who indicated that  they had
changed their behaviour, they could select multiple options from a list:



Have paid more attention to personal data and contents posted on social media (38%)

Have changed my privacy settings on some systems (38%)

Have deleted (some of) personal data and contents I had posted on social media (31%)

Have tried to cut down my use of some systems (24%)

Stopped using some systems (10%)

Respondents  could  also  give  other  examples,  which  a  few did:  “deciding  to  never  start   a  social  media
account”; “use of a VPN”; “deleting a significant portion of Facebook posts, pictures, friends, and all personal
information including last name and birthday”; and “seeking privacy awareness software and services and use
of encryption”.  Follow-up interviews also highlighted a small  number of individuals  who stated they had
removed historic Facebook posts and were more savvy on information exchanged with app providers, but due
to the small size of the follow-up interview sample (10% of survey respondents) it is difficult to state whether
such conduct is symptomatic of more general behaviour. 

5. State Surveillance Following Snowden

New Zealand’s participation in the “Five Eyes” network has continued unabated in spite of significant public
disquiet and opposition as outlined earlier. Legislation formalizing the technical means for surveillance was
adopted  and  is  in  force  (Telecommunications  (Interception  Capability  and  Security)  Act  2013).  Existing
privacy  legislation  has  been  weakened  rather  than  strengthened  such  as  by  allowing  greater  information
sharing between government agencies, while outdated privacy legislation has not been modernized (Privacy
Act 1993, Part 9A). 

Despite these tendencies the Government has tentatively moved towards demonstrating greater transparency
and  accountability  for  the  activities  of  New  Zealand’s  own  intelligence  agencies.  The  most  important
development  thus  far  is  the  independent  report  it  has  commissioned  by two highly respected  individuals
(Cullen  &  Reddy,  2016).  The  result  has  been  quite  detailed  recommendations  for  reform  of  the  laws
surrounding the activities of New Zealand’s intelligence agencies and governing their interaction with overseas
counterparts. 

These recommendations strengthen surveillance on the one hand, for instance through removing information
silos by merging the domestic and external agencies into one super agency (Cullen & Reddy, 2016). On the
other hand the accountability mechanisms proposed, if adopted, would mean New Zealand would have some
of  the  strictest  controls  on  these  agencies  in  western  nations.  One  example  is  “incidentally  gathered
information”: surveillance tends to “vacuum up” vast amounts of information. While most of this is likely
discarded by New Zealand’s agencies, currently it can be sent to their overseas counterparts in the network
who can then do as they wish with the information. The recommendation of Cullen and Reddy (2016) is to
close this gap by requiring the New Zealand agency to decide which information it wishes to retain or share,
obtain a warrant for that action and then destroy everything else (Cullen & Reddy, 2016). It remains to be seen,
however, if such proposals will be adopted since a partial adoption of the panel’s recommendations (a common
government response to such reports) would lead to intelligence agencies quickly exploiting any gaps in it. 



6. Conclusions and Future Research

This  tentative  study  of  the  effects  of  the  Snowden  affair  on  young  New  Zealanders  has  yielded  some
interesting conclusions. In the first place, respondents viewed online behaviour as carrying greater privacy
risks than off line activities. Secondly, Internet, for profit companies and intelligence agencies were seen as
posing a greater threat  than not for profit  organisations and known individuals. Thirdly, respondents were
divided as to whether privacy needed to be given up to ensure security with most prepared to give it up to an
extent but  only a few were prepared to  do so to  a great extent. Fourthly, there  was greater awareness of
overseas intelligence and law enforcement agencies than New Zealand ones, and poor knowledge in particular
of  human  rights  agencies  in  New  Zealand  such  as  the  Office  of  the  Privacy  Commissioner  and  the
Ombudsman. 

The most important data, however, relate to the opinions of respondents as to the value of privacy and their
understanding as to what it is. There was little difference between the ethnic groups who were surveyed in the
sample  as  to  their  support  for  the  concept  of  privacy  which  was  overwhelmingly  endorsed.  In  addition
respondents  articulated  highly lucid  explanations  as  to  why privacy was  important  and what  the  right  to
privacy is.  Respondents  were  clearly cognizant  of  the crucial  role  personal  data  plays  in  the digital  age.
Notably, privacy was seen as an aspect of democracy, freedom and personal autonomy, thus placing New
Zealand youngsters’ views within mainstream privacy thinking. This reinforces the recent demolition of the
claim that young people have little or no desire for or appreciation of privacy concerns, (e.g. boyd (2014) Ch.
2).

Finally, whilst respondents had generally heard of the Snowden disclosures far fewer claimed to have more
specific knowledge as to the contents of the disclosures. There was overwhelming support for his actions and
opposition to his having to face criminal prosecution. Likewise although a majority of respondents stated they
would emulate his actions, the proportion who would do so in New Zealand was higher than in the US with
respondents having greater confidence in the just treatment of whistle-blowers in New Zealand. These results
assist in providing an answer to the question, referred to earlier, posed by Snowden as to the motives for his
actions in Citizenfour (Poitras, 2014). 

These conclusions undoubtedly hint that further research is needed globally as to individual’s understanding of
and attitudes towards privacy across all age groups. The chilling result of the Snowden revelations also needs
to be studied and some other findings on this aspect have recently added to the conclusions of this study
(Penney, 2016).
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