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Abstract—Secret sharing, a well-known cryptographic tech-
nique, introduced 40 years ago as a private and reliable variant
of classical storage, has now become a major cryptographic
primitive with numerous real-world applications. In this paper
we consider the digital forensics aspects of secret sharing. We
investigate the problem of framing which occurs when a coalition
is able to calculate the share of a participant who does not belong
to it. In the extreme case one authorized coalition can calculate
shares of another authorized coalition and use the secret in some
way blaming another authorized coalition for their action. Our
work shows that in an ideal secret sharing scheme an authorized
coalition cannot frame participants who are less senior than all
members of the coalition and is able to frame a participant who
is more senior than at least one member of the coalition.
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I. INTRODUCTION

Cryptographic applications usually ignore forensic aspects;
exceptions include the papers on traitor tracing [1], and
collusion-secure fingerprinting (see [2]),

One of the most important cryptographic tools today is
secret sharing, which provides distributed access to sensitive
data, such as cryptographic keys, to a group of participants.
To understand the importance of studying the forensic aspects
of secret sharing, it is enough to note that secret sharing has
been suggested to be used to control the launch of nuclear
weapons [3, p.437].

The mechanical approach to this problem involving several
locks to a mechanical safe was known for a long time to
researchers in combinatorics (see e.g., Liu [4]). This com-
binatorial solution to the problem, although being inefficient,
was the inspiration to Shamir [5] to use, as was pointed out
later [6], the Reed-Solomon error-correction code as an erasure
code. The original Shamir’s scheme [5] has been cited more
than 14,000 times (Google Scholar). Nowadays applications
of secret sharing include Secure Multiparty Computation [7],
Threshold Cryptography [8], [9] and Perfectly Secure Message
Transmission (see e.g., [10], [11]).

In Shamir’s scheme the owner of the data, called the dealer
will give shares to n partially trusted parties so that for some
t, where 2 ≤ t ≤ n, any t parties can recover the secret but
any smaller coalition cannot. This is now called a t-out-of-n
threshold scheme. Blakley [12] independently came to another,
more geometric t-out-of-n threshold scheme. However, in
contrast to Blakley, Shamir’s scheme was perfect, which means
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that an unauthorized party could get no chance of learning the
original secret, better than guessing.

Already Shamir in his seminal work [5], has recognized
that in some settings it would be desirable to grant different
capabilities to different participants according to their level of
authority. He suggested to use a t-out-of-n threshold scheme
but to give more shares to more influential participants. This
approach, however, has many disadvantages. The original
scheme was ideal in a sense that it was perfect and the size
of any share was the same as the size of the secret (Karnin,
Greene and Hellman [13] showed that it cannot be shorter)
but in the new proposed scheme some participants will have
to keep many shares. In 1988 Ito-Saito-Nishizeki [14] showed
that there is a perfect scheme (but not necessarily ideal) for
an arbitrary (monotone) access structure, which is a list of
authorized subsets that can recover the secret.

In 1983 Karnin, Greene and Hellman [13] introduced what
is now known as linear secret sharing schemes which gen-
eralize Shamir’s scheme and allow authorized coalitions of
different sizes. Simmons [15] introduced hierarchical disjunc-
tive and conjunctive schemes where each participant was given
a level of seniority. Brickell [16] and Tassa [17] proved that
these schemes were ideal. Farras and Padro [18] formalized the
concept of seniority1 and classified those ideal secret sharing
schemes where seniority was a non-strict (total) linear order.

A disadvantage of perfect secret sharing is that the size of
each share has to be at least the size of the secret [13]. That
means that to backup a 1 Terabyte disk using a t-out-of-n
threshold scheme, one needs an n Terabyte storage. So, the
cost of storage increases n-fold. In this paper we will consider
another practical concern that we will now explain.

Manning’s and Snowden’s leakages demonstrated that one
can not trust insiders related to access to data. From a technical
viewpoint, both Manning and Snowden were allowed to access
the data, but obviously, not to leak it. Since whistleblowers,
leakers and traitors have existed for millennia, one should
assume that parties given shares may want to leak their shares.
That way they make it easier for an unauthorized access to
the secret. Obviously, from a forensics viewpoint one wants
to identify these traitors who leaked their shares and possibly
prosecute them. A problem with this is that parties might be
able to frame others by leaking shares of innocent parties.

Moreover, in some applications of secret sharing like
Threshold Cryptography [20], [9] the secret is never recon-
structed but used [21]. In such a case an authorized coalition of
parties can calculate the shares of another authorized coalition
of parties and use the shares of the latter. For example, they

1which is equivalent to Isbel’s desirability of players in game theory [19].
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can sign a message on behalf of the organization pretending
that it is the other coalition who signed it. By doing this they
may escape responsibility of using the secret.

The main goal of this paper is to investigate who can
be framed and by whom. In particular, we investigate how
seniority of a participant influences their ability to frame other
users and their vulnerability to being framed. We prove that
in an ideal secret sharing scheme being more senior means to
be in greater danger of being framed by less senior users. We
present a sufficient and necessary conditions for a coalition of
participants X to be able to frame a party p. In particular, in
Theorem 3 we show that, if an authorized coalition X contains
a participant p which is essential for this coalition, then X can
frame any other participant who is at least as senior as p. The
situation is especially dire for the classical Shamir’s secret
sharing scheme where all participants have equal seniority.
In such a case any authorized coalition can frame any other
participant not belonging to this coalition. In the non-ideal
world, however, frameproofness can always be achieved and
we show that for any access structure there exist a perfect
frameproof secret sharing scheme.

The paper is organized as follows. In Section II we give
definitions and the background. In Section III we obtain our
main theoretical results on framing in ideal secret sharing
schemes and in Section IV we apply our results to hierarchical
ideal secret sharing schemes and, in particular, to disjunctive
and conjunctive hierarchical ones. In Section V we modify
the construction of Ito-Saito-Nishizeki for the purpose of
constructing a frameproof secret sharing schemes. Finally,
Section VI concludes.

II. BACKGROUND AND NOTATION

Let P = {p0, p1, p2, . . . , pn} be the set of participants in
a secret sharing scheme, where p0 is a special participant,
usually called dealer.

We will be using notation of Brickell and Davenport [22].
Let us recap them here. They represent a secret sharing scheme
by its distribution table. Let S0, S1, S2, . . . , Sn be finite sets
where S0 is interpreted as the set of all possible secrets and
Si as the set of all possible shares of participant i. Any subset

T ⊆ S0 × S1 × . . .× Sn

will be called a distribution table. If a secret s0 ∈ S0 is to be
distributed among participants, then an n-tuple

(s0, s1, s2, . . . , sn) ∈ T

is chosen by the dealer at random uniformly among those
tuples whose first coordinate is s0 and then participant i gets
the share si ∈ Si. So the dealer always knows the secret. The
set of possible shares of a participant p will be also denoted
by S(p).

Thus, the distribution table can be viewed as a matrix M
with entries from S0 ∪ S1 ∪ · · · ∪ Sn, where the columns
correspond to participants and rows correspond to methods
of distribution of the secret, the set of which we denote
R. An arbitrary element of the distribution table is denoted
M(r, p), where r ∈ R is the row corresponding to the method

of distribution of the secret and p ∈ P is a participant.
The distribution table is considered a public knowledge. The
secret sharing scheme with a distribution table M will be also
denoted by M .

For a subset A ⊆ P by M(r,A) we denote the row r ∈ R of
M restricted to columns of participants from A. Given a subset
of participants A ⊆ P and b ∈ P − A, we say that A has no
information about the share of b if for any row r and arbitrary
s ∈ S(b) there exists a row r′ such that M(r,A) = M(r′, A)
and M(r′, b) = s. Otherwise, we say that A knows some
information about the share of b, which is denoted A→ b. In
such a case A can rule out at least one value that the share
of b might take. We say that A knows the share given to b,
denoted A⇒ b, if

M(r,A) = M(r′, A) =⇒M(r, b) = M(r′, b).

A coalition that knows (or can learn) the secret is called
authorized. The set of all authorized coalitions for a particular
secret sharing scheme is called the access structure. An access
structure Γ satisfies the following monotone property:

if X ∈ Γ and Y ⊃ X , then Y ∈ Γ.
Due to this property, an access structure Γ can be characterized
by the set Γmin of minimal authorized coalitions. For example,
for Shamir’s threshold t-out-of-n scheme the access structure
will be

Γmin = {X ⊆ P | |X| = t}.

The secret sharing scheme is said to be connected if every
participant p ∈ P is contained in at least one minimal
authorized coalition (i.e., it is not a dummy according to game-
theoretic terminology). We assume that p0 is the only self-
sufficient participant, which means that {p0} is authorized and
any other singleton is not an authorized coalition.

A secret sharing scheme is perfect, in case any coalition
A ⊆ P which does not know the secret, has no information
about it, or, alternatively, that A → p0 implies A ⇒ p0. A
perfect secret sharing scheme is ideal if

|S0| = |S1| = . . . = |Sn|,

which means that the cardinality of the set of secrets S0 is
the same as the cardinality of each set of possible shares Si.
Usually all they come from the same finite set S (usually a
large finite field). We will assume that |S| = q. Thus, an ideal
secret sharing scheme is a perfect scheme with the shortest
possible shares.

Definition 1. A matroid M = (E, I) is a finite set E with
a collection I of subsets of E such that the following are
satisfied:
(I1) ∅ ∈ I.
(I2) If X ∈ I and Y ⊆ X , then Y ∈ I.
(I3) If X,Y ∈ I and |X| > |Y |, then there exists x ∈ X −Y

such that Y ∪ {x} ∈ I.

A set X ⊆ E is independent if X ∈ I, otherwise it is de-
pendent. A set X is a circuit if it is minimally dependent, that
is, it is dependent but any proper subset of it is independent. A
matroid is connected if for any x, y ∈ E, there exist a circuit
contains both x and y. The rank of X is defined as r(X) =
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max{|A| | A ⊆ X and A ∈ I}. The closure cl(X) of a set
X ⊆ E is the set cl(X) = {x ∈ E | r(X) = r(X ∪ {x})}.
The closure of a matroid satisfies Mac Lane-Steinitz exchange
property (see [23]):

Let M = (E, I) be a matroid. Let A ⊆ E and p, q ∈
E\{p, q}. Suppose q /∈ cl(A) and q ∈ cl(A ∪ p).
Then p ∈ cl(A ∪ q).

Definition 2. Let M = (E, I) be a matroid and p ∈ E. The
matroid port of M at point p, denoted as Γp(M), is the set

{X ⊆ E\{p} | r(X ∪ {p}) = r(X)},

or equivalently {X ⊆ E\{p} | p ∈ cl(X)}.

With a slightly different definition, Lehman [24] proved that
a matroid port determines a connected matroid uniquely. It
is easy to see Γp(M) is an access structure. For an access
structure Γ on E \ p, if Γ = Γp(M) for some matroid on
E, the access structure Γ determines the matroid M uniquely
and we say M is the corresponding matroid of Γ. Brickell and
Davenport [22] found an important connection between ideal
secret sharing schemes and matroids.

Theorem 1 (Brickell-Davenport [22]). Let M be a connected
ideal secret sharing scheme on a set of participants P . Then
the sets D(M) = {A ⊆ P | ∃y ∈ A such that A \ y ⇒ y}
are the dependent sets of a connected matroid.

This theorem states: if a connected access structure is ideal,
then it must be a matroid port of some connected matroid, and
X ⇒ p in Γ if and only if p ∈ cl(X) in the corresponding
matroid.

Note that not every matroid port is an ideal access structure,
as Seymour showed in [25] that no matroid port of Vamos
matroid is an ideal access structure. It is still an open problem
to determine the class of matroids whose matroid ports are
ideal access structures.

One of the most important examples of ideal secret sharing
schemes is a linear secret sharing schemes which is a gener-
alization of Shamir’s construction. Initially they were called
vector space constructions [16]. They are defined as follows.
Let H with rows h0,h1, . . . ,hn be an arbitrary (n + 1) × k
matrix with coefficients in a finite field F . Let us define an
access structure on [n] = {1, 2, . . . , n} as

ΓH = {{i1, i2, . . . , ik} | h0 ∈ span{hi1 ,hi2 , . . . ,hik}}.

To distribute a secret the dealer randomly chooses
t0, t1, t2, . . . , tk, calculates s0, s1, s2, . . . , sn from the equa-
tion Ht = s, chooses s0 to be the secret, and s1, s2, . . . , sn to
be the shares that would be given to participants 1, 2, . . . , n.
This is known to be an ideal secret sharing scheme realising
the access structure ΓH [13], [16].

Let us now clarify what we mean by seniority of partici-
pants. Let Γ be an access structure of a certain secret sharing
scheme on the set of participants P . We may then define a
relation �Γ on P by setting p �Γ q if X ∪ {q} ∈ Γ implies
X ∪ {p} ∈ Γ for every set X ⊆ P not containing p and q.
Roughly speaking p �Γ q means that p is at least as powerful
as q in relation to Γ. In game theory p �Γ q is known as

Isbel’s desirability relation [19] meaning that p is at least as
desirable as a coalition partner than q. We also define p �Γ q
if p �Γ q but not q �Γ p and p ∼Γ q if p �Γ q and q �Γ p.

III. FRAMING IN IDEAL ACCESS STRUCTURES

An authorized coalition, by definition, can always recon-
struct the secret from their shares. However, it may not be
able to calculate the shares of other participants. Moreover, it
is highly desirable that they cannot.

Definition 3. Given a secret sharing scheme with access
structure Γ on a set of participants P we say that a coalition
C ⊆ P can frame participant p /∈ C, if C can always calculate
the share of p from their own shares.

In this paper we investigate how seniority of a participant
influences their ability to frame other participants.

The main result of this section is Theorem 3 which states
that in an ideal secret sharing scheme any authorized coalition
can frame a participant of sufficient seniority. Let us start with
the following theorem which will help us in the proof of the
main theorem. We will keep the notation from the previous
section.

Theorem 2. Let M be an ideal secret sharing scheme. Let
X ⇒ p0 and there eixsts b ∈ X such that X − b 6⇒ a and
X − b 6⇒ p0. Then X ⇒ a if and only if (X − b) ∪ a⇒ p0.

Proof: Let us consider the matroid defined in Theorem 1
that corresponds to M . We need to show the following: if
X ⊆ P , b ∈ X , and a, p0 ∈ P −X , then under the conditions
1) p0 ∈ cl(X),
2) a /∈ cl(X − b),
3) p0 /∈ cl(X − b),

we have a ∈ cl(X) if and only if p0 ∈ cl((X − b) ∪ a).
Suppose p0 ∈ cl((X − b) ∪ a). Since p0 /∈ cl(X − b) and

p0 ∈ cl((X−b)∪a), by Mac Lane-Steinitz exchange property,
we have a ∈ cl((X − b) ∪ p0). Hence a ∈ cl(X ∪ p0). Since
p0 ∈ cl(X), we have cl(X ∪ p0) = cl(X). Therefore a ∈
cl(X).

Suppose p0 /∈ cl((X − b) ∪ a). Assume a ∈ cl(X), that is
a ∈ cl((X − b)∪ b). Then since a /∈ cl(X − b), by Mac Lane-
Steinitz exchange property, we have b ∈ cl((X − b) ∪ a). So
cl((X − b)∪ a) = cl((X − b)∪ a∪ b) = cl(X ∪ a). Therefore
p0 /∈ cl(X ∪ a), which is a contradiction.

As a consequence, we have the following

Corollary 1. Let M be an ideal secret sharing scheme. Let
X ⇒ p0 and for some b ∈ X it holds that X − b 6⇒ p0.
Suppose a �Γ b for some a /∈ X . Then X can frame a.

Proof: If X − b ⇒ a, then X ⇒ a and there is nothing
to prove. So we assume X − b 6⇒ a. As X ⇒ p0, we have
(X − b)∪ b⇒ p0. Since a �Γ b, we have (X − b)∪ a⇒ p0.
Then X ⇒ a by Theorem 2 and X can frame a.

Theorem 3. Let Γ be an access structure of an ideal se-
cret sharing scheme and let X be an authorized coalition
containing a participant b ∈ X which is contained in some
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minimal authorized subcoalition of X . Suppose a �Γ b for
some a /∈ X . Then X can frame a.

Proof: We consider the minimal authorized coalition Y
which contains b and apply Corollary 1 to it.

Thus we see that for a coalition X to frame a party p,
this coalition must have a participant who is pivotal in this
coalition and no more senior than p. In particular, we note the
following.

Corollary 2. For a classical Shamir’s t-out-of-n secret shar-
ing scheme an authorized coaliton can frame any participant
which does not belong to it.

Another observation that we can make is that we have to
concentrate our attention on framing by minimal authorized
coalitions.

IV. FRAMING IN HIERARCHICAL ACCESS STRUCTURES

An access structure Γ is said to be hierarchical2 if the
seniority relation �Γ is a non-strict linear order. Thus, for
every two participants we can always say if one of them is
at least as senior as another, and this relation has no cycles.
This concept generalizes the notion of disjunctive hierarchical
and conjunctive hierarchical access structures introduced by
Brickell [16] and Tassa [17], respectively.

We say that a hierarchical access structure Γ on the set of
participants P is m-partite if P = P0 ∪ P1 ∪ · · · ∪ Pm such
that p ∼Γ q for all p, q ∈ Pi for i = 0, 1, . . . ,m and p �Γ q
if p ∈ Pi and q ∈ Pj with i < j. P0 = {p0} as the dealer p0

is the only participant which is authorized by itself and it is
therefore the most senior party. Among other participants P1

contains participants of the highest seniority and Pm of the
lowest.

Hierarchical access structures are not necessarily ideal. The
most known ideal hierarchical access structures are disjunctive
and conjunctive hierarchical ones [16], [17], which we now
introduce using examples.

For example, if a significant sum of money is being trans-
ferred from a bank to another bank, an approval may require:
• approval of two vice-presidents, or
• three senior tellers; or
• a vice-president and two senior tellers.

On the other hand, the 15 member UN Security Council
consists of five permanent and 10 non-permanent countries.
A passage of resolution requires:
• approval of at least nine countries,
• subject to a veto by any one of the permanent members.

We now give the formal definition.

Definition 4 (Hierarchical Disjunctive and Conjunctive Access
Structures). Suppose that the set of participants P − p0 is
partitioned into m disjoint subsets P − p0 = ∪mi=1Pi and let
k1 < k2 < . . . < km be a sequence of positive integers.
Let k = (k1, k2, . . . , km). Then we define a disjunctive

2This terminology was introduced in [26]. In the theory of simple games
such simple games are called ‘complete’ [27] or ‘linear’ [19] or ‘directed’ [28].
In the context of simplicial complexes [29] such objects are called shifted.

hierarchical access structure Γ = Γ∃(P,k) by setting the set
of authorized coalitions to be

Γ∃ = {X ∈ 2P | ∃i
(∣∣X ∩ (∪ij=1Pi

)∣∣ ≥ ki
)
}.

and conjunctive hierarchical access structure Γ∀(P,k) by
setting the set of its authorized coalitions to be

Γ∀ = {X ∈ 2P | ∀i
(∣∣X ∩ (∪ij=1Pi

)∣∣ ≥ ki
)
}.

The bank example can be achieved by a disjunctive hier-
archical scheme with k = (2, 3). The UN example can be
realized by a conjunctive hierarchical scheme with k = (5, 9).

Let ni = |Pi|. To guarantee that the obtained secret
sharing schemes are truly m-partite and connected we need
the following conditions to be satisfied [30]:

(a) k1 ≤ n1, and
(b) ki < ki−1 + ni for every 1 < i ≤ m.

Both types of access structures are hierarchical.
In light of Theorem 3, it is tempting to conjecture that in a

hierarchical game, if X is an authorized coalition and b /∈ X
is a weak participant such that a �Γ b for all a ∈ X , then X
cannot frame b. This hypothesis is not completely true as the
following example shows.

Example 1. Consider the linear secret sharing scheme with
P = {p0, p1, p2, p3, p4} and let

H =


h0

h1

h2

h3

h4

 =


1 0
1 1
0 1
1 2
2 1


be the matrix over Z3. We note that any pair of participants,
apart from {p3, p4}, forms an authorized coalition. Thus, we
have two groups of equivalent participants: P1 = {p1, p2}
and P2 = {p3, p4} with participants of the first group being
more senior than the participants of the second. So the access
structure ΓH is hierarchical and 2-partite. Indeed, we have
a �ΓH

b for every a ∈ P1 and b ∈ P2, hence Γ is hierarchical.
However, P1 will always know the shares of p3 and p4. Indeed,
h3 = h1+h2 and h4 = 2h1+2h2, and, therefore, s3 = s1+s2

and s4 = 2s1 + 2s2.

For a contrast, we suggest the following example which
shows that the hypothesis is in some form true.

Example 2. Consider the linear secret sharing scheme with
P = {p0, p1, p2, p3, p4} and let

H =


h0

h1

h2

h3

h4

 =


1 0 0
1 1 0
1 2 0
1 1 1
1 2 4


be a matrix over Z5. The minimal authorized coalitions are:
{p1, p2}, {p1, p3, p4}, {p2, p3, p4}. As in Example 1 there are
two classes of equivalent participants: P1 = {p1, p2} and
P2 = {p3, p4} with the first being more senior than the second.
However, this time X = {p1, p2} is minimal in the sense
that no participants in X can be replaced with a weaker
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participant (later we will call such coalitions shift-minimal
authorized coalitions).

Suppose the random vector t = (t0, t1, t2)T was used to
generate shares s = (s0, s1, s2, s3, s4)T . Then participants 1
and 2 will be able to write

t0 + t1 = s1

t0 + 2t1 = s2

from which they can find t0 (and hence the secret) and t1
(which is of no use) but they will be unable to calculate t2
and hence s3 and s4.

On the other hand, {p1, p3, p4} will be able to calculate
t0, t1, t2 and, hence s2. Similarly, {p2, p3, p4} will be able to
calculate s1.

We note that if in Example 1 only p0, p1, p2, p3 participated,
then all of them would be of equal seniority and the scheme
would be 2-out-of-3 scheme. However, p3 was weakened by
the introduction of his clone p4 as h4 = −h3. Cloning
of candidates is a well-known phenomenon in voting and a
powerful method of manipulation [31]. The other reason why
in Example 1 p3 and p4 can be framed by X = {p1, p2} is
that X is not the ‘weakest’ authorized coalition as p2 can be
replaced by p3, who is weaker, and still have X ′ = {p1, p3}
authorized. This, as it turns out, is important and leads us to
the following concept.

Definition 5. Let Γ be a hierarchical access structure and let
X ⊆ P be a coalition. If p ∈ X and q /∈ X with p �Γ q,
then passing from X to (X − p) ∪ q is said to be a shift of
X . An authorized coalition X is said to be a shift-minimal
authorized coalition if i) any subset of X is not authorized
and ii) any shift of X is not authorized either.

As we will see shift-minimal authorized coalitions play a
special role in relation to framing.

Theorem 4. Let X be a minimal authorized coalition in an
ideal hierarchical secret sharing scheme Γ. Then X is shift-
minimal if and only if X 6⇒ y, for all y /∈ X such that x �Γ y
for all x ∈ X .

Proof: Suppose X is shift-minimal and y /∈ X such that
x �Γ y for all x ∈ X but X ⇒ y. Suppose, first, that for
every x ∈ X we have X − x ⇒ y. We will show that this
contradicts to the fact that x �Γ y.

Let us fix x0 ∈ X . Let X ′ ⊆ X be the smallest subset
of X such that x0 ∈ X ′ and X ′ − x0 6⇒ y. Then by Mac
Lane-Steinitz exchange property and the relation between ideal
access structure and matroid, (X ′−x0)∪y ⇒ x0 which implies
that (X−x0)∪y ⇒ x0 and hence (X−x0)∪y is authorized.
However, (X−x0)∪y represents a shift of the coalition X and,
since X is shift-minimal, (X − x0)∪ y cannot be authorized,
a contradiction.

Thus now we can assume that there exist x0 ∈ X such
that X − x0 6⇒ y and Theorem 2 becomes applicable. By
Theorem 2, we know that X ⇒ y if and only if (X−x0)∪y ⇒
p0. However, (X−x0)∪y represents a shift of the coalition X
and, since X is shift-minimal, (X−x0)∪ y is not authorized.
Hence X 6⇒ y, a contradiction.

Suppose now that X 6⇒ y, for all y /∈ X such that x �Γ

y for all x ∈ X . By Theorem 2, X 6⇒ y if and only if
(X − x) ∪ y 6⇒ p0 for all x ∈ X . This holds for all y /∈ X
such that x �Γ y for all x ∈ X . This means that any shift of
X is unauthorized. And since X is minimal authorized, X is
shift-minimal.

The problem with coalition X = {p1, p2} in Example 1
is that it is not shift-minimal. Replacing in it p2 with p3 is
shift of X to {p1, p3} which is also authorized. Let us look
at another example.

Let us describe now shift-minimal authorized coalitions in
hierarchical access structures. We rely on results on simple
games obtained in [30]. Let X ⊆ P1∪ · · ·∪Pm be a coalition
in an m-partite access structure. We say that the type of a
coalition X is (s1, s2, . . . , sm), if |X ∩ Pi| = si.

Proposition 1. An m-partite disjunctive hierarchical access
structure Γ∃(P,k), where k = (k1, k2, . . . , km), has exactly
m types of shift-minimal authorized coalitions. The coalition
Mi of the ith type consists of ki least senior participants from
the set P1 ∪ · · · ∪ Pi.

For example, shift-minimal authorized coalitions in Exam-
ple 2, which is disjunctive hierarchical with k = (2, 3), have
types (2, 0) and (1, 2).

Proposition 2. An m-partite conjunctive hierarchical ac-
cess structure Γ∀(P,k), where k = (k1, k2, . . . , km), has a
unique type of shift-minimal authorized coalitions which is
(k1, k2 − k1, . . . , km − km−1).

In particular, in the UN Security Council all shift-minimal
authorized coalitions have type (5, 4).

Theorem 5. Let k = (k1, k2, . . . , km) with k1 < k2 < . . . <
km and suppose the hierarchical access structures Γ∃(P,k)
and Γ∀(P,k) are m-partite. Then:

1) In Γ∃(P,k) any shift-minimal authorized coalition of ith
type can frame every participant from level i and higher,
not belonging to it, and cannot frame any participant
from levels i + 1, . . . ,m;

2) In Γ∀(P,k) any shift-minimal authorized coalition can
frame every participant not belonging to it.

Proof: These statements follow from Theorem 4. Indeed,
any shift-minimal authorized coalition of Γ∃(P,k) of ith
type contains a participant of level i and any shift-minimal
authorized coalition of Γ∀(P,k) contains a participant of
level m.

V. FRAMEPROOF SECRET SHARING SCHEMES

In this section we will prove that every access structure has
a perfect frameproof secret sharing scheme. We note that in a
non-ideal secret sharing scheme a participant may have several
shares and she will use one or the other depending on which
authorized coalition she is currently participating.

Definition 6. A secret sharing scheme is frameproof if no
coalition can calculate a single share of a participant outside
this coalition.
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Lemma 1. There is a frameproof threshold k-out-of-n perfect
secret sharing scheme.

Proof: We need to modify slightly Shamir’s scheme. Let
P = {p1, p2, . . . , pn} be the set of participants. As in Shamir’s
scheme the dealer generates a random polynomial f(x) of
degree k − 1 over a large finite field F , chooses at random n
distinct non-zero elements a1, a2, . . . , an ∈ F and calculates
values f(0), f(a1), . . . , f(an). As in Shamir’s scheme, she
takes f(0) as the secret. However, unlike the Shamir’s scheme
where a1, a2, . . . , an are made public, this time she keeps
them private and gives to pi the pair ((ai), f(ai)). Then any
coalition of k participants can learn the secret but they will not
know any shares of participants outside their coalition. And,
as in Shamir’s case, it is obviously perfect.

This scheme obviously is not ideal since the length of
any share will be twice longer than the secret. Now we will
produce a frameproof scheme for any access structure using
the construction by Ito, Saito and Nishizeki [14].

Theorem 6. For any access structure there exists a perfect
frameproof secret sharing scheme.

Proof: Let us consider the set Γmin of all minimal
authorized coalitions. Suppose they are W1,W2, . . . ,Wq and
their cardinalities are m1,m2, . . . ,mq . We consider then q
separate smaller access structures where the ith one will be
defined on the set of users Wi and will be an mi-out-of-
mi access structure. We will then use modified Shamir’s
scheme given in Lemma 1 to implement it with the help
of a polynomial fi of degree mi − 1. Then such a scheme
will be perfect. Let us proof it is also frameproof. Suppose
a coalition X does not include all members of Wi so in
the worst case scenario |X ∩ Wi| = mi − 1. Let us as-
sume that the participants p1, p2, . . . , pmi

of Wi have shares
(b1, f(b1)), (b2, f(b2)), . . . , (bmi−1, f(bmi−1)).

As we said, in the worst-case scenario p1, . . . , pmi−1 ∈ X
and X (if authorized) knows the secret fi(0). They can then
reconstruct the polynomial fi(x) but there is no way they can
calculate bmi

. Hence thay cannot frame pmi
.

VI. CONCLUSION

Already from the 1980’s secret sharing was proposed for
very critical applications, such as the launch of nuclear mis-
siles. Secret sharing is also the foundation of threshold cryp-
tography and secure multiparty computation. In such critical
applications, one assumes that authorized parties only use or
recover the secret when needed. If participants could be traced,
it may discourage any misuse. Unfortunately, this paper shows
the possibility that a coalition of participants could frame
others, blaming the innocent participants in the use of the
secret. This is the price that we have to pay for using an
ideal secret sharing scheme.

Adding authentication tags to the shares might solve the
problem, but recovery schemes and modern secure multiparty
computation protocols do not incorporate these.

Finally we note that the problem of framing is not only
restricted to ideal secret sharing. In case of non-ideal schemes,

a participant may receive two or more shares, to be used de-
pending on the authorized coalition in which they participate.
This makes the issue of framing more complex in the sense
that such a participant might be partially framed for one of
the two shares, but not the other.

We show that for any access structure there exist a frame-
proof secret sharing scheme (not ideal of course). However,
the scheme that we suggest has one undesirable feature: an
authorized coalition cannot produce a share of other partici-
pant but they still can produce a legitimate share that could
potentially belong to somebody. This way they can use the
secret and still keep their anonymity. It is not clear to us if
this drawback can be avoided.
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