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Abstract 

Deepfakes and their applications represent an emerging issue resulting from an 

increase in the online capabilities of individuals. While it is known that a large proportion of 

deepfakes that exist currently are pornographic in nature, the criminality of such media is still 

largely unknown. As such, this thesis aims to present the current issues within legislation and 

policies of social media platforms and draws connections between the relationships that have 

been observed within a legal standing. More specifically, this thesis aims to highlight the 

disconnect between the most significant issues presented by the deployment of deepfakes and 

the systematic ways that existing legislation and policies have failed to accurately protect 

those subjected to the misuse of their image. This thesis draws on the most straightforward 

definition of deepfakes, noting that deepfakes result from artificially intelligent programmes 

mapping the distinguishing markers of an individual to make it appear as though a person is 

doing something that they are not. 

There are three proposed research questions through which a variety of publicly 

accessible data was examined. The first question draws on publicly available court cases 

(mainly within a US context) seeking to examine how law enforcement agencies have 

successfully prosecuted for the malicious use of deepfakes. Secondly, the policies of 

prominent social media platforms were analysed to deduce whether there are sufficient 

protections and policies in place on current hosting platforms to protect those who have been 

victimised by deepfakes through an examination of platform policies. Thirdly, legislation, 

both enacted and proposed, was detailed, exposing the priority of protections valued by 

governments and officiating bodies (mainly within the US context) to deduce the extent to 

which the perception of threat has influenced existing legislation and whether they are 

sufficient. 

The cases and legislations were examined through critical discourse analysis, drawing 

on subsequent theories to explain the underlying reasons for deepfake misuse within society. 

Toxic masculinity (about the deployment of deepfakes) and threat perception (in relation to 

the implementation of legislation) were connected to the foundations of deepfake misuse. The 

findings indicate that although the most common form of deepfakes currently available 

online contains pornographic content, the content of cases, target areas of platform policies 

and legislation enacted into law negate the people impacted the most. Instead, the favour of 

literature and policies works to protect those in positions of power, negating the impact for 

those left behind within political discourse. 
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Introduction 

Typing ‘deepfakes’ into the Google search bar, one of the first suggestions is ‘Are deepfakes 

a crime?’. Although seemingly a simple question, it is one with no clear answer to date. The 

debate as to whether deepfakes can be considered a crime depends on the country in which 

the deepfake originated. Additionally, it depends on the country the victim of the deepfake 

resides (e.g., whether this is the United States, the European Union, or one of many other 

countries in which deepfakes have appeared). It can differ based on the person targeted 

(especially in cases where the subject is a minor) and the actions that the body of the 

‘deepfaked’ person is performing (e.g., when a deepfaked model is placed into a 

pornographic depiction compared to when there is a deepfake of a politician standing behind 

a podium). However, there is currently no clear consensus based on the different applications 

of deepfakes, the geographical context, and the intentions surrounding how they have been 

created. 

           Confusion also exists in what forms of technological processes specifically apply to 

the term ‘deepfake’ due to the vast applications of the technology. ‘Deepfake’ derives from a 

combination of the methods used to create them (Nguyen et al., 2019). ‘Deep’ refers to the 

deep (learning) neural networks used by artificially intelligent systems to simulate the neural 

networks of the human brain, while ‘fake’ refers to the nature of the content produced 

(Nguyen et al., 2019). Put simply, “deepfakes are digital forgery” (Whyte, 2020, p.202). 

People utilise technology to intentionally manipulate digital media by looking as though it 

exists in one context, making it appear as though it exists in another. While this is not a new 

concept – as applications such as photoshop have existed since 1987 (Swerzenski, 2021) – 

deepfake algorithms can alter what a user sees in real-time with minimal effort on behalf of 

the user. 
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The use of deepfakes has raised both legal and ethical concerns regarding those who 

create deepfake media using another person’s image, both at a societal and legal level. For 

the sake of this thesis, the majority of data used within this argument have been derived from 

the United States (US) due to the majority of publicly available court cases stemming from 

the US. There are two main issues that deepfakes face at a legal level in the current climate. 

The first legal issue stems from panic sanctioned by mainstream media referring to deepfakes 

as a form of “information apocalypse” (Paris & Donovan, 2019, p.6). This panic is shown in 

various news articles such as ‘Deepfake Attacks Are About to Surge, Experts Warn’ published 

on Threat Post (Bracken, 2021) or Forbes’ article, ‘Deepfakes Are Going to Wreak Havoc On 

Society. We Are Not Prepared’ (Toews, 2020). 

On the one hand, there is very little publicly available data exploring the use of 

deepfakes as criminal misconduct in prosecutions or trials to date. On the other hand, there is 

some evidence that the rate of deepfakes being created and distributed online increased 

significantly since 2019/2020 (Patrini, 2021). In 2020 alone, the number of deepfakes 

uploaded to the internet was roughly 6,820 times more than in 2019, with the total amount of 

identified deepfakes surpassing 100 million in contrast to ‘only’ 14,678 in 2019 

(Tammekänd, Thomas, & Peterson, 2020). The vast majority of these deepfakes were 

uploaded in the second half of 2020, as in June that year, the total amount of identified 

deepfakes had only just surpassed 145,000 (Tammekänd, Thomas, & Peterson, 2020). It is 

relatively unclear whether this is the result of advancements within the technology or the 

availability of the software, a rise in those who have access to the internet or related to the 

COVID-19 pandemic. For instance, in the wake of the COVID-19 pandemic, the use of social 

media platforms Twitter and Facebook in the United States and the United Kingdom reported 

a 25 per cent increase in user interaction within the first few weeks of the national 
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lockdowns, boosting the chances of users being exposed to deepfake materials (Wiederhold, 

2020). 

The second issue revolves around how cases suspected of utilising deepfake 

technology for unethical and illicit purposes can be combatted and prosecuted in the absence 

of targeted legislation for the main threats posed by deepfakes. Existing research examining 

legislation surrounding deepfakes appears to be relatively minimal in comparison to the 

construction of the threat. Despite being a multi-disciplinary issue concerning the likes of 

computer scientists to politicians, the majority of research currently available to view is 

concerned with how deepfakes are made (see, e.g., Ciancaglini, Gibson, & Sancho, 2020), 

how to detect them (see, e.g., Ajder et al., 2019), and their role in continuing to perpetuate 

patriarchal ideals over female autonomy (see, e.g., Citron, 2019a). Nevertheless, these issues 

are generally not reflected within the policies implemented by governing bodies and platform 

policies, valuing the potential impact in the political sphere rather than the known issue 

within the public sphere. 

           From here, this thesis uses real-world examples of deepfake abuses to explore three 

interrelated queries of research examining the mitigating factors that contribute to deepfakes 

and the malicious use of them. First, the definition of what constitutes a deepfake will be 

explored to consider the parameters of research within legal systems. These definitions will 

then lead to the consideration of the ethical standing of deepfakes and whether there have 

been instances of deepfakes being used for good or whether they have been used solely in 

malicious contexts. 

           Secondly, the role of autonomy in deepfake deployment is explored in both a 

pornographic and political context in the ways that people are able to control their image and 

their social representation in the public eye. The role of autonomy considers how toxic 

masculinities threaten these notions of autonomy for those subjected to them. 
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           Using data collected surrounding the use of deepfakes to date, the third chapter 

explores case law explicitly relating to deepfakes and the ways cases have been prosecuted 

under the law. Then, the role of platforms through their policies examines the extent of 

protections granted to users and those victimised by the non-consensual use of their image. 

This chapter outlines the current laws in place that relate to deepfakes and considers whether 

they are sufficient to protect the majority of people impacted by the (ab)use of deepfakes or 

whether these current restrictions benefit only a small proportion of those affected. The threat 

perception is explored to consider why specific demographics may be more protected than 

others. 

           Finally, this thesis describes the intersectional nature of deepfakes and the role that 

platform policies and legislation play in perpetuating a cycle that allows for the continued use 

of deepfakes for malicious purposes. Without these contexts being considered at a broader 

societal level and considering the individual impact on a person whose image has been stolen 

and misused, there cannot be an effective change in improving regulations surrounding the 

ways deepfakes are used and how they impact people. 
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Chapter 1: Seeing is No Longer Believing – Deepfakes, the Internet, and Those in the 

Spotlight 

When precisely the technology that produces deepfakes was first created is up for 

debate. Deepfake creation relies on implementing GANs, or generative adversarial networks, 

initially created in 2014 by Goodfellow et al. (2014) as part of their PhD project examining 

how computer software can be used to detect and generate new images. The technology was 

created to discriminate authentic images from those that were falsified, initially to aid in the 

detection of counterfeit currency (Goodfellow et al., 2014). GANs are utilised to create 

deepfakes using machine learning techniques to improve the algorithms and produce the most 

photorealistic output possible (Seeker, 2019). They work by employing a combination of 

systems: one system (the generator) to study one face (the source model) in comparison to 

another (the new face they wish to impose onto the source model), creating a real-time mask 

over the source model (Whyte, 2020). The other system (the discriminator) within the pair 

then employs an adversary to detect a deepfake (Cadwell et al., 2020). When deployed 

together, the process helps refine the features of a deepfake and generates one that is 

photorealistic, building off the previously generated data (Seeker, 2019). 

Deepfakes result from developments in machine learning that utilise deep neural 

networks that allow users to manipulate existing media of one person (or location), making 

them look like another (Whyte, 2020). Despite the realistic nature of these depictions, all that 

is required to make an even partially convincing deepfake is “low-quality cropped images” of 

two separate people’s faces, which the algorithm then uses to create a three-dimensional 

model that has mapped and scaled the characteristics of the two faces (Wagner & Blewer, 

2019, p.36). These deep neural networks are unique because they are often programmed to 

make the AI algorithm learn from doing, meaning that the more data they process, the faster 

and better the generated result is over time. This essentially mimics the human brain’s neural 
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processes, hence the term deep neural networks (Cadwell et al., 2020). Waldrop (2020) 

provides a visual representation of how GANs are ‘taught’ how to generate new faces 

through the input of authentic images learning and mapping the features of faces. Their visual 

outlines a somewhat circular process in which the system repeats and is continuously fed new 

images to map until the software can generate unique images. As the code for this software 

was made open source, it was readily available to anyone who wished to use it (llSourcell, 

2018), which presented opportunities for people to exploit the technology for their own 

purposes freely. 

Deepfakes, both the term and the imposition of GAN networks for visual 

manipulations, first began to emerge in the public sphere in 2017, when a Reddit user by the 

name of ‘deepfakes’ or ‘u/deepfakes’ began to upload sexually explicit videos onto a 

subreddit of the same name. In these videos, the faces of famous actresses – the likes of Gal 

Gadot, an Israeli-born actress known for taking on the iconic role of Wonder Woman in 

recent years – were superimposed into pornographic videos giving the illusion that they had 

taken part in the video themselves. Gadot is not alone in these exploitative depictions. Since 

2017, various other female celebrities, the likes of Emma Watson, an actress who played 

Hermione in the Harry Potter franchise films, and Scarlet Johansen, who is known for various 

roles such as Black Widow in the Marvel Avengers franchise, and various other female 

celebrities who had been superimposed into pre-existing pornographic videos (Meskys et al., 

2019). 

Despite Reddit removing the content and the page from their servers for violating the 

community guidelines around Rules and Reporting, expressly their ‘Do not impersonate an 

individual or entity’ which have since been updated to specifically include that a user must 

not upload deepfakes (Reddit, 2020), the damage had been done with the technology already 

having been adapted and used to distribute deepfake content. Once the technology was 
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released to the internet, and despite depictions being removed from the Reddit platform, the 

public saw the source code migrating to other platforms such as GitHub, a code-sharing site 

that allows other developers to copy and alter code that has been uploaded for their own 

benefit. Although the original subreddit has been removed from the platform for violating 

Reddit’s code of conduct, the dedicated deepfake subreddit (a collection of subcategories 

approaching various topics on the main platform ‘Reddit’) is still accessible on the platform. 

The subreddits’ deepfakememes’ and ‘deepfakesfw’ are still active subreddits, with 1,371 

and 2,162 members, respectively, as of the time of writing (Reddit, 2018, 2019). This may be 

due to both subreddits having explicit rules in line with Reddit’s ‘do not post involuntary 

pornography’ rule. They do not condone users uploading sexually exploitative deepfakes, nor 

do they condone deepfakes that are made to bully or harass or could otherwise cause harm to 

the person depicted (Reddit, 2020). As can be seen from this example, removing the 

pornographic content from one platform does not stifle the issue; instead, it may encourage 

those that wish to continue to create deepfakes to instead share them in communities on 

unregulated platforms such as MrDeepFakes, a dedicated pornographic deepfake website 

easily accessible through a quick Google search. 

When the original Reddit forum was in operation in 2018, the user’ llSourcell’ 

released the deepfake source code to the open-source code-sharing platform ‘GitHub’ with 

step-by-step instructions for anyone wanting to create their own deepfakes or face swaps 

(llSourcell, 2018). The dedicated GitHub forum includes what is referred to as a ‘manifesto’, 

with llSourcell (2018) noting that the release of the code to Reddit was ‘ground breaking’ in 

that it provided a ‘single, cohesive collection’ of code that could be used by all without the 

need for a comprehensive understanding of software engineering. However, as with most 

newly emerging things online, “it was immediately used to create inappropriate content” 

(llSourcell, 2018), tainting the overarching purpose of the technology: one that abides by a 
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strict code of ethics, to one that has been branded as dangerous to society due to the few that 

use the source code for unethical and potentially illegal purposes. 

 

1.1 Definitions 

Deepfakes, sometimes referred to as ‘deep fakes’ or ‘synthetic media’, can be 

separated into five categories of deepfake: facial re-enactment, face swapping, full-body, 

audio, and image-based (Tammekänd, Thomas, & Peterson, 2020). While all of these 

categories can be explained individually, within this thesis, the term ‘deepfakes’ is used as an 

umbrella term that encompasses these five categories of deepfakes and ‘cheapfakes’ or 

‘shallow fakes’. Unlike deepfakes which rely on artificially intelligent programs to create a 

lifelike video or testimony, cheapfakes (also sometimes referred to as ‘shallowfakes’) are, as 

the name suggests ‘, cheap’ compared to traditional deepfake creation and considerably easier 

to create. Instead of using deep neural networks, cheapfakes employ editing tools readily 

available to the average person, such as manipulating the speed of a video, often changing the 

original context that the video occurred in (Ciancaglini, Gibson, & Sancho, 2020). 

Cheapfakes exist at the opposite end of the spectrum to deepfakes. While some may look 

more realistic and even plausible, it is often significantly easier to tell when something is a 

cheapfake, even to the naked eye (Yankoski, Scheirer, & Weninger, 2021). While easier for 

humans to spot than a deepfake, at the technological level, it is more difficult for algorithms 

to filter through and identify when a piece of media is a cheapfake due to the lack of 

sophisticated technology used to create them (Goldzweig & Brady, 2020). As deepfakes rely 

on AI technology in their creation, they generally tend to show evidence of being 

manipulations either in their visual depictions or at the coded level. This allows AI detection 

algorithms to spot deepfakes relatively efficiently and accurately due to the AI detection 

software looking for evidence of AI manipulation. This is opposed to cheapfakes that do not 
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rely on AI technology and may show little to no visual evidence of manipulation, and may 

simply be used to advertise one thing as something it is not. 

While there are a multitude of documents, such as the research reports mentioned 

within this thesis, that explain how deepfakes work (e.g., Tammekänd, Thomas, & Peterson, 

2020), this is not the same as defining what exactly constitutes a deepfake. Currently, there 

have not been any laws enacted within the most commonly appearing countries that have 

provided official and accurate definitions of deepfakes. Documents and media that refer to 

deepfakes tend to explain where the term ‘deepfake’ has originated in its two components – 

component one surrounding the deep neural networks, and component two fake referring to 

the nature of the content produced -, yet they tend to avoid referring to specific definitions 

(Nguyen et al., 2019). However, Paris and Donovan (2019) connect deepfakes to a larger 

concept of audio-visual manipulations noting that deepfakes and cheapfakes function by 

manipulating audio and visual components at a basic level. This notion is not new but fails to 

provide what they believe to be an adequate definition of either a deepfake or audio-visual 

manipulation.  

The introduction of the 2019 proposed amendment to Assembly Bill 730 in California 

indicates one of the first attempts at a legal definition of deepfakes. AB-730, a bill to enforce 

restrictions on what is allowed in terms of releasing deepfakes (referred to within the Bill as 

deceptive audio or visual media) in the lead up to an election, provides a brief definition 

stating that they include deceptive visual or audio media as: 

 “an image or audio or video recording of a candidate’s appearance, speech, or 

conduct that has been intentionally manipulated in a manner such that the image or 

audio or video recording would falsely appear to a reasonable person to be 

authentic." (AB 730: Deceptive Audio or Visual Media, 2019). 

They further state that the media: 
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"would [have to] cause a reasonable person to have a fundamentally different 

understanding or impression [...than] that person would have if the person were 

hearing or seeing the unaltered, original version of the image or audio or video 

recording.” (AB 730: Deceptive Audio or Visual Media, 2019).  

However, this definition provides a narrow frame of reference as it would, only 

applies to deepfakes that had been created of political candidates or leaders, ignoring the 

majority of victims of deepfakes, those whose images have been used in pornographic 

depictions (see, e.g., Ajder et al., 2019). Instead, a more encompassing definition of general 

deepfake media is the following: “visual and audio content that has been manipulated using 

advanced software to change how a person, object or environment is presented” (Centre for 

Data Ethics and Innovation, 2019, p.2). Providing a more generic definition of deepfakes is 

beneficial in the sense that it leaves room to encompass pornographic, political, comedic and 

other forms of deepfakes that may be encountered online while also explicitly noting that 

ultimately, deepfake depictions will alter the viewers’ perception, intentionally or otherwise. 

One failure of both potential definitions mentioned above is that the body and faces 

most often used in deepfake videos are well-known people (Centre for Data Ethics and 

Innovation, 2019), such as celebrities, influencers, politicians, or other public figures. 

Generally, those who create deepfakes will find that so long as they are not selling their 

deepfaked image or video, which would classify the work as being used for commercial 

purposes, then technically, they are not breaking any laws, at least in cases where the 

deepfake is copying the image of a public figure. However, official definitions outlining what 

constitutes a deepfake and what aspects of them can be considered criminal do not 

encompass arguments about the morality or ethical considerations of manipulated media 

other than their potential to spread false information. 
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1.2 Deepfakes to Date: The Good, the Bad, and the Grey Areas 

Some that research deepfakes choose to separate them into one of three categories: re-

enactment, replacement, or synthesis, all of which occur in varying volumes depending on 

the context (Tariq, Jeon, & Woo, 2021). The first category of deepfakes are audio deepfakes, 

which employ artificially intelligent technologies and programmes to analyse existing media 

containing samples of a target’s voice to mimic and generate audio that matches 

(Tammekänd, Thomas, & Peterson, 2020). Audio deepfakes, while less technical in nature, 

are equally if not more dangerous than other forms of deepfakes. They pose a significant 

threat to the amount of trust and credibility that can be applied to audio evidence, whether in 

a court of law or everyday life. As an example of the potential widescale danger of audio 

deepfakes, one must consider the recent switch by many banks to using artificially intelligent 

voice recognition software to verify a person’s identity (Tariq, Jeon, & Woo, 2021). While it 

may appear a more secure way of getting a person to confirm their identity, audio deepfakes 

have already been misused in various cases, such as in March 2019, when an individual 

impersonated a German CEO’s voice in order to scam nearly £200,000 from a UK energy 

firm and transferred the funds to a Hungarian bank account (Sample, 2020). However, the 

company’s insurer, Euler Hermes, notes that while the voice was believed to be synthetic, 

there is no way to prove that the voice of the person that they spoke to was faked, especially 

as the perpetrators have not yet been and may never be caught (Ajder et al., 2019).   

At a more personalised level, issues have arisen from the misuse of audio deepfakes 

concerning custody issues in a court of law. A mother in a UK custody battle for her children 

was believed to have faked audio of the children’s father threatening violence upon a third 

party in an attempt to discredit the children’s father and gain full custody while removing his 

right to access his children (Ciancaglini, Gibson, & Sancho, 2020). In cases such as this, the 

validity of the overall case is called into question as there is doubt cast on the validity of any 
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evidence presented and potentially impacting the perceived reliability of future cases that 

attempt to produce similar evidence in court. Cases that present audio in this way can, for all 

intents and purposes, be considered a ‘cheapfake’ rather than a traditional ‘deepfake’ due to 

the level of technical ability and skill used to create this type of evidence (Reynolds, 2020). 

There are some companies whose research tends to specialise in specific forms of deepfakes 

rather than the generalised field. For instance, Resemble.AI, a Canada based company, 

specialises in vocal synthesis. Starting at $30 USD an hour, a person can synthesise vocals 

using text-to-speech software, generating vocals that sound like a human being talking 

(Resemble.AI, 2021). The CEO of the company, Zohaib Ahmed, notes that their algorithm 

can generate vocals with as little as ten minutes of an audio example due to the rate at which 

the technology can distinguish pitch and various other features of a person’s vocal patterns 

(Palmai, 2021).  

Audio deepfakes, however, are not just used to cause mischief such as parting a 

company with their funds by impersonating their CEO. Resemble.AI explains that they can 

now use the technology not solely for text-to-speech synthesis but also for translation 

purposes. Resemble.AI’s CEO claims that they can now turn a person’s vocals uploaded in 

English into 15 other languages, allowing for cheaper and potentially more efficient 

translation and dubbing, both in the entertainment industry and for educational purposes 

(Palmai, 2021). While these developments in synthetic vocal technology have occurred with 

the intention of creating more accessible platforms using deepfake technology and provide an 

ethical standard to their platform, they cannot always control the applications of their 

software, the same as other companies.  

With advancements in algorithms of deepfake software, however, there is a potential 

for misuse of such deepfake video technology. For example, Chan’s (2018) study 

demonstrates the capability of the technology to implicate people in crimes through the 



MAKE IT, FAKE IT AND GET AWAY WITH IT? 13 

manipulation of video evidence such as CCTV footage by replacing the entire mask of a 

person’s body. The subjects used in Chan’s (2018) study were asked to complete basic dance 

moves to feed various angles into the algorithm. In this experiment, Chan (2018) was testing 

whether if someone had a multitude of source angles available to feed into an algorithm, 

especially those that may have distinct static features such as a tattoo. They also tested how a 

person’s movements could be realistically manipulated to explore the possibilities that 

someone could use another’s entire body image to cause harm by making it appear that they 

could do anything. When both the body of the target and the face undeniably belongs to a 

specific person, it would be more challenging to prove that the image is fake in comparison to 

a face swap or a synthetic human due to the fact that the full-body deepfakes generally appear 

in lower quality videos and from a distance. For instance, in the case of tattoos, if an 

algorithm had the full mapping of a person, in theory, they could manipulate media to make it 

look as though the person that they have mapped is holding and pointing a weapon when in 

reality, they were standing still (e.g. Grothaus, 2021). 

           While considerably less common, a newer form of deepfake that has appeared 

primarily on social media websites, such as LinkedIn, relates to synthesised humans, which is 

also the second category of deepfakes. Programmers have been deploying the same GANs 

that are used for deepfakes to create people that otherwise, for the most part, do not exist. 

Examples of such synthesised humans can be found, for instance, on websites such 

as ThisPersonDoesNotExist.com. When the page is refreshed, it shows a new artificially 

generated face of a person that does not, as the name suggests, exist (see figure 1).   
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Figure 1: Examples of artificially generated or synthetic humans. Source: ThisPersonDoesNotExist.com. Please note that 

these images do not infringe on copyright as works created by artificial intelligence are not copyrightable under US law as 

noted by the US Copyright Office, where the sites creator Phillip Wang resides (Bharucha & Partners, 2021) 

The creator of the website, Phillip Wang, who also created sister websites allowing users to 

generate, for example, horses or chemical compositions that do not exist, coded the websites 

not to be accurate necessarily in terms of what a person may look like. Instead, he wished to 

inform people that in the age of technology and its advancements, what is seen is not always 

real and that people should no longer believe that simply because an image exists, it does not 

mean the existence of the depicted person (Paez, 2019). 

           While synthetic humans may seem relatively harmless compared to other forms of 

synthetic media, they have also already been misused. Katie Jones, a LinkedIn profile, made 

the news in mid-2019 when it was discovered that the woman who connected with prominent 

members of state, including the former Deputy Director of the Domestic Policy Council and 

Director of Budget Policy to Trump, Paul Winfree, does not exist (Satter, 2019). Along with 

Paul Winfree, the Katie Jones profile’s connection requests were accepted by a Deputy 

Assistant Secretary of State and a Senator’s Aide in the US as some of the 49 connections 

(Vincent, 2019). The reports hinted that due to the connections being relatively high profile 

people, there was potential that Katie was created by a foreign government with the intention 

of collecting information (Vincent, 2019). A statement from the Director of the US National 

Counterintelligence and Security Centre, William Evanina, notes that it is not uncommon for 
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foreign spies to create fake profiles on popular social media sites to gain access to 

information (Satter, 2019). The use of this LinkedIn profile highlights the role of threat 

perception in deepfake deployments. Threat perception, while explained in more detail later 

within this thesis, surrounds the notion that perceptions of threat are categorised in one of two 

forms; threats against the individual and threats against a group of individuals (Rousseau & 

Garcia-Retamero, 2007). For Cohen (1978), threat is tailored towards the anticipation of 

threat which is the case in the example of Katie Jones. The profile depicting her provides an 

example of both. While there was no formal case published, the ability of a falsified profile to 

gain close access to US officials demonstrates the ease with which malicious actors are able 

to gain access to individuals and subsequently earn the trust of others through mutual friends, 

which seems to be all that is needed in order to gain an avenue of direct connection between 

those seeking information using a fake face and those in positions of political power. 

The profile was spotted as a fake by Raphael Satter, a journalist specialising in 

cybersecurity and disinformation, who noticed discrepancies within the textures and 

colouring of the image used for Katie Jones’ profile. Sattler posted his hunch on Twitter, 

pointing out the discrepancies in the image, garnering media attention due to the perceived 

threat to public safety (Satter, 2019). Specifically, the case of Katie Jones as a synthetic 

human demonstrates a powerful narrative that even those in positions of power can and do 

fall victim to false individuals without questioning the origins or intentions of those that they 

add to their networks. Those who added the false profile, all of whom were men, did so for 

various reasons. One former US military personnel noted that he accepted the invitation to 

connect via LinkedIn as he thought Jones was attractive (Bridge, 2019). Winfree, the Director 

of Budget Policy for former President Trump, noted that he accepts every friend request he 

gets through the platform (Satter, 2019). 
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           Just because a form of synthetic media is more commonly seen than others, it does not 

mean that the general impact of the synthesised image or video media is any less harmful. 

While media such as face swaps are generally harmless, being used by people to make it look 

as though they have cat ears or no pores to create a flawless profile picture, there is evidence 

that these face swaps have also been misused. Face swaps demonstrate a more 

straightforward and widely available form of deepfakes in the current market. Unlike their 

deep- and cheapfake counterparts, they are relatively easy to access and are simpler both to 

create and use. They are traditionally accessible and automated by only placing the facial 

features of one person onto another in a static-like image or being accompanied by 

synthesising a person’s voice either to resemble another’s or to alter the pitch of the user’s 

voice (Hogan Lovells, 2020). These relatively simple apps demonstrate the user capability of 

deepfake software at an individual and widely accessible level, demonstrating how deepfake 

technology can be deployed at a basic level (Paris & Donovan, 2019). 

           However, unlike traditional deep- or cheapfakes, face swaps often include the element 

of consent, in that the person is generally using the app willingly and with the intent to swap 

their faces with that of another person (or sometimes non-human entities) (Hogan Lovells, 

2020). Although face swaps build on similar technologies as deepfakes do, the primary way 

face swaps differ from deepfakes is how the programmes are employed. Face swaps rely on 

changing the actual computer graphics as opposed to the deep learning that occurs for 

deepfakes (Kohli & Gupta, 2021). The computer graphics are mapped using facial landmarks 

such as the eyes, nose and mouth that provide a template for graphics to be placed on the 

user’s face, whether that be another facial mask or a filter that transforms someone into a cat. 

Additionally, face swaps are generally not made to look hyper-realistic, at least not compared 

to deepfakes. There are a variety of applications that currently exist and are free to download 

that employ a plethora of these techniques but do so to be gimmicky rather than used for 
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malicious purposes in general. An example of a widely known app that for years allowed 

users to apply masks onto their faces, both in videos and pictures, in a noticeably fake way is 

Snapchat. Despite being released to the public in 2011, Snapchat has only used ‘lenses’ that 

use face-swapping tools, audio manipulations, facial re-enactments, and image-based swaps 

since 2015 (Alfonzo, 2019). 

The popularity of face swapping tools and the evolution that they had taken was 

demonstrated in the form of another app by the name of FakeApp, released in 2018 and 

downloaded more than 120,000 times in the first two months of being made available on the 

Google Play store (Gerstner, 2020). The creator of FakeApp hoped to improve the app to the 

extent that “prospective users can simply select a video on their computer, download a neural 

network correlated to a certain face from a publicly available library, and swap the video with 

a different face with the press of one button” (Cole, 2018). While no longer available to 

download, similar trends have appeared with similar apps and a shift towards employing 

deepfake technology for purposes that would have previously used more complex computer-

generated data. Face swaps and the use of FakeApp provide an iteration in the overall journey 

of unveiling the progression of deepfakes and deepfake technology. FakeApp appeared as the 

first large scale application using small scale deepfake technology to appear online since the 

rise of deepfakes (Giles, Hartmann, & Mustaffa, 2019). 

           Despite the multitude of negative press received in response to deepfakes, not all 

deepfake applications publicly available to view have negative connotations. A prime 

example of deepfake use within popular culture in the past few years is reviving the deceased 

Carrie Fisher or Peter Cushing in the Star Wars: Rogue One movie or turning back the clock 

on Luke Skywalker in the Mandalorian (A, 2020). However, when they are misused, there is 

ample opportunity for harm. The majority of deepfakes online seem to be of a non-

consensual pornographic nature, while those deepfakes that do not tend to either be videos 
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created to provide comedic value or create a political discourse, and even documentaries 

(Ajder et al., 2019). Other than an increase of deepfake depictions online, in recent years, 

there has been a rise in the use of deepfakes in commercial projects such as documentaries 

and campaigns as a way to protect the identities of people that may be in danger. For 

instance, within the documentary ‘Welcome to Chechnya’, or to honour, resurrect, or imitate 

those who have passed away, such as within the ‘Roadrunner’ documentary about the now-

deceased chef Anthony Bourdain. Additionally, deepfakes have been created with permission 

from family members to use the image of individuals, such as the case of Joaquin Oliver, a 

victim of the 2018 Parkland shooting, to raise awareness over the impact of mass shootings 

and the vitality of voting. 

‘Welcome to Chechnya’ made headlines when it was announced that the documentary 

would be released with the main characters being deepfakes, not for the purpose of 

exploitation but protection (Square Public Films, 2021). The documentary garnered the 

consent of LGBTQIA+ advocates to use their faces to protect those attempting to flee Russia 

and its anti-gay stance and protect those who wished to share their experiences and stories of 

living in a state allowing, even encouraging, violence towards people based on their sexuality 

(Grobar, 2021). David France noted the strength of those who participated in the 

documentary, stating: 

“We asked them to let us film their faces and film their realities with a promise 

that we would disguise them later and they really took a great leap of faith to 

allow us to do that […] We followed these secure protocol rules very strictly 

because it was a question of life and death of these people.” (Carey, 2021) 

Before even being able to apply the deepfake masks to the footage, David France (the film’s 

Director) had to ensure that the footage was not kept in Russia in any capacity or in a format 
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that was internet-accessible due to fear that state actors would catch onto the project, view the 

footage, and come after them (Carey, 2021). 

The documentary, released in 2020, was created to share the impact and danger of 

belonging to the LGBTQIA+ community in Russia, specifically Chechnya, under the rule of 

Ramzan Kadyrov and the Kremlin (Square Public Films, 2021). The documentary exposed 

the persecution that has been happening, largely unseen by the rest of the world, towards 

those who openly express their sexuality and gender identity as anything other than what is 

considered heteronormative. David France, the Director of the documentary, wanted to 

highlight the vendetta that since 2017 has seen those in Chechnya who identify with the 

LGBTQIA+ community in what the Director refers to as a government-mandated ‘cleans[ing 

of] blood’ encouraging the detention and torture of those in the community (Square Public 

Films, 2021). In this, deepfakes are applied in a positive context allowing people to blow the 

whistle on the treatment they have been receiving in Chechnya for being anyone other than 

those who identify as heterosexual, while the government turns a blind eye to both citizen 

and government acts of hatred. 

           The mapping of the faces within the documentary is not necessarily portrayed in a way 

where the audience is convinced that the faces depicted belong to those in the film. However, 

they serve their purpose to the extent that even those who appeared in the documentary were 

unable to recognise themselves for the most part due to aiming to make those depicted 

unrecognisable to even their parents (Grobar, 2021). In addition to disguising the faces of 

those fleeing Chechnya and their families, the Director used vocal doubles to ensure they 

were not recognisable in any capacity (Rosser, 2021). France even lent his own face to a 

challenging scene within the film, as he felt it would be wrong to ask anyone else to 

volunteer. 
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           While this film demonstrates the positive use of this technology, it also provides an 

example of the technology being used with consent. In order to use the facial mapping 

software, they relied on volunteer advocates to donate the use of their facial features to 

protect those that had risked their lives to appear in the documentary. This is contrary to the 

norm. For example, ‘Roadrunner’ is a documentary about the life and successes of Anthony 

Bourdain, a world-renowned chef who passed away in 2018. The documentary shone a light 

not solely on his career but on his life and the impact that the rise to fame had on his mental 

health (Rosner, 2021). The documentary showed insight into his life that may have otherwise 

been hidden whilst he was alive. However, the choice to forgo asking for consent to use a 

deepfaked version of Bourdain from his family, including his late girlfriend, or otherwise ask 

permission for the contents of the documentary raises further ethical concerns. Although 

Bourdain appeared as himself for the vast majority of the film, due to his passing, he was 

unable to provide some of the voiceovers, and so the Director used synthetic vocals of 

Bourdain, which he stated had been done with the consent of Bourdain’s family (Rosner, 

2021).  

The main issue stems not from the fact that Neville, the Director of the Roadrunner 

documentary, used deepfake vocals in the documentary but more from the fact that Neville 

did not disclose that these were used in the documentary, only mentioning it in an interview 

with Helen Rosner (2021) for the New Yorker. When Rosner (2021) asked Neville how they 

managed to have Bourdain read an email that had been sent to his friend in which Bourdain 

had posed the question “... and my life is sort of shit now. You are successful, and I am 

successful, and I’m wondering: Are you happy?” (Rosner, 2021), only then did Neville admit 

to using deepfake programs to synthesise Bourdain’s voice. This differs from how ‘Welcome 

to Chechnya’ approached the use of deepfaked vocals, which explicitly stated at the 

beginning of the documentary that deepfakes had been used, and permission had been 
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gathered from both the model that shared their experience and the new face. Additionally, 

this raises further questions about the ethics of deepfake use and its relationship to the 

legality of deepfakes. 

 

Figure 2: A tweet from Anthony Bourdain's late wife noting that she was not the one that gave consent to use deepfake 

vocals in the Roadrunner documentary. Source: Bourdain, 2021. The use of this tweet comes under Twitter’s fair use policy. 

 

Even though minimal aspects of the vocals were synthesised for the film, the question of 

ethics and legality of producing such a film, specifically including aspects that Neville did 

not explicitly gain consent for, demonstrates a more extensive issue into the role of ethics in 

deepfake mass media. In a Tweet commenting on an interview that Neville had done with 

Variety, Bourdain’s ex-wife noted that she had not given consent for his vocals to be 

synthesised, nor did she express that she believed that Bourdain would have consented to the 

vocal manipulation (see figure 2). 

           Furthermore, unlike Anthony Bourdain or Grisha, Joaquin Oliver provides an example 

where the ethical implications of deepfake usage are somewhat murky. Oliver was just 17 

when he became a victim of the Parkland shooting at Marjory Stoneman Douglas High 
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School in Florida on Valentine’s day (February 14th) in 2018. In memory of their son, 

Oliver’s family, specifically his parents, have used the tragedy to raise awareness, turning 

their son into a digital deepfake activist promoting tighter gun regulations within the United 

States. Most recently, they urged the public to cast votes for those who have been victims of 

shootings and, therefore, are unable to vote themselves (Kennedy, 2020). They fed the AI 

tweets that Oliver had posted prior to his death to teach the AI his mannerisms, building on a 

letter he had written at the age of twelve, pleading for gun manufacturers and distributors to 

run background checks before allowing people to purchase firearms (Kennedy, 2020). 

           The family and their campaign for the organisation ‘Change the Ref’ produced the 

deepfake video of their son, which cannot be visually included in this thesis due to copyright 

policies. In the two-minute video, Oliver states, as this is the first election in which he would 

have been eligible to vote: 

“I’ve been gone for two years and nothing has changed, bro. People are still 

getting killed by guns. [...] Everyone knows it but they don’t do anything. I am 

tired of waiting for someone to fix it [...] I’ll never get to choose the kind of world 

that I wanted to live in. So you’ve got to replace my vote. Vote for politicians who 

care more about people’s lives than the gun lobby’s money. Vote for people not 

getting shot, bro.” (Change the Ref, 2020). 

Despite the positive message behind the deepfakes version of Oliver, the comments on the 

video were generally less than favourable, with one viewer stating that the family “might as 

well have created a sock puppet out of his lifeless corpse” and another accusing his parents of 

“using their dead son to push an agenda” (Change the Ref, 2020). 

This raises an important question about the legality and the role of consent in cases, 

especially where minors are involved. As seen in figure 3, some of these deepfakes shown or 

shared on social media outlets depict minors. Regardless of the consent of the minor, such 
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images are illegal to possess or distribute under international child pornography laws (e.g., 

Optional Protocol to the Convention on the Rights of the Child on the sale of children, child 

prostitution and child pornography (Article 2(c)) which states “Child pornography means any 

representation, by whatever means, of a child engaged in real or simulated explicit sexual 

activities or any representation of the sexual parts of a child for primarily sexual purposes”).  

 

Figure 3: One of the posts by a user that asks for a person to direct message them if they wish to obtain deepfake 

pornography. In this case the post refers to Charli D'Amelio, a 17-year-old TikTok personality This post falls under fair use 

in alignment with Twitter’s Terms of Service. 

Charli D’Amelio, a TikTok personality (whose deepfaked facials appear in figure 3), at the 

time of initial research in 2021, was only 17 years old. Although the age of consent within the 

United States varies by state, and in Connecticut, where D’Amelio is from is only 16, by law, 

a person is only an adult after they turn 18 (or in the case of Alabama and Nebraska, 19) 

(Barnett, 2016; Washington University in St. Louis, 2012). This creates issues with the use of 

Twitter in the distribution of deepfakes. Although the user has not explicitly shared the 

pornographic content on the platform, they have willingly stated that they have hundreds of 

instances of D’Amelio appearing in pornographic content despite her being a minor at the 

time. 
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The question pertaining to whether or not deepfakes can be considered illegal 

becomes apparent when considering the role of the person, both body and face, that is 

depicted in the deepfake. Fido and Harper (2020) note that deepfake depictions contain 

similar elements to revenge pornography but are elevated through the notion that the 

depictions of people that are targeted are not the ones committing the act that they are 

depicted doing. Additionally, Fido and Harper (2020) touch on a subject often left out of the 

conversation on deepfake productions: the victim. The victim is often solely viewed as the 

person whose face has been transposed onto the model, disregarding the role of the ‘model’ 

or person who is the body has been used within these videos. However, the amount of 

information that examines the role of the model or the body tends to be neglected in 

conversation, leading to questions surrounding consent and autonomy. 

 

1.3 The Limits of Look-a-likes – Limitations to Deepfake Technologies 

The form of deepfakes extends past a specialised area, such as the facial features of a 

person or their voices being manipulated. For instance, full-body deepfakes, sometimes 

referred to as full-body puppetry (Kietzmann et al., 2019), are less common than the other 

forms of deepfakes mentioned above. This is either due to the level of expertise required to 

make a full body algorithm look realistic or simply due to it being far easier to swap the face 

of an individual onto a body already moving in the way that the user wants, rather than 

replacing the body to keep the source face. Kietzmann and colleagues (2019) define full-body 

deepfakes as a form of puppetry that transposes the movement from the body of one onto the 

body of another, providing the example of making it seem as though one can dance when 

they, in fact, cannot. However, full-body deepfakes face a struggle that other forms of 

deepfakes do not, in the sense that when mapping the full body of both the target and the 

intended subject, the movement will often not appear to be fluid based on the differences in 
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body shape and size, and the range of motion initially mapped by each subject (Chan, 

Ginosar, Zhou, & Efros, 2019).  

           Chan and colleagues (2019) algorithm was able to map the movements of the source 

ballet dancer to the target body, for the most part, matching the general placement of the arms 

and legs. However, within the visuals provided by their research, which can be seen within 

other target outputs they included, the mapping of the arms tended to cause warping due to 

the fluidity of the source image not being able to be accurately mapped onto the target images 

(Chan et al., 2019). As demonstrated within the video released by Chan (2018) prior to the 

release of the report under the same name, Everybody Dance Now, a frequent issue appears to 

form concerning the mapping and reconstruction of the target’s hands, often making the 

output subject appear as though they do not, in fact, have hands (Chan, 2018). This, as 

touched upon within the video, is likely the result of the algorithm being unable to detect the 

hands of the source videos, either due to these finer details or issues with colour 

differentiation between the background and model. 

This leads to one of the more significant issues surrounding deepfakes online; 

detection. With the number of deepfakes online continuously rising, programmers are pressed 

to find new and more efficient forms of detection software. While the creation and the 

realistic nature of deepfakes are becoming increasingly common, those trying to identify and 

discredit deepfaked videos are faced with issues in identification. As of 2021, Gemini 

Advisory, a company specialising in cyber threats, estimates that current methods of 

identification and detection algorithms only have a 65.18 per cent accuracy rate which leads 

to a large proportion of deepfakes falling through the cracks of the algorithm (Gemini 

Advisory, 2021). Detection generally appears in two forms: AI detection and human 

detection. Spreading false information, whether done intentionally or not, can have damaging 

effects, such as those witnessed in the storming of Capitol Hill in the United States. This 
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incident arose post the release of the 2020 Presidential election results on January 6th, 2021, 

with former US President Trump inciting violence with claims of election fraud to his 

followers (Geddes, 2021). While Trump’s actions led to the violent riots, a video surfaced on 

January 7th, 2021, of Trump supposedly admitting that Joe Biden had won the Presidency 

and would be working to facilitate the transition into Biden’s new position as President. 

However, some believe the video to be the work of a deepfake. 

 

Figure 4: A Tweet showing platform users questioning the legitimacy of Donald Trump's video in the wake of the Capitol 

Hill storming (Dale, 2021). The Tweet has been included in this thesis in line with Twitter's fair use policy. 

Comments posted under the video on Twitter (see figure 4) note that the head of Trump does 

not appear to move in time with the body, and another user noted the use of computer-

generated imagery on the lines of his neck (Dale, 2021). Regardless of whether the video is, 

in fact, a deepfake, it demonstrates the potential for violence that can stem from a single 

tweet and the mistrust that is extended towards posts including, for example, political figures. 
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1.4 The Role of Reporting – A Corporate Approach to Deepfake Analysis 

A limitation of engaging in research related to deepfakes is that the technology has 

only been around for less than a decade. However, as noted above, there has been a 

concerning increase in deepfake production within the past few years, especially during the 

global COVID-19 pandemic. The need for further research into policies and legislation also 

becomes apparent through the current lack of targeted legislation throughout different 

countries. Although the majority of this thesis will concentrate on legislation, cases and 

policies within a United States context, this does not mean that the examples included in this 

thesis are exclusive to the US. In reality, the misuse of deepfakes occurs on a global scale. 

Despite the majority of available information originating in the US, there is no single 

answer to who currently studies deepfakes. The reality is that the answer will differ 

depending on the country that is being examined and the fact that deepfakes exist primarily 

online. The impact of deepfakes tends to be studied by academic fellows who wish to study 

the relationship between deepfakes and revenge porn, such as Danielle Citron, a law 

Professor at the University of Virginia. Citron  spans various disciplines such as computer 

scientists, law firms and gender advocates. These disciplines tend to focus on the human 

factor, exploring the impact that can be felt at an individual level, such as when individuals or 

specific groups within society have been impacted by exploiting their image (Citron, 2019a). 

On the contrary, although various institutions study the creation of deepfakes, the three 

leading corporations that have released comprehensive reports on the demographic of 

deepfakes and those within them are Sensity, formally DeepTrace Labs, Sentinel, and Trend 

Micro. Those that study deepfakes tend to be companies that publish reports on how 

deepfakes currently pose and may in the future pose a threat to the cybersecurity of 

corporations (e.g., Ajder et al., 2019; Tammekänd, Thomas, & Peterson, 2020), rather than 

individuals as it often proves financially beneficial to the companies to outline the extent of 
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the threat and to convince people to invest in their services. In such cases, these companies 

tend to focus on the potential of political influence and a potential loss of revenue associated 

with the use of deepfakes that may impact corporations and their ability to maintain the 

credibility of their business. 

These companies focus on similar issues around the quantities of deepfake images 

produced, the reach of the videos, and the classification of content from said videos. Sensity 

(as DeepTrace Labs) provided the first comprehensive look into the prevalence of deepfakes 

online, or at least in terms of what was released for public consumption. This was followed 

by reports released by the US-based Cybersecurity corporation Trend Micro, whose report 

was not directly on deepfakes but provided a comprehensive case study into the malicious 

uses and abuses of deepfakes, touching on the potential future harms that could arise as a 

result of deepfakes (Ciancaglini, Gibson, & Sancho, 2020). Sentinel, a company based in 

Estonia and founded in 2019 by Johannes Tammekänd, an ex-NATO cybersecurity, 

information warfare, and data science specialist, and Kasper Peterson, an AI architect, 

released their comprehensive report on the current arguments surrounding how deepfake 

technology has been used, touching on topics ranging from face swaps to arguments of 

potential attempts at political tampering (Sentinel, 2021). 

In Sensity’s first report in 2019, they estimated that 96 per cent of all videos they had 

detected to be deepfakes were pornographic in nature (Ajder et al., 2019). Their recent 

follow-up report in March 2021 amended their numbers and categorisation to separate 

malicious and non-malicious deepfakes. In this, they noted that 93 per cent of deepfakes that 

they had detected were either pornographic, defamatory or derogatory, while the remaining 

seven per cent were created to be comedic or entertaining (Patrini, 2021). In contrast, 

Sentinel notes that only 19 per cent (or a total of 27,271 videos) of deepfakes that they 

identified were pornographic, compared to the 96 per cent reported by Sensity (Tammekänd, 



MAKE IT, FAKE IT AND GET AWAY WITH IT? 29 

Thomas, & Peterson, 2020; Ajder et al., 2019). Ciancaglini, Gibson and Sancho (2020) take a 

different approach when conducting their analysis of deepfakes in that rather than having 

performed an analysis of the number of deepfakes they have come across online, they 

demonstrate the impact and reach of deepfakes through existing cases. They identified cases 

with a range of targets stemming from political figures, to journalists, to disgruntled spouses 

and public figures, and not all in a Western context (Ciancaglini, Gibson & Sancho, 2020).  

While Sensity’s report was the first widely known official report to be published 

online, it is worth noting that they did not examine every deepfake video online at the time. 

Instead, Sensity examined deepfake videos on the top five pornographic sites as well as the 

top 14 YouTube channels that frequently posted non-pornographic deepfakes to form their 

sample (Ajder et al., 2019). While Sensity acknowledges that there are forms of deepfakes 

that exist that are not of a pornographic nature, they note that pornographic deepfakes at the 

time of releasing the report were the most prevalent form of deepfake being requested, 

created, and circulated (Ajder et al., 2019). Although pornographic deepfakes have been 

identified as one of the most common forms of deepfake video, finding a definition of what 

constitutes deepfake pornography proves difficult. Instead, Chesney and Citron (2019) 

describe pornographic deepfakes as “subjecting individuals to violent, humiliating sex acts 

[…] some [of which] will be nothing less than cruel weapons meant to terrorise and inflict 

pain” (p.1773), further explaining that “deepfake sex videos force individuals into virtual sex, 

reducing them to sex objects” (p.1773). While not an official definition, the way in which 

Chesney and Citron (2019) describe pornographic deepfakes provides a basis for the 

experience of those who have their image used without their permission and the motivations 

that some creators of deepfakes may have. 

Ciancaglini, Gibson and Sancho (2020, p.52) refer to deepfakes as “one of the most 

visible malicious uses of AI”, further elaborating on deepfakes to be “perhaps one of the most 
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immediately tangible [and] damaging applications” due to the potential misuses of the 

technology. Much like the reports published by Sensity and Sentinel, Ciancaglini, Gibson, 

and Sancho (2020) tend to use the report to highlight the potential for misuse rather than 

actual misuses of the technology to date. Much like the Sensity report, Trend Micro’s report 

identifies pornographic material as being one of the more prominent forms of deepfakes 

present online (Ciancaglini, Gibson, & Sancho, 2020). In their 2019 report, Sensity noted that 

100 per cent of the pornographic videos they had analysed targeted females (Ajder et al., 

2019). While Sensity noted that Western subjects were depicted in 90 per cent of deepfake 

videos on YouTube, this was not translated to pornographic content. Roughly only 60 per 

cent of pornographic deepfakes depict Western subjects, with a third of subjects being from 

Southeast Asia (Ajder et al., 2019). Sentinel, in contrast, identified 27,271 pornographic 

deepfakes and noted that 69 per cent were hosted on websites dedicated to pornographic 

deepfakes, while the remaining 31 per cent were distributed on Eastern pornography sites (20 

per cent) and conventional Western pornography websites (11 per cent) (Tammekänd, 

Thomas, & Peterson, 2020). 

 

1.5 Ethical or a Spectacle? – Ethical Concerns With Deepfake Deployment 

De Ruiter (2021) outlines three distinct ethical questions raised when it comes to 

deepfakes. The first dictates that the person creating the deepfake should consider whether 

the person who is depicted in the deepfake would have objections to the way that their image 

is being presented. The second asks whether the media being created has the potential to 

intentionally or unintentionally deceive viewers, and third questions the overall intent 

surrounding the creation of the deepfake (de Ruiter, 2021). The questions raised about the 

right to publish a person's image without their permission bring further avenues for questions 

surrounding the ethical implications of sharing media without the subjects' explicit consent. 
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The extent of ethical culpability could be debated in terms of whether it extends to the viewer 

of the deepfake media; however, there should be a standard of ethics enforced upon 

developers and hosting platforms, whether at a legal level or simply a personal standard. For 

example, Johnson and Diakopoulos (2021) provide the example of the app DeepNude, an app 

created intending to allow users to upload an image featuring a woman fully clothed, which 

then removes the clothes from the uploaded individual. Regardless of whether the developer 

intended for the app to gain the traction that it did and despite the fact that the app was soon 

after removed from the app store, it does not remove from the fact that the app was created 

for the sole purpose of objectifying women using photos that had been uploaded to the 

internet with no such intention of allowing their image to be used in such a way (Johnson & 

Diakopoulos, 2021). This is just one example. Deepfakes to date have been used in cases of 

revenge porn, where a disgruntled partner intentionally exposes their victim to the internet 

with the intent of causing harm, political propaganda, such as making a political candidate 

appear incompetent, or to blackmail someone by making it appear as if they have done 

something that they would not want others to know about (Johnson & Diakopoulos, 2021). 

While the overwhelming consensus regarding deepfakes tends to revolve around the 

notion that deepfakes were developed and are primarily utilised for harm, this in itself can be 

thought to be misinformation. On GitHub's main deepfake page, 'face swap', there is a section 

of text called the 'Manifesto' from those who develop and maintain the code regarding the 

developers' ethical concerns and values. They note: 

"[T]he developers [of deepfake's code] have been following strict ethical 

standards. Many of us [...] just tinker with the code to see what it does. Sadly, the 

media concentrates only on the unethical uses of this software. That is[...] how it 

was first exposed to the public, but it is not representative of why it was created, 

how we use it now, or what we see in its future. Like most technology, it can be 
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used for good or it can be abused. It is our intention to develop FaceSwap in a 

way that its potential for abuse is minimised whilst maximising its potential as a 

tool for learning, experimenting and, yes, for legitimate faceswapping." (torzdf, 

2018) 

However, in the ethics section of their website, Resemble.AI include a disclaimer noting the 

potential misuse of their software to generate deepfakes (Resemble.AI, 2021): 

"Ethics and morals are at the core of Resemble [...W]e knew we would have to 

address the concern that people have about deep fakes […]. With the rise in 

synthetic voices, ethics are a serious issue and we wanted to share how we [...] are 

approaching this issue as this technology becomes mainstream." 

Further, Resemble.AI's about page states: 

"Resemble's platform is locked down [in] such [a way] that only [the] intended 

speaker can clone their own voice. When recording, Resemble [gets] the user to 

say an array of particular sentences in [their] own voice. Misuse of this can be 

easily detected by our algorithm. Once [...] created, the user owns all rights to that 

voice. We do not use that voice data to train other models, nor do we resell the 

voice data to third party companies." (Resemble.AI, 2021) 

While Resemble.AI claims that their algorithm can detect when a voice being uploaded is 

legitimate, they do not extensively describe the ways in which their algorithms are able to 

detect this, other than noting that they look for differences in pitch and tone (Palmai, 2021). 

However, this is not always foolproof. For instance, there have already been instances during 

which real-time vocal deepfake modification has been misused, as was the case with 

scammers using deepfake technology to clone the voice of a United Kingdom company's 

CEO, successful swindling the unnamed company out of €220,000 in March of 2019 (Stupp, 

2019). While Resemble.AI's technology may work with the content being uploaded, it proves 
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a much more significant challenge attempting to identify and prevent the use of vocal 

deepfakes in real-time.  
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Chapter 2: Autonomy and Consent 

These questions surrounding ethics and the element of consent within deepfake 

materials lead to questions about the role of personal autonomy and whether any such 

autonomy exists when deepfakes are created without the consent of either the model whose 

body is being used or those whose face has been superimposed. As the primary tool of 

deepfakes surrounds the use of artificially intelligent systems, that being systems that are 

coded to learn by doing, although they are generally still guided by humans in some capacity, 

a question arises into the role of autonomy of the person depicted. Specifically, the form of 

autonomy that is of interest within this thesis is personal autonomy. For the sake of this 

thesis, the definition of autonomy that most closely relates to the argument of deepfakes is 

the following: 

“The autonomous individual is able to determine what she values in life, and also 

has the power to pursue those goals free from undue external influences. 

Autonomy is thus essentially the notion that humans are, or, more properly, ought 

to be, self-governed or self-directed in terms of their choices, their actions, and the 

direction of their lives” (Boyd, 2004, p.1279). 

This definition assumes that personal autonomy revolves around humans being self-

governing, capable of making their own decisions, especially in the grand scheme of their 

lives and the paths they wish to follow. Deepfakes, however, strip the target of their personal 

autonomy when they release manipulated content, especially that of a sexually-explicit 

nature. 

           Autonomy, whilst similar in theory, is not the same as consent for more reasons than 

one. First, consent is often defined within domestic and international laws (e.g., United States 

Code, 2016; New York State Senate, 2016). Autonomy, at least under US law, is not 

considered to be a fundamental right, leaving the notion of autonomy with minimal legal 
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standing. Therefore, when people have their autonomy stripped from them when deepfakes 

are made without their consent, they generally have no legal standing when it comes to the 

use of their image and the fact that it has been used in ways they did not allow for. 

           Citron (2019a), a Professor in Law at the University of Virginia, specialising in civil 

rights and digital information privacy, as well as freedom of expression, views one of the 

most important aspects of autonomy in regards to a person’s online presence as revolving 

around the idea of ‘sexual privacy’. Sexual privacy thus stems from the ability for a person to 

choose when and who can view their body and is seen to be a form of empowerment (Citron, 

2020; Williamson, 2020). Deepfake videos, especially those of a pornographic nature, strip a 

person of their sexual privacy. Even though it is generally not their body that is being seen, 

that the facial mapping, a process in which the main features of a facial structure such as the 

eyes, nose and mouth are detected by artificially intelligent systems, gives both the user and 

the victim the illusion that it is the victim’s body that is being viewed (Gosse & Burkell, 

2020). 

  

2.1 The Role of Consent and Autonomy – Sexual Autonomy in the Age of Deepfakes 

The threat provided by deepfakes is experienced predominantly by those who are 

most commonly victimised, women, which can be explored further through both threat 

perception and toxic masculinity. Those who create deepfakes feed off the power they have 

over the individuals they target, extending the victim’s perception of threat due to no longer 

feeling safe in their own skin (Royle, 2021). Often the victims of deepfakes will feel as 

though they have lost both their physical security and even personal income due to the nature 

of deepfakes and the way that those who are subject to them are targeted. They have the 

ability to prevent people from going out into public and even result in a loss of job prospects 
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for those subjected to deepfakes, most commonly when their image has been used for 

pornographic deepfakes (Harris, 2021). 

           Consent is an issue that is presented often in regards to deepfakes. The role of consent 

is necessary to consider, not just in terms of the face being used, but the consent of the model 

to whom the body belongs. Fletcher (2018) notes that when actors or actresses sign contracts 

to be in a film or TV show, they consent to their image being used. However, that does not 

mean they have consented to have their image used for deepfakes or be placed into 

pornographic content. This leads on from Fido and Harper’s (2020) point that the role of 

consent for both the person whose face has been used and the person whose body has been 

used for such depictions needs to be considered. Providing consent for an image to be used in 

one instance does not necessarily mean that consent has been provided for their image to be 

used freely in a variety of situations, including political representations. 

This leads to a pressing issue that accompanies both the creation and distribution of 

deepfakes surrounding the element of consent and the current definition of consent. As of 

late, the definition of consent according to the United States Federal Code (USC) tends to 

encompass solely sexual consent. Section 920 of the code refers to consent as: 

“a freely given agreement to the conduct at issue by a competent person. An 

expression of lack of consent through words or conduct means there is no consent. 

Lack of verbal or physical resistance does not constitute consent. Submission 

resulting from the use of force, threat of force, or placing another person in fear 

also does not constitute consent. A current or previous dating or social or sexual 

relationship by itself or the manner of dress of the person involved with the 

accused in the conduct at issue does not constitute consent.” (United States Code 

[USC], 2016, sec.7a) 
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This addition to the USC. and the amendments made in 2016 shall provide the general basis 

upon which the definition of ‘consent’ is based. As this amendment was made to the 

definition of consent to be applied in the instance of sexual assault, it means that it is harder 

to apply this legal definition of consent to cases in which there may not have been any 

physical meeting, or online meeting for that matter, as this definition revolves around the 

notion that there was a physical meeting of two parties. Therefore, this thesis will utilise the 

proposed amendment to the definition of consent within the USC, known as ‘An act to amend 

the penal law, in relation to the definition of consent’. The amendment was drafted as a result 

of the use of the word ‘consent’ within the Harvey Weinstein trial and proposed updating the 

definition of consent as: “Freely given, knowledgeable and informed agreement; such 

agreement must be obtained out the use of malice such as forceable compulsion, duress, 

coercion, deception, fraud, concealment or artifice” (An Act to Amend the Penal Law, in 

Relation to the Definition of Consent, 2021 (S6200)). However, the definition of consent has 

not yet been updated to specifically encompass the attributes of a deepfake being the altered 

depiction of an individual or individuals that have been manipulated with aid from artificially 

intelligent programs. Due to this limitation, for the purpose of this thesis, the definition of 

autonomy shall prove to be equally as important as the definition of consent. 

Under US Right of Publicity Laws (although there are similar laws within the 

European Union, such as Article 8 of the 1950 Convention for the Protection of Human 

Rights and Fundamental Freedoms (Moskalenko, 2015)), a person is protected from having 

their image used and distributed for commercial purposes, at least in the United States 

(International Trademark Association, 2019). Right of Publicity Laws were created to protect 

the intellectual property of a person, such as their voice or other likenesses, from 

misappropriation. However, the Right of Publicity is not recognised at a Federal level despite 

lobbying with those wishing to claim a violation of their Right of Publicity, relying on the 
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few states that recognise the Right in a limited capacity due to the strict criteria posed 

(International Trademark Association, 2019). For instance, the Right to Publicity is only a 

valid defence when the person who has misappropriated someone’s image has done so for 

commercial gains, such as advertising, promotion, or in general, being sold for individual 

gain (Cyberlaw Clinic, 2018). Therefore, the use of deepfakes only raises concerns about 

illegality at an official level when the data used breaches copyright laws or the acts depict a 

minor. In reality, the harm caused by deepfakes extends past the traditional legal form, 

exposing the viewer to information that may deceive them and provide further harm by 

discrediting political institutions and personal welfare (Johnson & Diakopoulos, 2021). 

           This leads to one of the more common theoretical frameworks that appear within 

deepfake accounts: toxic masculinity. A common theme within mass media stories links to 

the notion of toxic masculinity in that people consciously utilise a (generally) woman’s image 

without their consent. This allows for parallels to be drawn between existing reports of the 

non-consensual use of imagery and extends the examples of the ways that men tend to 

neglect the role of women’s autonomy. The notion of toxic masculinity is one that first 

appeared in the 1990s but has garnered greater attention in recent years as a result of the 

#MeToo movement, a movement that encouraged people to speak up and out about their 

experiences with unwanted sexual advances or sexual assaults (Daddow & Hertner, 2021; 

Fileborn & Loney-Howes, 2019). Whitehead (2021) argues that toxic masculinity is not 

simply a set of behaviours often presented by males but can be considered deeply embedded 

in the psyche as a result of society. However, an exact definition is one that scholars are 

unable to agree upon (Sculos, 2017), with much of the scholarly literature forgoing providing 

a definition and instead focussing on what toxic masculinity is not (e.g., Harrington, 2021; 

Casey, 2020). For instance, Casey (2020) explains that the concept of toxic masculinity is not 
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the inherent problem, instead noting that the issue lies within the construction of masculinity 

and its outward expression as a whole. 

However, Daddow and Hertner (2021) provide an explanation of toxic masculinity, 

stating that: 

“[Toxic masculinity] is all about maintaining or generating a hierarchy of social 

and political relations that works to the material or institutional advantage of the 

toxic masculinist. It does this by identifying and positioning various out-groups 

‘in terms of privilege, power, subordination, and oppression’ […] TM is, in short, 

an exaggerated form of hegemonic masculinity, which already ‘ideologically 

legitimates the subordination of women’, enacting a double domination: of 

masculinity over femininity and of one type of masculinity over others.” (p. 744). 

This explanation of toxic masculinity provides a lot to unpack. First, this explanation pays 

tribute to the general patriarchal dominance in society, at a political and social level, and how 

these forms of masculinity can work to the advantage of those who employ them. This is 

examined within existing legislative policies that focus explicitly on the political impact of 

deepfakes (e.g., see Elections: Deceptive Audio or Visual Media 2019 (AB-730)) rather than 

the majority group of those who are most commonly victimised, namely women. Secondly, 

Daddow and Hertner (2021) describe toxic masculinity as an ‘exaggerated form of 

hegemonic masculinity’ (p.744), a concept, put simply by Connell and Messerschmidt 

(2005), as “the pattern of practice (i.e., things done, not just a set of role expectations or an 

identity) that allow[s] men’s dominance over women to continue”, and further stating, “it 

embodie[s] the currently most honoured way of being a man, it require[s] all other men to 

position themselves in relation to it , and it ideologically legitimate[s] the global 

subordination of women to men” (Connell & Messerschmidt, 2005, p.829). This is 

demonstrated through the framing, wording, and focus of legislative documents in the choice 
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to target political misuses of deepfakes rather than pornographic depictions. This definition 

provided by Connell and Messerschmidt (2005) can be linked to the interpretation of 

masculinity set out by Donaldson (1993), who stated that: 

“A fundamental element of hegemonic masculinity, then, is that women exist as 

potential sexual objects for men. Women provide heterosexual men with sexual 

validation and men compete with each other for this.” (Donaldson, 1993, p.645) 

Through this interpretation of hegemonic masculinity, women are merely pawns to be utilised 

by men in a further display of heterosexuality for other men to see. The autonomy of 

(traditionally) women is disregarded, and instead, the image of women is utilised without 

regard for either the model or the face whom the deepfake depicts. 

Furthermore, Yar and Drew (2019) note that with an increase in these toxic 

masculinities, a rise has also been seen in the rates of image-based sexual abuse that have 

appeared in public forums online. The result has been an “ideology that legitimises gender-

based and other forms of denigration as a form of self-assertion or empowerment” (Yar & 

Drew, 2019, p.581), especially with the rising availability of platforms that allow users to 

remain anonymous, giving those that post depictions maliciously further power due to the 

idea that they will not be caught for their actions. 

Casey (2020), however, argues that masculinity itself is not toxic, but the reach of 

masculine ideals that can be considered toxic stretches to encompass masculinity in its 

entirety. This basic understanding of toxic masculinity is partly because the definition of 

what constitutes toxic masculinity differs between scholars, contexts, and applications. For 

example, Casey (2020) deduces that “[t]he notion of toxic masculinity is so wide and free-

floating, so expressive of a distaste for a whole range of masculine characteristics that it has 

little or no explanatory value” (p. 135). This explanation of toxic masculinity is one that can 
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be compared to the description provided by Fraser Myers, the Deputy Editor for the news 

media company Spiked, who describes toxic masculinity as: 

“Merely a meaningless buzz-phrase used to express disapproval of certain forms 

of behaviour. It can encompass anything from the mass murders committed by 

violent misogynists […] to minor, everyday behaviour and beliefs – including 

some that would have once been seen as positive” (Myers, 2018). 

By Myers’ (2018) explanation, the way that the term toxic masculinity has been thrown 

around has rendered toxic masculinity a term that has been applied to traditional behaviours 

associated with men (Casey, 2020). 

           Staziani (2020) notes that the implicit reasoning for the ways that these gender 

identities are enforced, especially in a Unites States context, shines through in various aspects 

of social life: 

“Consequently, general attitudes towards women may not seem negative in 

content, however, they often manifest as prejudicial. […] Within an individualistic 

society such as the United States, a brief comparison of the two stereotypes 

reveals a clear hierarchy of gender, such that masculine—not feminine—traits are 

more highly valued. This engenders a patriarchal environment in which men are 

often deemed superior in terms of social capital, status, and power in society.” 

(pp. 2-3) 

While this was noted in reference to gender role theory, the fundamental ideas posited about 

the ways in which gender influences a person’s place within society remains the same as is 

seen within instances of toxic masculinity. Perhaps more important than what toxic 

masculinity is, is what toxic masculinity does, both to individuals and in a broader societal 

context. For instance, Daddow and Hertner (2021) examine the role of toxic masculinity in a 

political context, exploring the way that toxic masculinity exists within and between 
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politicians. This is consistently demonstrated through the role that men tend to play in politics 

and the unequal distribution of men and women within political power and in social roles. 

However, toxic masculinity maintains relevance throughout the literature and the cases 

examined in this thesis due to the ideals imposed upon people (usually women) and 

perpetuating the notion that the image of women can be manipulated. In the context of 

deepfakes and legislation, very little can be done through official channels to protect those 

subjected to deepfakes. 

 

2.2 Politics Be Damned – The Role of Deepfakes in Political Perceptions 

The role that deepfakes may have in political intervention has been debated in the 

lead up to various political elections globally. According to Sentinel (2017), videos depicting 

deepfake subjects have amassed more than 5.4 billion views on YouTube alone, 65 million 

views on TikTok, and have surpassed USD $250 million in damages from fraudulent videos 

(Tammekänd, Thomas, & Peterson, 2020). Between 2017 and 2019, in the lead up to the 

2020 US election, Sentinel recorded a 150 per cent global increase in the number of countries 

launching campaigns of misinformation, not solely in regards to political stances with 

disinformation now costing USD $178 billion annually in 2019 (Tammekänd, Thomas, & 

Peterson, 2020). Sentinel’s report, while touching on issues raised within the Sensity report, 

gave a broader and more in-depth look at the (potential) impact deepfakes may have on both 

the campaign leading up to the election and the election itself, noting how politicians have a 

high potential to have their images misused for the sake of discrediting them (Tammekänd, 

Thomas, & Peterson, 2020). 

Continuing on from the theories proposed by Tarrant and Ward (2021) surrounding 

toxic masculinity, while both men and women can be victimised by deepfakes in the political 

sphere, men ultimately benefit from the ways that policies of protection are employed due to 
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the social structures and constructed hierarchies that benefit men. This is especially prevalent 

in the political sphere and demonstrated by the disproportionate rates of male and female 

politicians. Female politicians tend to face more abuses online than their male counterparts. 

They are often personally attacked for their gender and sexual identity, which has been “a 

recurring strategy historically to discredit women’s ideas and inhibit their participation in 

traditionally male-dominated spaces” (Krook & Sanín, 2019, p. 742). These hierarchies are 

held up through a lack of legislation and regulatory practices that aim to protect (generally) 

women from the impact of deepfakes and having their image stolen and misused. Paired with 

the fact that women in political positions are more likely than men to face criticism and 

threats against physical safety and abuses online, with almost all female members of 

parliament reporting having been harassed as a result of working in politics, despite roughly 

only 32 per cent of OECD countries’ politicians identifying as female (Krook & Sanín, 2019; 

OECD, 2022). These threats to oneself through social media platforms are not uncommon. 

Female politicians have been witnessed to have faced psychological abuses aided by these 

social media platforms; for instance, when Jess Phillips, a British member of parliament, was 

consistently threatened with rape by individuals through Twitter (Krook & Sanín, 2019). 

           In the wake of the United States presidential election in 2016 and the lead into the 

2020 election, the role of deepfakes in the political sphere faced a different form of 

deepfakes, namely cheapfakes. Cheapfakes have an edge, especially in the time of social 

media. For a cheapfake to occur, the images or videos do not even need to have been altered 

in any capacity. They can simply be an original video that has been labelled as depicting 

something that negates the context of the original video or stating that the video contains a 

subject matter that it does not (Yankoski, Scheirer, & Weninger, 2021). Generally, a 

cheapfake will use basic image or video manipulation software to change how the audience 

perceives the context of the media. Some of the more common ways media is manipulated to 
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become a cheapfake is through altering the speed of the video, that is, slowing or increasing 

the speed to alter the context, selectively editing the content of speech or the tone in which it 

is delivered, or simply cropping a video to change the context of the delivery (Ciancaglini, 

Gibson, & Sancho, 2020). The more outlandish the supposed subject matter, the faster they 

spread through social media, and just because a platform has flagged something as linking to 

false information, it does not mean that social media outlets will remove it (Yankoski, 

Scheirer, & Weninger, 2021). For instance, a clip that surfaced of former Vice President Joe 

Biden supposedly admitting to the US’ involvement in intentionally influencing campaigns 

with Ukraine (Thomas, 2020). 

           As of late, cheapfakes exist more prominently within the political sphere than 

concerning other avenues that deepfakes tend to target, such as sexual exploitation material 

(Goldzweig & Brady, 2020). They thrive off of the ability to use a viewer’s existing biases to 

impact their perceptions of the subject depicted (Ajder et al., 2019). A prime example of this 

is, in the lead up to the United States 2020 election campaign, footage was released in 2018 

of House of Representative Speaker Nancy Pelosi seemingly drunk, which subsequently went 

viral on Facebook (Kietzmann et al., 2019). The same video was spread using other similar 

avenues. However, it was used to imply that Pelosi had underlying medical issues in the 

hopes that it would affect her legitimacy as a Democratic Party House Speakership candidate 

in Congress (Whyte, 2020). Pelosi was subjected to another cheapfake during the State of the 

Union Address speech given by President Trump in 2020 when a video surfaced depicting 

Pelosi tearing speech papers in half whilst Trump paid tribute to young women receiving 

scholarships and the success of child healthcare (Harwell & Romm, 2020). While Pelosi did, 

in fact, tear up the speech, she did so only at one point in time, not multiple as the videos 

depicted, and after Trump had finished his speech of what she described to be a “manifesto of 

mistruths” (Harwell & Romm, 2020). 
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           The idea of a “manifesto of mistruths” is one that can be applied to deepfake 

depictions, not just a speech made by former President Donald Trump (Harwell & Romm, 

2020). One of the key underlying notions surrounding deepfakes stems from the notion that 

deepfakes actively function to spread misinformation and often are used to mislead the 

audience in a variety of ways deliberately. A Professor within the School of Information at 

the University of Michigan, Clifford Lampe, notes that the main appeal of cheapfakes for 

those that wish to spread false narratives first revolves around the simplicity of making them 

(regarding cost and the time that it takes to create these videos) and the effectiveness at 

creating a narrative that is intentionally misleading (Thomas, 2020). The main issue with 

cheapfakes is that the people depicted in these videos did actually say these things, just not 

necessarily in the way that has been depicted (Thomas, 2020). How the videos have been 

spliced together is what creates the false narrative, not necessarily the content of the speech. 

This differs from traditional deepfakes that contain the same or similar false narratives but 

have had someone other than the depicted speaking or doing something that they had not. 

On the other hand, misinformation can be dangerous, especially regarding deepfake 

materials. According to Sentinel, articles and stories that are falsified reach audiences six 

times faster than stories that are true and are most likely to be spread through social media 

(Tammekänd, Thomas, & Peterson, 2020). Additionally, Harrison (2020) notes that those 

over the age of 65 were seven times as likely to share or otherwise spread misinformation 

online than those in younger generations. In 2019, the House Permanent Select Committee on 

Intelligence met to discuss the growing threat of deepfakes, in which Citron spoke out about 

the threat to both the public and the private sphere of deepfake technology (Williamson, 

2020). During her statement, Citron highlighted what she believes to be the most significant 

threat surrounding deepfakes, stemming not from the way the technology is used. Instead of 

believing one of the most significant threats to be the shift in perception and reliance on the 
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validity of audio and visual evidence not just in a court of law, but in how people believe in 

what it is they can see (Citron, 2019c). In her TED talk the same year, Citron elaborates, 

“As human beings we have a visceral reaction to audio and video. We believe 

they’re true, on the notion that of course you can believe what your eyes and ears 

are telling you. And it’s that mechanism that might determine our shared sense of 

reality” (Citron, 2019b). 

This is only exacerbated when deepfakes are viewable in the public sphere as opposed 

to the private sphere, especially when it comes to political or public image. When people 

already have biases that dictate their views towards a person or an event, seeing and hearing 

what they believe to be evidence, regardless of the legitimacy of that evidence, can impact 

public perception of them. This links to the deductions made within the report released by 

Trend Micro, noting: 

“One side effect of the use of deepfakes for disinformation is the diminished trust 

of citizens in authority and information media. […] In fact, one of the most 

damaging aspects of deepfakes may not be disinformation per se, but rather the 

principle that any information can be fake.” (Ajder et al., 2019, p.53) 

Perhaps even more worrisome, a new term that stems from this visceral reaction is what 

Citron (2019b) refers to in her TED Talk as the ‘liar’s dividend’, that is, the risk that people 

may use the existence of deepfakes as a form of scapegoat for any wrongdoings that they 

commit and forgo any accountability (Citron, 2019b). Chesney and Citron (2019) attribute 

the liar’s dividend most commonly to the stance that politicians take in relation to deepfakes 

and that when used successfully, the liar benefits in some way or another through the use of 

deceptive statements (Schiff & Schiff, 2020). Schiff and Schiff (2020) note that the liar’s 

dividend has an overwhelmingly positive effect on politicians, who are able to successfully 
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claim that a video that would otherwise harm their reputation is, in fact, a deepfake, leaving 

people to question the legitimacy of every video they see. 

           This leads to the second theoretical framework that commonly appears within the 

political discourse surrounding deepfakes, namely threat perception. The success of deepfake 

technology, especially within the political sphere, does not necessarily stem from deepfakes 

themselves but from the perception of the threat that they may pose, the harm they could 

cause, and the notion that the victims of deepfake attacks and broader society lose the ability 

to distinguish reality from fake depictions (Ciancaglini, Gibson, & Sancho, 2020). One of the 

ways in which deepfake literature feeds into public notions of harm is through the framework 

of threat perception, as demonstrated through the use of cases that appear within mass media 

and court cases. 

Therefore, for the purpose of this thesis, threat perception is based upon the definition 

constructed by Cohen (1978), stating that “threat, it should be stressed is [used] in the passive 

sense of an anticipation of impending danger rather than in its active sense of an undertaking 

by one actor to impose a sanction on another”, further stating that “threat perception […] 

refers to a more or less immediate act of recognition” (p.95). While this may imply that the 

data that has been chosen to examine within this thesis may lose applicability, the way that 

literature has constructed the threat of deepfakes can influence the way that a person may 

perceive the threat posed to them. By this standard, threat perception is applied to the 

perceived threat of deepfakes at an individual and societal level; however, it will be most 

helpful in examining works at a political level. Stein (2013), a political theorist, notes that the 

meaning of what can be constituted as a threat depends on the perception that the target has. 

For example, at a sociocultural level, “[d]omestic society and its accompanying identities 

influence how a state’s decision-makers perceive threat” (Stein, 2013, p.369), implying that 

the way that the threat of deepfakes has been constructed, will influence the policies that are 
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in turn created and enforced. While much of the literature surrounding deepfakes makes 

explicit note of the impending threat of deepfakes, very few cases of criminal activity have 

been detected, at least that have been made publicly accessible. Within this thesis, publicly 

available court cases, cases that have garnered media attention will be examined, as well as 

the extent to which deepfakes are perceived as threats in the eyes of political bodies as seen 

through the implementation of laws. 

           Rousseau and Garcia-Retamero (2007) note that threats can be split into two 

categories: (1) threats against the individual, such is often the case regarding deepfakes, and 

(2) threats against collections of individuals. Threats against the individual are further 

categorised as negative consequences for people’s physical security (such as through the 

feeling of violation (e.g. Royle, 2021)), personal income (the impact that publicly available 

deepfakes have on a person’s job prospects (e.g., Martin, 2017)), or their values and beliefs 

(often the case with political deepfakes making people question their level of support for a 

chosen political candidate). Threats can be further influenced by their association with power 

and the ability to threaten or reward another for the purpose of manipulation (Rousseau & 

Garcia-Retamero, 2007). The cases that exist in the public sphere highlight the threat that is 

posed by the distribution of deepfakes into the public sphere, especially in the case of 

political misinformation (e.g., spreading false rumours about a presidential candidate), which 

was regarded as the most likely threat to stem from deepfakes in the lead up to the US 

Presidential election in 2020 (Ajder et al., 2019). Traditionally, politicians are seen to be 

those that hold a form of power over the general population due to their status. 

Throughout the literature, two recurring themes have emerged that shape the way 

media and various literature, most commonly journal articles, which are the potential to cause 

malicious harm (leading to perceptions of threat) and the impact that societal toxic 

masculinities have on the rate of pornographic deepfakes, especially of the non-consensual 
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nature. The existing literature tends to raise concerns and questions surrounding the role of 

people, generally, those identifying as women1, and political figures within both policies and 

a lack of effective targeted, actively enforced legislation. For instance, although there may be 

policies in place that prohibit the use and posting of deepfakes, this thesis aimed to examine 

whether platforms have been successful in actively enforcing them to protect people from 

unnecessary harm or whether platforms only have the ability to act in cases where a post has 

been reported for violating community guidelines. As such, the policies, platforms and 

existing (as well as proposed) legislation have been sorted into categories to understand the 

common themes that appear within the text and to examine the way that toxic masculinity 

and the perception of threat may have an influence on people’s experiences with deepfake 

policing. These themes, as already demonstrated within the discussion of the existing 

literature, suggest an emphasis on protecting the political image of individuals over their 

sexual autonomy in the way that legislative bodies have formulated policy. 

 

 

 

 

 

 

 

 

1 Please note that the term women is used as an encompassing meaning. Literature tends to focus on the impact 

of women without explicitly considering the impact of individuals who identify as a woman or female who may 

not feel that they fit within the strict binary (i.e., transgender women). This does not mean that the experiences 

of transgender women or those otherwise identifying as women are any less valid when their image is misused 

in this way but instead highlights a research deficit that would benefit from being explored further and should be 

reflected in legislative practices. 
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Chapter 3: Methods to the Madness 

This thesis draws on a range of data to fully explore how deepfakes are prone to crime 

and have been used for otherwise malicious purposes. In order to answer the proposed 

research questions, a variety of data such as court cases, social media platform policies, and 

existing legislation have been explored, and a lens of critical discourse analysis was applied 

to examine the context in which policies and media have reported upon cases of varying 

categorisations. 

This thesis used publicly available data to consider three key points of inquiry. The 

first research question this thesis aims to answer considers ‘to what extent have law 

enforcement agencies successfully prosecuted a person or persons for the malicious use of 

deepfakes?’. The second research question asked, ‘to what extent are there sufficient 

protections and policies in place on current hosting platforms to protect people from the 

harms of deepfakes?’. The final research question, ‘To what extent has the perception of 

threat influenced existing legislation, and to what extent is this legislation sufficient to protect 

people impacted by deepfakes?’ draws on existing legislation that targets explicitly or 

encompasses deepfake media and whether all forms of deepfakes are considered, or solely 

specific aspects of deepfakes. These questions will be answered by exploring publicly 

available cases that surround deepfake materials, and by examining the policies that 

platforms have in place to combat the spread of deepfaked materials compared against the 

rate of enforcement (judged by whether these platforms continue to allow for deepfaked 

materials on their sites), and by examining existing legislation and their focus of protection. 

Considering the research questions and the types of data available, this thesis intentionally 

chose to perform a qualitative over a quantitative analysis due to the nature of the research 

questions and the limited available quantitative data examining the legality of deepfake 

creation and distribution, deepfake policy effectiveness, and the nature of existing legislative 
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practices. Much like the questions, the analysis of the data was also split into three separate 

analyses. A qualitative analysis for this thesis was best paired with Critical Discourse 

Analysis (CDA) to explore the broader societal contexts that impact the data, in this instance, 

a combination of court cases, media reports, and legislation (Mogashoa, 2014). By using a 

CDA to analyse cases, it allows for an examination of the cases from a broader perspective 

and the impact this might have on people and applying the lens of toxic masculinity and the 

perception of threat (threat perception) to existing cases both in a court of law and in mass 

media. 

 

3.1 Critical Discourse Analysis 

As most of this thesis examines the impact and enforceability of policy on deepfakes, 

the primary method of analysis used was critical discourse analysis (CDA). CDA is a form of 

analysis produced by Norman Fairclough in 2003, which built upon Michael Foucault’s 

Discourse Analysis (DA), created as a way to examine the value that words have to the 

society of the time, the ways that the time period impacts the construction of the text, and the 

impact on social processes as a result (Fairclough, 2003; Larsen, 2018). CDA can then be 

considered to be a ‘blanket term’, as it encompasses a variety of ways in which scholars can 

examine “the relationship of the text to the event, to the wider physical and social world, and 

to the persons involved in the event” (Fairclough, 2003, p.27). While DA tends to be limited 

to one field of study to examine the text from and compare within, CDA allows for a 

criminological analysis to be applied to a range of sources, such as court cases and reports of 

people’s experiences that have been publicly shared (Weiss & Wodak, 2003). The form of 

method from the CDA used to examine each source depends on the origin and object of the 

specific analysis (Fairclough, 2012). 



MAKE IT, FAKE IT AND GET AWAY WITH IT? 52 

Le and Short (2009) explain that CDA is a multi-dimensional theoretical framework for 

analysing existing discourse. Drawing on the ideas posed by Fairclough (2003), Le and Short 

(2009) note that at a basic level, CDA is composed of three elements: 1) description, 

focussing on text and categorisations; 2) interpretation, examining the more comprehensive 

societal basis of understanding; and 3) explanation, in which a researcher draws upon 

existing social theories in order to explain the ideological context in which these texts 

originated. Van Dijk (2004) highlights the current predominant use of CDA in analysing 

texts, noting that: 

“CDA is a movement of – theoretically very different – scholars who focus on 

social issues and not primarily on academic paradigms. We typically study the 

many forms of (the abuse of) power relations of gender, [and] sexism [...] We 

want to know how discourse contributes to the reproduction of inequality.” (Van 

Dijk, 2004, p.26). 

As such, under Van Dijk’s (2004) interpretation of CDA, this theoretical framework will be 

advantageous when examining the role of toxic masculinity in existing texts. 

While a CDA framework was used to analyse these sources, it is worth noting that 

there are limitations to using CDA in that it is difficult to remain impartial in every aspect of 

the methodology. Habibie (2016) noted that this is primarily due to social and political 

hierarchies, along with gender differentials, working to actively maintain unequal power 

within societies. These can be seen within sources not only through the language used within 

the text but through the underlying socio-political context from when the text is founded. The 

main reasoning for using CDA, then, is to examine the sudden necessity in legislative 

documents, the increase in media reports of deepfake cases, and the legality of using a 

person’s image without their explicit permission. Specifically, the literature included in this 

thesis was scrutinised, keeping in mind the underlying themes of both toxic masculinity and 
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threat perception. Using CDA to build on existing analyses of deepfakes will provide 

necessary input into the state of deepfakes since the coining of the term and first applications. 

           As the data used for this thesis were publicly available, it was not required to get 

ethical approval for this project under University guidelines. Section 11.2.2 of the University 

of Auckland’s ethical guidelines states that research conducted in the public sphere is not 

subject to being granted prior ethical approval (University of Auckland Human Participants 

Ethics Committee, 2020). In instances where evidence has been procured and included from 

online media such as Twitter, it was done in accordance with such platform policies. 

However, for the purpose of avoiding copyright infringement within this thesis, some visual 

representations, such as those gathered in the form of screenshots from certain websites, have 

been omitted from appearing within this thesis. Great care has been taken only to include 

screenshots of visuals that are considered fair use. For example, Twitter’s Terms of Service 

note that when a user posts on Twitter: 

“By submitting, posting or displaying Content on or through the Services, you 

grant [Twitter] a worldwide, non-exclusive, royalty-free license (with the right to 

sublicense) to use, copy, reproduce, process, adapt, modify, publish, transmit, 

display and distribute such Content in any and all media or distribution methods 

now known or later developed […] This license authorises us to make your 

Content available to the rest of the world and to let others do the same.” (Twitter, 

2021, Sec 3) 

Additionally, Twitter notes that the original user and poster are responsible for 

ensuring that the content they post on the platform does not violate copyright laws that could 

get people in trouble. Thus, much like in earlier included Tweets, only data that has been 

made publicly accessible (or accessible through institutional channels) have been used within 

this thesis. However, to protect the privacy of individuals, especially those not considered 
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public figures, the names of said users were redacted. In order to answer the three posed 

research questions within this thesis, a combination of publicly available court cases and 

existing and proposed legislation (see Tables 2 and 3 respectively), along with social media 

platform policies, have been explored below. 

 

3.2 Cases 

In order to find cases (those that went through legal or public channels), searches 

were done of both a generalised search engine (Google) as well as academic article libraries 

and databases, such as Google Scholar, Justice One, West Law International, and Court 

Listener, including multiple countries of origin. Terms used in these searches included: 

“deepfake”, “deep fake”, “altered image abuse”, “manipulated image”, “synthetic media”, as 

well as a separate search including the terms “superimposed”, “face”, and “digital” to 

encompass as many potential cases of deepfakes as possible. 

           As deepfakes are a newer development in technology, the term ‘deepfake’ has only 

been in circulation since 2017, paired with only a few country contexts having since 

introduced legislation specifically addressing the use of deepfakes (i.e., certain states within 

the United States and China). This results in very few publicly accessible court cases to date. 

The databases LexisNexis Research and Court Listener became the most helpful resources 

due to their collation of both court cases and legislation, generating results from the United 

Kingdom, Canada, Hong Kong, Australia, New Zealand, the United States, and records from 

other parts of the world. The timeline was narrowed to only encompass results from January 

2017, when deepfakes first appeared online, to the end of December 2021, the end of data 

collection for this thesis. 

           It is worth noting that the data used in this thesis stem from cases primarily outside of 

the EU due to the rules and legislation regarding what is considered public access. For 
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example, in the UK, the Freedom of Information Act (2000) prohibits public access to court 

cases unless the person making the request is of a Public Authority. However, some cases are 

available to view with name suppression. In such cases, the case has been referred to by the 

acting lawyer’s last name, which is publicly accessible. 

           The case results generated by the databases were additionally filtered by reported 

language, in which the cases that were reported in a language other than English were 

omitted from the search. This was primarily for continuity as the search terms used (e.g., 

‘deepfake’) are not the same in every language, either in spelling or in the expression of the 

term. For example, one of the cases within the Justice One database results was reported in 

German and so was discounted from the recorded results due to language limitations. This 

demonstrates a limitation of the data used within this thesis, and although translation software 

is available (i.e., Google translate), it does not guarantee accurate translations. Therefore, it is 

likely that additional cases that have been processed through the courts in countries with a 

common spoken or recorded language other than English were omitted from this thesis. 

 

3.3 Search results 

The remaining results were read through in full and then sorted into one of four 

categories. The first category revolves around cases that have a direct connection to deepfake 

content; the second category of cases argues that in the age of deepfakes, there can be no 

proof of anything, as all technological evidence can be manipulated. The third category 

contains those that have similar markings of a deepfake case (i.e., revenge porn or 

defamation) but are missing critical components of deepfakes, such as the accompanying 

technology that is employed to make deepfake content (i.e. AI assistance). The fourth 

category contains cases that only referred to deepfakes in a footnote, usually in reference to 

an online news article explaining the dangers of deepfakes. The cases were sorted in this 
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fashion as only cases directly related to deepfakes, that being the first category, contained the 

necessary information to aid in answering in what instances law enforcement agencies have 

successfully prosecuted a person or persons for the malicious use of deepfakes (RQ1). 

However, a fifth category was also added in response to broader searches outside of 

legal databases, using various sources ranging from a search within Google to social media 

websites such as Twitter, Facebook and Instagram, respectively. The fifth category was not 

added to the initial considerations of categories. These cases were discovered outside of legal 

databases and were either limited in the information they shared about the case or cases that 

may or may not have appeared in court. These cases tended to appear on online news 

websites, social media, and police records. It was necessary, however, to consider these cases 

in an attempt to answer the first research question, as they highlight the ways that law 

enforcement and legislative practices have failed to protect people from the harms of 

deepfakes and shine a light on the deficit in available information to the public and those 

cases that do not necessarily make it passed legal hurdles. 

 

Table 1: Results from Searches Conducted Within Individual Databases Encompassing Cases Between 2017-2021. 

Search Results Per Search Term Per Database (January 2017- February 2022) 

Database Deepfake 
Deep 

fake 

Altered 

image 

abuse 

Manipulated 

image 

Synthetic 

media 

Superimposed, 

face, digital 

Total 

Results 

Lexis Nexis 
 11 3 0 3 0 99 104 

Google 
Scholar 9 1 0 4 0 45 50 

Westlaw 
International 

0 1 0 3 0 52 56 

Justice One 0 0 0 0 0 12 12 
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Court 
Listener 40 1 0 37 0 205 280 

Total Results 60 5 0 47 0 413 525 

 

Table 1 displays the total number of search results generated per search term within each 

database. However, it must be noted that these numbers do not exclude duplicates either 

within or between databases. In order to refine the results from a total of 525 to a more 

manageable number and to ensure that the cases were relevant to the subject of deepfakes, the 

abstracts of each were examined and eliminated if not relevant or if they were duplicate 

cases. 

 

Category one: Deepfakes as the subject of discussion.  

Perhaps the most crucial category of results encompasses court cases where deepfakes 

have clearly been the subject of discussion. Category one thus became the main focal point of 

this study as it demonstrated the most significant link to answering the first research question. 

Table 2 demonstrates the cases that were deemed relevant to category one. The cases listed 

below are the only ones directly linked to deepfake materials, not just mentioning the fact 

that deepfakes exist, as was the case within some of the cases classified in case category two: 

the deepfake defence. To ensure that the cases listed within Table 2 were all relevant to 

category one, the abstracts of each of the search results were examined to ensure that they 

contained one of the relevant terms (not simply in a footnote. Cases that were deemed 

relevant were then read in full. 
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Table 2: Cases Applicable to Category One: Deepfakes as the Subject of Discussion 

Cases Applicable to Category One: Deepfakes as a Subject of Discussion 

Case Name Year Filed Year Settled or Terminated 

T.K. v. ByteDance Inc. 2019 - 

Consolidated Action Against TikTok 
Inc. 2019 - 

Barber v. State of Oregon 2019 2019 

Fitzgibbon v. Radack 2019 2020 

M.G. v. TikTok Inc., ByteDance Inc. 2020 - 

*Tellone v. TikTok Inc. 2020 2020 

Cable News Network v. Trump 2020 2020 

**S.A. v. TikTok Inc. 2020 2020 

**D.M. v. TikTok Inc. 2020 2020 

*E.R. v. TikTok Inc. 2020 2020 

Donald  J. Trump for President v. 
Northland Television 2020 2020 

**C.H. v. TikTok Inc 2020 2020 

**H.S. v. TikTok Inc. 2020 2020 

TikTok v. Trump (TikTok v. Biden) 2020 2021 

Hohsfield v. Stafferi 2021 2021 

In re: Woori Bank v. Kwon 2021 2021 

Woori Bank v. Kwon 2021 2021 

Schaffer v. Shinn 2021 2021 
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Of the 525 cases found within the various databases, only 18 cases were deemed to be 

relevant to answer the first research question. Table 2 includes the date that the complaint 

was first filed and, for those that are now closed, the year that the case was settled or, in some 

instances, terminated. It is of note that some of the cases that appeared within the searches 

were interconnected. Those that have been denoted with an asterisk (*) are those that were 

later included in Consolidated Action Against TikTok Inc. (2020) but have been included in 

the search results as their initial independent cases appeared within search results and were 

directly related to the category of interest. Those that appear with a double asterisk (**) are 

cases that were transferred to Illinois, United States, in order to be included within the class 

action of the consolidated case against TikTok Inc. Additionally, it is noteworthy that all of 

the cases within category one were found to be within a United States context. 

 

Category two: The deepfake defence. 

The second category of cases falls under the premise that in the age of deepfakes and 

various forms of misinformation, a person or a jury can never truly have evidence that a 

crime has been committed. The general argument that appears within these cases surrounds 

the notion that at this stage of technological development and with the ease with which 

individuals and corporations have access to technology, it is feasible that audio or visual 

media may have been manipulated for the purpose of misleading or placing blame on a 

person where the blame may not otherwise fall. This may be in the case of claiming that 

evidence such as CCTV footage has been manipulated to seem as though the accused is the 

one committing the crime, or through the argument that video or audio recordings that had 

been used to incriminate a person may have been fabricated for the purpose of revenge or to 

defame someone intentionally. Ultimately, while these cases provided interesting information 

about the types of results generated by legal database searches when searching for deepfakes, 
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deepfake technology was used more as a defence than in the process of committing a crime. 

As such, these cases will not be listed nor included in the analysis of these cases. They were 

deemed irrelevant to the focus of the research objectives due to not being explicitly about 

deepfakes. 

 

Category three: Cases with aspects similar to deepfakes 

Category three contains perhaps the largest selection of cases. It surrounds cases with 

similar aspects as deepfakes, such as visual manipulations, defamatory depictions, revenge 

pornography, or other potentially illicit actions. Within this particular category, these cases 

appeared when searching for the specific terms outlined above but were not explicitly related 

to deepfakes. To be classified in category three, visual or audio depictions (if modified) must 

have been done without using either AI systems or GANs. However, through the inclusion of 

the chosen search terms, there were a large number of cases that surrounded various forms of 

defamation. While some of the cases found with direct relevance to deepfakes have also 

surrounded the role of defamation, most of them were not relevant to deepfakes. It is worth 

noting that category three took the longest to whittle down in terms of case relevance due to 

the various wordings and classifications of cases that appeared. While the cases may not have 

been specifically related to deepfakes, this category of cases provides valuable insight into 

the array of cases that strike similar keywords. Much like category two, there is no list of 

cases provided for this category. They were deemed either irrelevant to the research objective 

or too broad and non-specific in their technological process to be classified as a deepfake. 

 

Category four: Deepfakes referred to in a reference 

While not directly related to deepfakes, the cases in this category appeared within 

search results using the above terms, most commonly ‘deepfakes’, however, without any 
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apparent relation to deepfakes. Some had similar aspects to category three, although many 

were unrelated to either the common themes explored within the categories mentioned above 

of cases or cited deepfake publications when describing how AI technology had been adapted 

in the current age. This category does, however, exclude cases in which deepfakes were 

explicitly mentioned in the case itself as well as within a reference, focussing solely on cases 

where deepfakes or related terms were mentioned in references. Often, the papers referenced 

within the case, or the other cases that have been referred to, touched on specific themes 

within deepfake research, such as the impact of deepfakes on specific groups of people, and 

were used as evidence. Much like the previous two categories, no list of cases will be 

provided for this category due to the large volume of cases deemed irrelevant to the overall 

research aim. 

 

Category five: Cases without court proceedings. 

This final category encompasses cases that had no official court records available to 

view (with the exception of the case against Raffaela Spone, a case that unveiled an official 

police report) but appeared within searches in other search engines such as Google. This 

category encompasses cases that have either made news headlines, made it into press 

releases, or gained attention in journal articles, but either never made it to court, or the court 

documents were unavailable due to jurisdictional privacy laws or other outside factors. For 

this purpose, the cases encompassed within category five have been included to examine the 

cases that have fallen through the cracks of the legal system. This is either due to a lack of 

targeted legislation that allows for the prosecution of those who use deepfakes for 

intentionally malicious purposes or those whom the legal process has let down. 

 Table 3 displays cases discovered within searches outside of case law databases. 

While this category contained considerably less data than the categories mentioned above, it 



MAKE IT, FAKE IT AND GET AWAY WITH IT? 62 

was deemed a necessary addition to the case pool to investigate the criminal potential and the 

impact of deepfakes thoroughly. For example, some of the more complex cases appeared 

within this category, as well as some of the cases most closely related to criminal misconduct 

despite having little or no official record. Due to these circumstances, the evidence 

surrounding this category of cases was considerably more limited, as the majority of evidence 

was sparse or relied on second-hand accounts of the actual event and case. 

 

Table 3: Cases Applicable to Category Five: Cases Without Official Cases 

Cases Applicable to Category Five: Cases Without Court Proceedings 

Case Party Year Country 

Noelle Martin 2017 Australia 

Helen Mort 2020 United Kingdom 

Unnamed Couple 2020 United Kingdom 

Jay-Z v. Vocal Synthesis 2020 United States 

Commonwealth of 
Pennsylvania v. Spone 2021 United States 

Patrick Carey 2021 United States 

Chu Yu-chen 2021 Taiwan 

Unnamed Parties 2021 Korea 

 

As seen within Table 3, category five contained a total of eight cases that had been found 

outside of official databases and deemed relevant to the overall aim of the research. While 

these cases may not provide an extensive list of the ways that deepfakes have been used to 

harm another, it works to provide a foundation for the spread of cases that could be expected 

in a larger sample population. The benefit of using cases such as these means that cases are 
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able to be examined in a context outside of solely the United States (although only briefly); 

the country context cases within the first category were limited to. 

           Category five, however, does have a significant limiting factor on the validity 

of results, and so the examination of these cases has been done with a grain of salt. 

Essentially, cases within this category are utilised not as an encompassing representation of 

the types of cases that exist but rather as a guideline for the underrepresented cases within 

official court documents. The fact that these cases have predominantly stemmed from 

mainstream media outlets will be taken into account, especially in terms of the potential for 

bias that may influence the reporting of these deepfake cases. 

 

3.4 Post or Host? The Role of Platforms 

The second form of data this thesis focussed on was the policies and platforms that 

host deepfake content. These were examined in order to answer the second research question 

surrounding the protections and policies in place on current hosting platforms to protect 

people from the harms presented by deepfakes. This element encompassed major social 

media and other forms of media platforms and the policies in place to protect users from 

practices of misinformation, and deepfakes, especially those which depict explicit content 

and those that depict content relating to minors. Such content is (or in some cases was) 

generally found on social media sites such as Twitter, Facebook, YouTube, Reddit, and 

Instagram, or on sites hosting primarily pornographic material such as Pornhub or the 

designated website MrDeepFake, which hosts and accepts requests for exclusively deepfake 

pornography. This thesis was also interested in the way that these platforms enforce their 

guidelines into deepfake creation and distribution on their platforms and whether they dealt 

with them solely within their platform or moved cases on to higher regional authorities. 
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 For this section, social media platforms were selected based on having been 

mentioned in articles, journals, and in the case of some platforms, general search engine 

results, for being responsible for hosting deepfake content. For sites such as Reddit, Twitter, 

Facebook, and Instagram, the search function was utilised to generate results related to 

deepfake content. As with the policy section, the only terms used were ‘deepfake’ or ‘deep 

fake’ to generate results most related to deepfake content. Additionally, each hosting 

platform chosen has a terms of service page that outlines the types of content prohibited on 

the platform and the terms that users agree to when creating accounts on such platforms. 

Before a user is able to create an account, each person must agree to the terms and conditions 

and the terms of service in order to use the platform and is provided with a mention of  (for 

the most part) the penalty for failing to adhere to these terms or violating them, intentionally 

or not. 

Table 4 demonstrates how social media platforms have accounted for deepfakes 

within their terms of service and whether they actively enforce or police the content to ensure 

that deepfakes are not included on the platform. 

Table 4: Platform Policies and Their Relation to Deepfake Protections 

Social Media or Other Sharing Platforms and Policies 

Database 

Specifically 

Related to 

Deepfake 

Policy 

Encompassing 

Deepfake 

Host Content 

Depicting  Deepfakes 

(Illicit or Otherwise) 

Host Depictions of 

Minors (Illicit or 

Otherwise) 

Twitter No Yes Yes Yes 

Facebook Yes Yes Yes Unclear 

YouTube No Yes Yes Yes 

Reddit Yes Yes Yes Yes 

TikTok No Yes Yes Yes 

Instagram Yes Yes Yes Unclear 

Pornhub No Yes Yes Yes 

MrDeepFakes Yes Yes Yes Yes 
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Of the platforms examined in Table 3, only three had policies explicitly relating to deepfakes, 

one of which (MrDeepFakes) hosts only deepfake content. In order to deduce which 

platforms had policies related explicitly to deepfakes or encompassing deepfakes (otherwise 

referred to within policies as manipulated content or impersonation), the policies, terms of 

service and the terms and conditions of each platform were examined. Generally, the terms of 

service links to the pages can be found in the footer of the webpage. In some instances, such 

as those with an infinite scroll function such as Facebook and Twitter, it proved more 

efficient to use the Google search bar to search for terms such as ‘Facebook terms of service’. 

           In order to check whether a platform hosted deepfake content (illicit or otherwise), an 

additional search was done via the search bar for the terms ‘deepfake’ or ‘deep fake’ for each 

website. In the instances of TikTok, Instagram, YouTube, Reddit and Facebook, the content 

in the search results appeared to only be non-illicit or ‘safe for work’ (SFW). Sites such as 

Twitter and MrDeepFakes hosted a combination of ‘illicit’ or ‘not safe for work’ (NSFW) 

content on their platforms. However, despite the  differing levels of specific mention within 

the terms of service, it is worth noting that all of the platforms hosted some form of deepfake 

content. One of the more murky areas appeared in relation to the impact of platform policy on 

depictions of children in deepfake material. However, children appeared in deepfake content 

on each of the platforms that could openly be searched. For continuity and to use a name 

which is widely popular at the moment and is linked to a minor, the search was centred 

around Charli D’Amelio, famous originally for TikTok dances. As she is legally a minor and 

will remain so until early 2022, she provided a good baseline search. This is not to say that 

she is the only minor that appeared in deepfakes on the platforms examined; instead, 

D’Amelio served as a generalised search to gather data into the use of content containing or 

depicting minors online. This is especially of concerning for content on MrDeepFakes. As 
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this site hosts primarily pornographic material, and regardless of whether the body 

performing the actions is legally that of an adult, the implication of using the image of a 

minor in pornographic materials was scrutinised for the sake of legality. 

           The social media platform’s terms of service and other policies that are freely listed 

online are examined in this thesis, drawing on the method of CDA to analyse the role that 

toxic masculinity plays in the way that policies are created and enforced on the various 

platforms. As the majority of deepfakes that exist online depict what tends to be women and 

generally without the consent of the individual depicted (body or model), the analysis of 

policies will be used to consider whether the current provisions provided by platforms have 

been sufficient to protect people from the harms of deepfakes online and whether users are 

being held to the standard and rules that were agreed to when accepting the terms outlined by 

the platforms. Ultimately, the data within this section will then be compared to the legislative 

provisions that do exist regarding deepfakes and see whether the perceived threat placement 

is justified or not. 

 

3.5 Legislation  

 Examining data into the legality of deepfakes requires more components than just 

analysing cases that have gone to court. To provide an answer for the third research question 

regarding the extent to which threat perception is featured within existing legislation and to 

what extent these be sufficient to protect people impacted by deepfakes, it becomes necessary 

to examine existing and proposed legislation. They provide a background into why certain 

cases have gone to court and see what individuals can do if they have been directly affected 

by a deepfake. Through searching for cases related to deepfakes, on occasion, the keyword 

that was flagged referred to either a Bill or Act in a specific country, more often than not 

related to the United States. As such, legislation was found in one of three generalised places: 
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within legal databases such as LexisNexis or Wilmer Hale, through being referred to within 

specific cases such as those mentioned above, or through wider generalised searches via 

Google and DuckDuckGo, which were then included in the category of ‘other’. The category 

‘other’ has been included to encompass databases that were searched and either yielded no 

results, yielded minimal results, or produced state-specific results. Databases in this category 

included Asian Law Online, Congress, State Legislation, and Justice One. 

 Policies included in the search for legislation were conducted solely using the term 

‘deepfake’ or ‘deep fake’ as at a legislative level, this thesis hoped to examine legislation that 

had been created to specifically target deepfakes and the threats posed by them. While it may 

appear inconsistent to search only for legislation that includes the terms ‘deepfake’ or 

‘deepfakes’, elements of the third question within this thesis concerned legislation 

specifically related to the use of the term deepfakes. 

 Table 5 displays the legislation that currently exists that in some way encompasses 

deepfakes, whether that be at a political or personal level, organised by the database that the 

legislation appeared within. 

 

Table 5: Results for Applicable Search Terms by Database and Country. 

Policies Relating to Deepfakes by Database and Country 

Database 
United 

States 
United 

Kingdom 
European 

Union 
Asia 

Australia/

Pacific 
Other 

Total 

Results 

LexisNexis 200 0 0 0 0 0 200 

West Law 

International 
0 0 0 1 0 0 1 

Wilmer Hale 32 0 0 0 0 0 32 

EUR - Lex 0 0 4 0 0 0 4 

Within Cases 4 1 0 0 0 0 5 

Other 8 0 1 0 1 2 10 

Total 244 1 5 1 1 2 254 
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One particular point to note in terms of legislative data (depicted in Table 5) is that both state 

and federal statutes have been enacted and proposed in the United States. This data have been 

recorded under the umbrella term of the United States. For example, within the ‘other’ 

category, individual state websites have been included for each of the states that currently 

have enacted or proposed legislation specifically in regards to deepfake technology. The 

results of the legislation, both proposed and enacted, were then filtered from the results in the 

table to remove policies proposed prior to 2017, with duplicates disregarded, and then 

examined for relevance to deepfakes. Although some policies appeared in the initial search 

results for court cases, not all were relevant due to either referring to legislation in passing or 

only providing background information for legislation related to a similar case. 

  

3.6 Limitations of Deepfake Data 

 In order to accurately note the nature of the research done within this thesis, it is 

necessary to include the limitations within the data. For instance, a significant limitation of 

the data used within this analysis is that the data pool is relatively small compared to other 

studies. This, however, was unavoidable due to a variety of factors. For the first section of 

data collations, limitations were frequent in the gathering of data and the analysis of what had 

been found. Although the cases mentioned above (and in Tables Two and Three) are the 

result of searching for cases that have been found within legal databases concerning deepfake 

technology. However, this did not necessarily mean that all of these uses of deepfakes were 

created and distributed with malicious intent. The cases collected for the use in this thesis 

were collected using the very broad sense of deepfakes. The term deepfake (and subsequent 

terms) were used to collect the case data with the intention of answering the question 

surrounding the successful prosecution of the use of deepfakes for malicious purposes. 
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However, it does not mean that all of the cases that were found using the term deepfake or 

even all of the cases that were chosen to have relevance for being specifically related to 

deepfake cases were instances where either the defendant or plaintiff created the deepfake 

intending to be malicious. For example, in one case within category five, Carter v. Vocal 

Synthesis. The video in which deepfake vocals of what was supposedly rapper Jay-Z reciting 

Shakespearian lines and uploaded to YouTube was not necessarily done to be malicious and 

instead may have been created to provide entertainment, creating a limitation in the collected 

cases. 

 An additional limitation of the data that was collected within the first research avenue 

revolves around the fact that both categories one and five had a small sample size. This has 

been acknowledged and taken into account when discussing the result of the findings from 

categorisations. While the sample size is small, it may provide some first insights into the 

trends of such data, namely court cases and online sources, with a specific focus on the illicit 

applications of deepfakes. The data used also allow for a cautious investigation into the 

proportion of cases that are of a pornographic nature compared to the number of victims 

estimated to be women mentioned in the media, regardless of whether similar results are 

reflected in legal databases. This is necessary to consider due to the high rates of 

pornographic deepfakes depicting women online compared with the rate of women coming 

forward to speak out about their experiences. 

 Further limitations surround the databases the data was collated from as they will 

likely not contain an exhaustive list of cases that have been processed and, as mentioned 

previously, may be limited due to language constraints. Additionally, the classifications and 

ways that deepfakes have been referred to in different case documents may have affected the 

search results. As there is a lack of existing legislation, some cases may have been processed 

through the courts using different criteria than what was searched for due to the lack of 
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consensus surrounding terminology and what constitutes a deepfake at a legal level. While 

not an exhaustive list, the data that have been collected may be limited in its universality due 

to a change in terms, spelling, and language constraints, paired with challenges surrounding 

the legislative status of deepfakes at this point in time. This can, however, be explored, at 

least in part, through the imposition of theoretical frameworks such as threat perception and 

toxic masculinity through the examination of the motivations and content of court cases and 

the appearance of deepfake materials on mainstream social media sites. 

 It is also necessary to comment on the legitimacy of data derived from cases within 

category five for the first research question examining the types of cases that can and have 

been prosecuted so far. The majority of the cases found within this category have been 

discovered within media articles and so were examined with a grain of salt. This means that 

rather than taking the cases found in mainstream mass media as entirely accurate 

representations of the types of deepfake crime that occur, they will be used to examine the 

types of deepfake crimes that gain more traction within mainstream media as opposed to in 

official capacities. 
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Chapter 4: Findings of Justice and Discussing Protections 

 Although databases outlining available cases, the policies of platforms, and various 

legislative documents have been searched, it is necessary to consider the main themes 

discovered within these. First, for both categories, cases categorised as either category one, 

where deepfakes were the subject of discussion, or category five, cases without official and 

accessible court proceedings, were collated and sorted by common themes. Next, the 

platform policies and their wording will be examined and separated, again based on the 

significant themes, to examine the areas targeted and viewed as most important to stopping 

deepfakes by large platforms. Third, existing and proposed legislation (primarily from a US 

context due to availability) will be analysed for wording and key themes to determine which 

aspects of deepfakes are deemed to be the most volatile by politicians. 

 

4.1 At Face Value – Cases of Deepfake Deception 

 As the legality of deepfakes continues to be debated, both in academic and mass 

media fields, the most helpful factor in determining the legality of deepfakes came from 

examining legal cases involving deepfakes. The two main categories focused on in the results 

of this thesis were categories one, cases deemed relevant to the topic of deepfakes, and 

category five, cases that encompass deepfakes and a criminal aspect of them but did not have 

official or accessible court records. Categories one and five provide valuable insight into the 

way law enforcement agencies and various legal systems have dealt with the threat of 

deepfakes in various contexts, such as the impact that they have had on political and sexual 

autonomy, which is beneficial in addressing the first research question. 

 The results for category one, the data collected towards answering the first question 

posed in this thesis, revolves around deducing the common themes within cases. The first 

theme surrounded those with a political component, whether they were being filed to prevent 
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or accuse another of using deepfakes to aid in election tampering or defamation of a political 

figure. Theme two focussed on cases that held some form of sexual component, whether that 

be an act of deepfaked revenge pornography with the intent of being maliciously spread or 

using a person’s image without their permission in deepfake pornography. The third theme 

revolved around a violation of privacy using deepfakes or deepfake technology. The fourth 

theme contained those that were defamatory. The classifications then became important in 

discerning whether current and existing legislation has been created to accurately protect 

those that tend to be the targets of deepfakes or whether legislation falls short of targeting the 

largest population impacted by deepfakes. Category five, however, only contained the themes 

of defamation, violation of privacy, and those of a sexual or pornographic nature in 

comparison. 

 

Category one: Court cases with stolen faces. 

Category one comprised cases that were directly connected to deepfake content and produced 

a total of 18 results. The 18 cases within category one were further separated into one of four 

themes focussing on the victims' cases examined within the court cases. The first theme 

surrounds cases that incorporated some form of political impact (e.g., Cable News Network v. 

Trump, 2018) or the impact a deepfake had on an election (such as attempts at election 

tampering; e.g., Donald J. Trump for President v. Northland Television, 2020). The second 

theme surrounds cases that had a pornographic or sexual component. They tended to 

encompass cases in which an individual or individuals had been the victim of pornographic 

deepfakes in some capacity without their permission (e.g., Hohsfield v. Stafferi, 

2021; Schaffer v. Shinn, 2021). This theme included both child and adult victims. The third 

theme, violations of privacy, referred to cases that were impacted either by a non-consensual 

or non-disclosed use of deepfake software without user permission (e.g., Consolidated Action 
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Against TikTok, 2020). Alternatively, the third theme encompassed cases where the use of 

deepfakes where the intended purpose was to violate the privacy of the individual targeted 

(e.g., Woori Bank v. Kwon, 2021). Theme four, cases in which defamation was the reasoning 

behind the court case stemmed from cases arguing that the defendant (or in one case, both 

plaintiff and defendant, see Fitzgibbon v. Radack, 2019) were using deepfakes or deepfake 

technology as a way to defame the other. 

 

 

Figure 5: The Categorical Spread of Cases Within Category One: Cases Directly Related to Deepfakes. 

Figure 5 demonstrates the case categories within the cases found and classified within 

category one. The results, however, are contrary to what had been anticipated based on the 

high rates of reporting the use of deepfaked materials in a pornographic context (in which 

roughly 96 per cent of deepfakes were found to be pornographic in nature; see Ajder et al., 

2019). The highest instance of cases related explicitly to deepfakes happened to surround 

violations of privacy. However, the majority of the cases discovered within this category 

were in pursuit of the same goal: getting the social media platform TikTok to remove its 

inactive deepfake code from the platform. All of the cases against TikTok (with the exception 

of T.K. v. ByteDance Inc., 2019, with ByteDance being the parent company of TikTok) 
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pursued their cases against TikTok for violations of the same law, the Biometric 

Identification Privacy Act (2008). 

           Figure 5 further demonstrates the prevalence of deepfake cases for those within other 

themes. Those that pursued cases that held a pornographic element related to deepfakes were 

surprisingly not pursued by women either as plaintiff or defendant (see Barber v. Oregon, 

2019; Schaffer v. Shinn, 2021; and Hohsfield v. Stafferi, 2021). This is particularly 

unexpected due to the high rates of women reported to be the victims of deepfakes (Ajder et 

al., 2019). Having solely male plaintiffs and defendants pursuing cases surrounding the role 

of deepfake technologies in pornographic content allows for the assumption that although 

women may be the majority victims of deepfake abuses, they are less likely than men to 

come forward and pursue a legal case on this basis. While the pool of cases is somewhat 

limited, the exclusion of women’s experiences with their image being used non-consensually 

ignores the voice of a large proportion of the population impacted by the use of deepfakes. 

While it is possible that the terms that women tend to use within their cases against deepfakes 

differ from the parameters of search within this thesis, it does facilitate the ability for a 

conversation surrounding the ability of women to speak out on their experiences in an 

atmosphere that perpetuates the silencing of women. 

           Furthermore (as seen in figure 5), political pursuits of justice in regard to deepfakes 

had the least amount of cases associated with it. This is surprising due to the high rates of 

legislation that currently exist within the U.S., both in individual states (in which there are 

four with legislation) and Federal laws that have been enacted to protect political candidates 

and leaders from being wronged by deepfakes. With only three legal cases examining the role 

of deepfakes in the political sphere within a span of five years since the creation of 

deepfakes, it raises the question as to why the perception of threat caused by deepfakes to the 
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political climate has been given such emphasis over those most impacted by deepfakes being 

women subjected to pornographic depictions. 

 

 Violations of privacy. 

Interestingly, all of the cases within the theme of violations of privacy were from 

various plaintiffs, all pursuing the same claim of violation against the same defendant, 

TikTok Inc. Specifically, the cases all brought forth complaints surrounding the undisclosed 

use of biometric identification software, similar to that used within deepfakes, in which 

TikTok “collected, captured, obtained, stored and, upon information and belief, disclosed and 

otherwise disseminated Illinois resident minor TikTok users’ biometric information” 

(Consolidated Action v. TikTok, 2020, p.3). Furthermore, neither the minor nor the guardians 

of the plaintiffs were explicitly told that their image would be used in this way, even for those 

that had not created an account with the platform. To this date, the trial is still ongoing. 

However, all subsequent cases against TikTok have been shifted to be undertaken within 

Illinois courts so that they make use of the Biometric Information Privacy Act (2008). 

           These violations of privacy extend from the perception of threat. For instance, not only 

have TikTok Inc. taken the biometric data of minors without permission, but they have also 

stored the data for an extended period and used their algorithms to disadvantage users of the 

platform not viewed to be conventionally attractive. The complaints against TikTok note that 

while the code that allows for the claiming of biometric identifiers is not currently in use, 

“facial recognition technology scans every video uploaded to the app for faces, extracts 

geometric data […] of each face, and then uses that data to create and store a template of that 

face – all without ever informing anyone” (Consolidated Action v. TikTok, 2020). While it 

may not be illegal in all states, it begs the question of whether this is an ethical practice for an 
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app in which the majority of the users of the platform are minors and whether the platform 

has been held to sufficient standards to protect users from the threat the technology holds. 

 

Category five: Cases without court proceedings 

Category five encompasses only eight cases deemed a necessary addition to the 

research sample. They provide insight into the types of cases that have either not made it to 

court or have been pushed aside by the legal systems in place. Category five contains eight 

(see table 3) cases of deepfake misuse through a combination of civil and criminal instances 

ranging from defamatory (e.g., Jay-Z v. Vocal Synthesis) to those of a pornographic nature 

(e.g., Martin, 2017) that could be found within the given search criteria obeying the language 

constraints. 

 

Figure 6: The Categorical Spread of Cases Applicable to Category Five: Cases Without Court Proceedings. 

Figure 6 demonstrates the themes classified as belonging to category five: cases without court 

proceedings. While cases within this category (bar one, see Reiss, 2021, in which there is an 

official police report) do not have official records, it is interesting to note why these cases of 

deepfake abuse have not been able to be prosecuted in a court of law. The cases within this 

category stem from a variety of different countries, not just those within the United States, 
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which the cases within category one are unfortunately limited to. While there is the potential 

for biases to be embedded within the cases from this category due to their origin stemming 

from the media, this has been taken into consideration while examining the cases for this 

category. Those that surrounded the violation of privacy contained significantly less 

information than others (e.g., Jay-Z v. Vocal Synthesis, 2020) due to non-disclosure 

statements and so could not be accurately examined. The same can be noted for those in 

which violations of privacy were the central theme in which; for instance, Raffaela Spone 

was arrested on three counts of cyberbullying a minor after allegedly spreading false videos 

about other minors on her daughter’s cheerleading team (Hilltown Township Police 

Department, 2021). In one of the first publicly implicated cases of deepfake misuse resulting 

in an arrest, the outcome looks bleak in that the police department themselves have stated that 

they can neither confirm nor deny whether the media presented to them is the work of a 

deepfake, demonstrating the limits of current recognition software (Vella, 2021). 

 

Slipping through the cracks – The cases omitted from general protections. 

The majority of cases within this category surround non-consensual pornographic 

deepfake depictions does not mean that the data for this category has been skewed to note a 

prevalence of pornographic deepfakes within society. Instead, this categorisation aimed to 

examine why these cases have been unable to proceed through the legal system and gain their 

own successful prosecutions, especially those in countries outside of the US, a factor that 

limited the scope of legislation within category one. These cases also provide insight into the 

impact of deepfakes at a personal level, not solely a legal one. For instance, Mort (2022) 

notes the impact of being told that her image had been stolen and used in violent 

pornography. She stated that it felt like “physical trauma”, especially after seeing the caption, 

“This is Helen. I want to see her abused. Please send fakes and captions” (Mort, 2022), 
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noting that the images had been taken from her private Facebook account, insinuating that 

she knew the person who wanted to harm her. 

Most notably, the struggle of people like Mort who reside within the UK are likely to 

face similar barriers when attempting to seek justice due to the current legislation in place 

preventing someone who has not taken sexually explicit images of themselves from pursuing 

their cases in an unintentional, yet still harmful, loophole (Mort, 2022). For instance, the UK 

Law Commission notes that the current laws surrounding the role of revenge pornography 

and non-consensual image sharing create grey areas through their use of specific 

terminologies within current legislative practice, only “prohibit[ing] the non-consensual 

disclosure of private sexual photographs or films with the intention of causing the person 

depicted distress” (Law Commission, 2021, p. 10). It is this element of intent paired with the 

specific categorisation requiring the original images to have been of a sexualised nature, that 

inhibits the pursuit of justice using current legislative standards that cause the greatest issues. 

While the distribution of revenge porn has been outlawed in many countries, outdated 

wording or a lack of specificity have resulted in deepfakes falling through the cracks. Helen 

Mort, a poet from the United Kingdom, represents one of the instances where the current 

provisions in place protecting people from revenge pornography have not extended to 

instances in which her image has been misused within deepfake creation and deployment. 

Regardless of the element of intent, an element often considered within Unites States 

legislation (e.g., Unlaw dissemination or sale of images of another, 2020), the same 

protections have not spread to countries such as the United Kingdom. 

While the other cases provide significantly less detail than Mort’s (2022), there is a 

recurring theme within them: the role that men have had in creating and spreading deepfakes 

in the public sphere. For instance, in the case of both Patrick Carey, a man who allegedly 

stole images of girls from when they were in high school and middle school before altering 
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them and posting them on a pornographic website (Cheng, 2021), and a current investigation 

into 94 men within Korea who have helped spread deepfakes, of which 70 percent of the 

offenders were teenagers (The Korea Times, 2021). Additionally, of those targeted, 109 out 

of the 114 victims were female with a large proportion of them between the age of ten and 

20. Although it is not clear how many people were targeted by Carey, both instances 

demonstrate the power that some men believe they have over women, that they can steal 

identifying data and turn these into pornographic depictions on a whim and not be pursued in 

court (at least not publicly available court data). Regardless, toxic masculine ideals following 

the presumed inferiority of women shine through in cases where women are once again 

targeted by technologies in places that lack the legislative documents to protect them, 

perpetuating a cycle that allows women’s images to be stolen and those that play into the 

ideals of toxic masculinity to rein free. 

 

4.2 Platform Policies 

While cases within the previous category explicitly related to the use and intended 

prosecution of cases in which deepfakes have been the subject of discussion, the policies of 

platforms were examined to answer the second research question. The second research 

question aimed to identify the extent of protections and policies on current hosting platforms, 

the guidelines and terms (sometimes used interchangeably depending on the platform) of 

social media and deepfake hosting platforms were examined to deduce the extent of 

protections the usefulness of these policies. Although the mainstream social media and 

sharing platforms have explicit policies outlining their stance on pornographic depictions and 

on manipulated pornographic depictions, as some of the examples above illustrate, these are 

not consistently enforced. Additionally, not every platform has specific policies that protect 

against the non-consensual use of deepfakes in any capacity, not just non-consensual nudity. 
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 The terms and conditions of the platforms chosen provided insightful information. 

Depending on the categorisation by the platform, some of the policies were found under the 

terms of service (sometimes referred to as terms of use), whereas others were classified under 

community guidelines. The specific wording of the terms that related to or encompassed 

deepfakes was gathered and sorted based on the extensiveness of the policy and the clarity of 

the wording. The policies that mentioned deepfakes specifically or contained wording that 

could apply to deepfake content were then sorted into one of four themes of policies: (1) 

policies that focus on the non-consensual nudity impact of deepfake technology, (2) deepfake 

policies that fell under child exploitation materials, (3) policies with a focus on protecting 

against the potential misinformation that could stem from deepfakes, and (4) the final theme 

of policies focussed on the potential for deepfake technology to violate the privacy of an 

individual(s), or was aimed to protect against the impersonation of persons using deepfake 

technology. During the process of this thesis, however, Facebook Inc., the company that 

owned Facebook, Instagram, and a similar chatting platform WhatsApp morphed into the 

‘Meta Corporation’. However, the platforms included in this analysis (Facebook and 

Instagram) have been examined separately, and although they share the same policies, each 

platform has had its policies accounted for individually. 
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Figure 7: Categorisations of Policies within Social Media Platforms that Host Deepfakes. 

Figure 7 outlines the proportion of policies by category for the platforms overall. Due to the 

types of data that have appeared within cases examined and how people, predominantly 

women, have been targeted by deepfake technology, the spread of existing policies, with the 

majority of policies being related to non-consensual nudity, is not unexpected. Second to 

non-consensual nudity were policies that prohibit the use of minors or computer-generated 

depictions of minors engaged in sexual activities. Interestingly enough, platform policies only 

considered the role of minors in deepfakes appearing within sexual applications and made no 

mention of the generated image of minors in other contexts. The third category, 

misinformation, tended to focus on the role of misinformation either in terms of election 

manipulation or vaccination and Covid-19 misinformation. Again, despite fears of deepfake 

technology being used in a way that would sway the minds of voters (Bracken, 2021; 

Tammekänd, Thomas, & Peterson, 2020), only four of the eight platforms had policies 

explicitly relating to the link between deepfakes and misinformation practices. Even fewer 

platforms demonstrated the consequences of using deepfakes to spread misinformation. 

These results (as seen in Figure 6) can further be broken down to demonstrate which 

platforms specifically had policies related to the above categorisations. In Table 6 below, the 
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platforms were either assigned yes, no, or non-specific categorisations related to the specific 

concept and whether the platforms had a policy related to the corresponding concept. Those 

labelled as non-specific were instances in which the platform had a policy that encompassed, 

for instance, the role of technology in misinformation or non-consensual nudity. However, 

their policies did not specifically relate to deepfakes or the technology associated with 

deepfake creation or deployment but alluded to the role of technology itself in their policies. 

 

Table 6: Platforms with Policies Directly in Reference to and/or Encompassing Deepfakes. 

Platforms with Policies Directly Encompassing Deepfakes 

Platform 
Non-

Consensual 
Nudity 

Child 
Exploitation Misinformation Violation of 

Privacy/Impersonation 

Twitter Yes Yes No Non-Specific 
Facebook Yes Yes Yes No 
YouTube Non-Specific No Non-Specific No 

Reddit Yes Non-Specific Yes Yes 
TikTok Yes Yes Yes Non-Specific 

Instagram Yes Yes Yes No 
Pornhub Non-Specific Non-Specific No Non-Specific 

MrDeepFakes Yes Yes No No 
 

Although the threat of deepfakes have been framed as a political issue with the focus 

mainly on the misinformation spread regarding political factors, only four of the platforms 

examined had created policies specifically related to the role of deepfakes and 

misinformation (see Table 6). The majority of deepfake oriented policies revolve around the 

link between deepfake content and non-consensual nudity. Interestingly, however, the site 

MrDeepFakes has a policy relating to non-consensual nudity that excludes celebrities or well-

known public figures from their policy, protecting the layperson but not those who could be 

considered famous. The main focus at a policy and guideline level for all platforms that 

tended to focus specifically on deepfakes and deepfake technology revolved around the role 
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of deepfake technology and non-consensual nudity. While there were fewer policies 

specifically mentioning the role of deepfake technology in child exploitation practices, this is 

not to say that the platforms did not believe in protecting children from being included in 

deepfakes; instead, it is possible that platforms intended their non-consensual nudity policies 

that mentioned deepfakes to be applicable to a wider audience than solely adults or those not 

considered to be minors. 

Twitter is a platform that is especially relevant in the conversation surrounding 

deepfakes due to the density of user posts related explicitly to deepfakes that are publicly 

accessible. As such, their policy becomes one of scrutiny when examining the protections in 

place. Under Twitter’s non-consensual nudity policy, they note that users are not allowed to 

post content that “superimpose[s] or otherwise digitally manipulate[s] an individual’s face 

onto another person’s nude body” (Twitter, 2021). However, the wording of this leaves room 

for loopholes in that it implies that a person who has had their image deepfaked onto a model 

that is only partially nude is acceptable under these guidelines. TikTok tends to follow similar 

avenues with their policy surrounding the role of deepfaked content on their platform, stating 

that they do not allow “depictions, including digitally created or manipulated content of 

nudity or sexual activity” (TikTok, 2021). However, much like Twitter, this leaves the 

potential for partial nudity to be considered acceptable through such vague wording. 

Regardless of the platform and its wording, the number of platforms that have created 

policies surrounding the use of deepfakes or otherwise manipulated content demonstrates the 

perception of threat. Unlike in the political sphere, where this threat perception stems from 

the potential of the technology to destroy reputations, the perception of threat for platforms 

comes in the form of backlash and legal repercussions for a failure to protect their users. 

However, while the Communications Decency Act (1996) remains in place, platforms are 

unable to be held liable for the content that they post regardless, leaving their implemented 
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policies acting as a façade of protection with them having little to no accountability for 

failing to fulfil their role in creating a safe environment. 

Misinformation and violation of privacy or impersonation were categories left out the 

specific wording for deepfakes out most often. Most surprisingly, within these results, 

Twitter did not have a policy specifically (or even non-specifically) prohibiting the use of 

deepfakes and their role in spreading misinformation. The reason that this did come as a 

surprise arises from the fact that Twitter is one of the most accessible and easily shareable 

platforms that allow for interaction between people. Politicians, for example, have a direct 

line to voters. This allows politicians and celebrities to communicate not just with people that 

support them but also with those that support their opposition. 

Additionally, the verification mark that can be added to public figures’ profiles may 

be interpreted by individuals as a verification of what it is that they post. For example, if 

someone uploaded a deepfake video of a trusted official to Twitter’s platform stating that the 

Covid-19 vaccine contained a poisonous substance or had an adverse effect, under Twitter’s 

guidelines, this would be allowed2. While Twitter is not the only platform that hosts deepfake 

content and does not have a policy protecting users from the impact of deepfakes, there are 

differences between Twitter and the other two platforms that did not cover misinformation in 

their guidelines. Most importantly, the platforms Pornhub and MrDeepFakes did not have 

policies protecting against the use of deepfakes in misinformation campaigns. However, this 

is likely due to these platforms existing predominantly as a platform to share pornographic 

deepfake depictions rather than as a platform promoting social engagement. 

 

2 Please note that this is not intended to be a factual statement and instead has been used to demonstrate a recent 

socially relevant example of how a deepfake may be deployed to influence people’s decisions to get the vaccine. 
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           The final category, violation of privacy/impersonation, appeared significantly less 

often than the other categories within the platforms. Only one platform of the eight examined 

had a policy specifically relating to deepfakes and their role in violating a person’s privacy or 

preventing the impersonation of people through the use of deepfakes. However, three 

subsequent platforms had non-specific policies that touched on their stance against 

impersonation and their stance on people using their platform to violate another person’s 

privacy. However, none of them made specific references to the role of technology in 

facilitating these actions. 

           The results gathered from the data for this section draw explicitly on the implications 

of both toxic masculinity and shone a light on the role that threat perception has on the types 

of policies that public platforms create and enforce. Simply the fact that each of the platforms 

(bar the two that held non-specific policies being YouTube and Pornhub) had published 

within their guidelines and terms of use that the users of their service were not to use 

technologically created or manipulated media of people (generally referred to within policy 

to be women) in ways that would be considered non-consensual nudity draws on the concept 

of toxic masculinity. Despite the majority of existing legislation pointing to preventing the 

political impact of deepfake use, the majority of platforms have acknowledged that the most 

pressing concern of deepfake use stems from the ideation that deepfakes can be used to 

remove the autonomy that (generally) women have over their bodies and the use of their 

image for predominantly male gain. This is paired nicely with the perception of threat 

stemming from the knowledge that platforms know that in order to protect their users to the 

fullest extent, they need to pre-emptively enact policy that prevents users from uploading 

content that could be used either intentionally or unintentionally to harm others. In addition, 

many of the platforms have used their policies to pre-emptively protect people from those 

that may attempt to use deepfake technology to try and spread instances of misinformation to 
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others that may use the platform or be otherwise exposed to the platform’s content. This links 

to the fact that platforms, in one way or another, use threat perception to anticipate the 

possible misuses of technology, such as those used in creating deepfakes and the ways that 

they can attempt to protect those subjected to them. 

           However, further issues are raised in answering the question of the extent to which 

there are sufficient protections and policies in place on current hosting platforms to protect 

people from the harm of deepfakes. For instance, while the platforms have created these 

terms of use, that does not mean that the policies have been efficiently or actively enforced. 

Instead, they seem to protect these platforms, mainly when applied to contexts outside of the 

platform’s hosting territory, especially when determining liability for those that go against the 

terms and conditions of use (New Zealand Law Society 2017). 

The data gathered to aid in answering the second research question is not without 

limitations. Although the policies and guidelines were sifted through manually as well as 

using the search function where there was one available, there is the possibility that policies 

that relate to deepfakes have been unintentionally overlooked due to factors such as 

deepfakes being classified or referred to through terms outside of what was used in this 

thesis. Additionally, the date that the policies were last updated was not taken into account 

during these searches; instead, using only the latest version of the policies that had been 

published to maintain consistency and ensure that the policies examined were the ones that 

platforms were currently deploying to hold their users accountable for what it is that they 

post. It would be interesting to investigate further how such policies have changed over the 

last five years and since the introduction of deepfakes in 2017; however, this falls outside the 

scope of this thesis. 
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4.3 Regulating Cyberspace? – Legislation and Policies 

The final area of examination, legislation both proposed and enacted, has been chosen 

to explore the legislative frameworks that have stemmed from the threat of deepfakes. This 

section will first identify the geographic areas where deepfake legislation has primarily been 

drafted and enacted. Next, this section will determine the area of focus that the current 

legislation focuses on. Finally, this section will use the existing research and data within this 

thesis to deduce whether, by current standards, the legislation drafted and enacted is 

accurately targeting the central area of deepfake abuse. 

           The majority of legislative documents discovered during this study originated 

in the United States, either as Federal or State legislation. These documents encompass 

policies that provide guidelines (Heery & Noon, 2017), legislation defined as those 

encompassing proposed laws, including bills until legislation becomes law (Patrick, Pious, & 

Ritchie, 2002), and both passed and proposed to Congress. The enacted and proposed 

legislation has been separated on this basis, considering the reasoning behind the drafting and 

acceptance of enacted legislation and current court cases' impact on legislative practices. 

  

United States legislation - Fingers crossed for Federal interventions. 

Despite awareness in the political sphere as to the existence of deepfakes and 

deepfake technology, to date, little has been done to stifle the impact of this technology from 

the perspective of public policy and holding people accountable in the criminal sphere. To 

date, there are only four states within the United States that have policies relating to 

deepfakes: California, Virginia, Texas, and New York (Kugler & Pace, 2021). However, 

before federal and state legislation specifically relating to deepfakes can be examined, it is 

necessary to examine a law that has previously been and is currently being pursued in the 

fight against the use of deepfake code within the social media platform TikTok (see table 2 
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for cases against TikTok all of which pursue justice under this state law): the Biometric 

Information Privacy Act. 

 

Biometric Information Privacy Act of 2008 

BIPA, or the Biometric Information Privacy Act, was signed into Illinois state law in 

2008 as a result of the infringement of an individual’s biometric data, especially targeting the 

ability of companies to collect this data without the knowledge of the individual. While 

BIPA, much like the Communications Decency Act (1996), falls outside of the target search 

parameters, BIPA is worthy of its own mention, especially since eight of the 18 cases 

applicable to category one reference violations of BIPA. Within the eight cases, all of which 

are against TikTok Inc., all claim violations are based on undisclosed use of deepfake 

technology using the biometric data of minors without their consent. BIPA defines biometric 

identifier as: 

“[A] retina or iris scan, fingerprint, voiceprint, or scan of [...] face geometry. 

Biometric identifiers do not include [...] photographs, [...] tattoo descriptions, or 

physical descriptions such as height, weight, hair color, or eye color.” (Sec. 10, 

Biometric Information Privacy Act [BIPA], 2008) 

Furthermore, BIPA outlines that: 

“No private entity may collect, capture, [...] or otherwise obtain a person’s or a 

customer’s biometric identifier or biometric information, unless it [...]: (1) informs 

the subject [...] in writing that a biometric identifier or biometric information is 

being collected or stored; [or] (2) informs the subject [...] writing of the specific 

purpose and length of term for which a biometric identifier or biometric 

information is being collected, stored, and used.” (Sec. 15, BIPA, 2008) 
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Essentially, BIPA creates terms that explicitly prevent companies from collecting the 

identifying biometric data from someone without their explicit permission. 

While BIPA itself does not explicitly state its protection against the use of deepfakes 

(primarily due to deepfake technologies not yet having been created), the protections against 

the use of obtaining a person’s biometric identifier, such as their facial geometry or 

individual vocals without their explicit permission is prohibited within the state of Illinois. 

While the jurisdiction of BIPA is limited, the ability of courts to transfer cases between states 

allows for claims such as the Consolidated Action Against TikTok (2020) to pursue legal 

proceedings against the unlawful collection of their image, regardless of whether the 

deepfake code was active and useable through the application at the time charges were 

brought forth. 

 

Federal Legislation. 

IOGAN Act 2020 

While few pieces of legislation signed into Federal law contain provisions to address the 

potential harms of deepfakes is, the ‘Identifying Outputs of General Adversarial Networks 

Act’ (also ‘IOGAN Act’), enacted into Federal law on December 23rd, 2020, is one of the few 

to do so. The IOGAN Act was created to “direct the [...] National Science Foundation to 

support research on the outputs that may be generated by generative adversarial networks, 

otherwise known as deepfakes, and other comparative techniques that may be developed in 

the future, and for other purposes” (IOGAN Act, 2020). The primary purpose of the IOGAN 

Act was to address the shortcomings of existing policies and research surrounding the broader 

reach of artificially intelligent technologies, rather than having a specific focus on the 

deepfake aspect of the technology. However, the wording of the IOGAN Act creates broad 

generalisations, such as assuming all GAN generated content is considered a deepfake when 
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this is not the case. As previously noted by Goodfellow and colleagues (2014), GANs were 

initially created to aid in detecting falsified images and as a way to quickly and easily 

distinguish real money from counterfeited money. Within IOGAN’s wording, they assume 

that all items generated by GANs are, therefore, deepfakes. This wording creates a pretence 

of being problematic in more comprehensive applications. While it is suggested that the 

majority of the technology that employs the use of GANs has been used for the creation of 

deepfakes, this does not mean that that is what they are exclusively used for. 

While the IOGAN Act tends to solely focus on the role of GANs (IOGAN Act, 

2020), IOGAN places emphasis less so on defining the role of GANs in deepfakes but instead 

on understanding and signposting when digital content has been manipulated. Unlike 

subsequent policies, IOGAN provides more of an outline of how content can be manipulated 

and how the National Science Foundation should frame its research on manipulated content 

(IOGAN Act, 2020). IOGAN (2020) stands out above other subsequent legislation by 

recognising that “generative adversarial networks are not likely to be utilised as the sole 

technique of artificial intelligence or machine learning capable of creating credible 

deepfakes. Other techniques may be developed [...] to produce similar outputs” (Sec 2.5). 

Unlike subsequent legislation that aims to detect events that have already 

happened, IOGAN has been created to examine the future problems that may be presented to 

society with the increased usage of deepfake technologies. As such, the wording of the Act 

suggests that the driving factor behind the creation of the Act was formulated in response to a 

collective perception of threat posed by deepfake technology and looks to examine the ways 

that the technology may evolve past the current methods of creation and detection that have 

been implemented to date. 
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DEEP FAKES Accountability Act 

An updated version of the 2019 Act of the same name (DEEP FAKES Accountability 

Act of 2019), or known as the Defending Each and Every Person from False Appearances by 

Keeping Exploitation Subject to Accountability Act, the 2021 act was created to “combat the 

spread of disinformation through restrictions on deep-fake video alteration technology” 

(DEEP FAKES Accountability Act, 2021). This act was intended to update chapter 47 of title 

18 of the United States Code, the Communications Decency Act (1996), adding section 1041 

for advanced technological false personation record to propose a number of requirements are 

added to deepfake videos. Specifically, the amendment to the Code would require those who 

have created or spread deepfake videos to apply a digital watermark, clearly signposting the 

media as the result of a deepfake putting the pressure onto platforms to do so. Alternatively, 

in the case of audio or visual deepfakes, respectively, the DEEP FAKES Accountability 

Act would require a clear statement (either vocally or through visual media) that the 

depictions contain manipulated materials. This is similar to the banners recently implemented 

on social media sites (such as Facebook). Artificial intelligence flags potential 

misinformation expressing to users that the content they are viewing may not be factual. 

However, by implementing this, the DEEP FAKES Accountability Act once again shifts the 

potential for liability away from the platform and onto the individual, as platforms can claim 

that they have upheld their end regardless of whether deepfakes are detected. 

Unlike other State and Federal documents on the regulation of deepfakes, the DEEP 

FAKE Accountability Act provides an example of a person or persons knowingly violating the 

terms of the legislation. Its wording covers sexual content, those created to cause harm or 

interfere in diplomatic conduct, the use of deepfaked media for fraud or identity theft, and the 

use of deepfake media to influence elections or the creation/implementation of policy, 

applying a penalty of up to $150,000 USD or up to five years imprisonment (DEEP FAKES 
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Accountability Act, 2021). Nevertheless, it is unclear whether people have pursued legal 

cases under this policy to date. Much like the other policies enacted, the implementation of 

the DEEP FAKES Accountability Act relies on the element of intent. This element of intent is 

notoriously difficult to prove within a court of law. Crump (2010) notes that intent is 

something that is often only known to the person or persons responsible with “some 

definitions of intent allow[ing] the actor to readily believe there is no intent, even when there 

is” (p. 1071). The only way that intent can be proven is by the admission of intent by the 

person who did wrong or by evidence that proves the individual’s intent, such as a caption 

placed on a video by the individual that points to the intent of harm. However, intent is also 

something that is easily denied, primarily when relying on circumstantial evidence through 

denial of motive, claims of misinterpretations, and vague legislative terminology (Crump, 

2010). All of these factors work together to place the blame back onto the victim when they 

are unable to prove that the person who harmed them had intended to do so. As demonstrated 

from the lack of cases pursued by women, the largest impacted population of deepfake abuses 

through the use of pornographic materials, it begs the question of whether the policies that do 

exist were ever created to protect women in the first place or whether they were drafted and 

enacted as a way to gain voters’ favour. 

 

Countering Online Harms Act (enacted through the Consolidated Appropriations 

Act of 2021. 

While they have been enacted, three Federal Acts present very few instances in which 

they could protect individuals from the harm of deepfakes. For instance, The National 

Defense Authorization Act for Fiscal Year 2021 (NDAA) represented a merging of two 

versions of the Deepfake Report Act of 2019 and amended the National Defense 

Authorization Act for Fiscal Year 2020. Additionally, it works to assist in how funding may 
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be best spent. However, it does not suggest provisions for how deepfakes could be prevented 

or prosecuted and how the government could study them to assist in future endeavours. 

Specifically, the NDAA advises that there be a yearly assessment into the ways that deep 

learning technologies and deepfakes can be used by foreign governments or otherwise 

individuals and deduce the level of threat posed by such media. However, the NDAA has 

been enacted only to provide research at a Federal level, leaving those in individual states to 

rely on their own implementation of protective legislation 

 

State legislation. 

Assembly Bill No. 730 – California State Law for 2019-2020. 

California accounts for one of four states that has legislation, enacted or otherwise, that 

references deepfakes in some capacity in what can be assumed in preparation for the 2020 

Presidential election. Assembly Bill 730 (referred to from here on out as AB-730) was enacted 

“to amend [and] repeal, [...] Section 35 of the Code of Civil Procedure, and to amend [...] and 

repeal Section 20010 of the Elections Code” (Deceptive Audio Visual Media, 2019). Put 

another way, the California Government signed a Bill amending their existing election 

policy, tailoring it to encompass the role of deepfakes and their potential to impact or sway 

voters surrounding elections. The initial wording of the Bill prohibited: 

“a person [...] from, with actual malice, producing, distributing, publishing, or 

broadcasting campaign material, [...] that contains (1) a picture or photograph of a 

person or persons into which the image of a candidate for public office [has been] 

superimposed or (2) a picture or photograph of a candidate [...] into which the 

image of another person or persons is superimposed, unless the campaign material 

contains a specified disclosure.” (Deceptive Audio Visual Media, 2019) 



MAKE IT, FAKE IT AND GET AWAY WITH IT? 94 

While this passage technically encompasses deepfaked materials, it does not do so in a way 

that supplies specifics through the type of materials that may be encompassed within this 

passage. The updated wording of AB-730 states that it intends to: 

“prohibit a person, [...] within 60 days of an election [...] from distributing with 

actual malice [...] deceptive audio or visual media of the candidate with the intent 

to injure [their] reputation or to deceive a voter into voting for or against the 

candidate, unless the media includes a disclosure stating that the media has been 

manipulated.” (Deceptive Audio Visual Media, 2019)  

This passage of AB-730, while acting as an amended version of the previous outline, contains 

its own limitations. For example, AB-730 prohibits the use of deepfakes (in all of their forms) 

from being created and distributed within 60 days of an election. However, there is nothing to 

stop someone from creating and distributing a defamatory deepfake 61 days surrounding the 

election and still being within their legal rights. This 60-day limit reads to be a formality 

under the guise of protecting the reputation of those running for positions of political power, 

namely men (Krook & Sanín, 2019). 

The Bill is also at points unreasonable, such as in the previous passage stating that the 

Bill prohibits people from creating deepfaked content and distributing “with actual malice 

[…] with the intent to injure the candidate’s reputation”, which may prove difficult to 

produce evidence for in a court of law (Tashman, 2021). The Bill goes on to clarify the 

definition that they use for deceptive visual or audio media as: 

“an image[,...] audio or video recording of a candidate [...] that has been 

intentionally manipulated in a manner such that the image or audio or video would 

[appear authentic] to a reasonable person [...] and would cause a reasonable 

person to have a fundamentally different [...] impression of the [...] content of the 

image or audio or video recording than that person would have if the person were 
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hearing or seeing the unaltered, original version of the image or audio or video 

recording” (Deceptive Audio Visual Media, 2019) 

AB-730 thus assumes that the reasoning behind deepfaked political content revolves 

around the notion that the creation or distribution of the deepfake stems from a desire for the 

person who created it to alter others’ perceptions of those depicted, which may not always be 

the case. Again, the creator could be brought forth on charges surrounding the creation of 

deepfakes. They could state either that they had not intended to manipulate the video in such 

a way or that they never intended for their work to alter the impression given by the video 

itself, which may ultimately affect their ability to be prosecuted for such an act. 

Additionally, it is important to note that this amended version of AB-730 is only applicable 

until January 1st, 2023. After which, the Bill reverts to its original wording in which 

deepfakes are no longer specifically addressed as a way to ensure the protection of the current 

and potential political candidates in the lead-up to the next election cycle, in which the Bill 

may or may not be extended. In addition, reverting by 2023 means that AB-730 was only 

intended to be applicable to one election period, revealing no intention so far of renewing the 

policy for future elections, which calls into question the effectiveness of such a Bill over an 

extended period of time, and whether it has been successful in its intention to date. 

           AB-730 provides valuable insight into the types of protections valued within the state 

of California. The governing body of California, as demonstrated through the terms outlined 

within AB-730, values the impact that deepfakes may have on a larger population (such as the 

case when deepfakes are expected to influence the results of elections) compared to 

individual harms that may come through the sexual exploitation of people through the 

deployment of deepfakes. In contrast, the Bill further states that exemptions are made in 

instances of a televised broadcast when they are paid to broadcast the deepfake video when 

the media is considered to be parody or satire. Additionally, it excuses the use of deepfakes in 
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documentaries and websites when it is clearly outlined that the media contains false or 

synthesised depictions, leaving loopholes for online platforms to post such content without 

liability. 

 

S6829 Senate Bill for the state of New York 

On May 18, 2021, the state of New York enacted a Bill aimed at targeting those who 

wish to spread deepfaked materials, especially regarding sexually explicit content. 

Specifically, An Act to Amend the Penal Law or Bill S6829 was enacted as an amendment to 

existing law “in relation to establishing the crime of aggravated harassment by means of 

electronic or digital communication; and to amend the civil rights law, in relation to 

providing for a private right of action for the unlawful dissemination or publication of deep 

fakes” (An Act to Amend Penal Law, 2021). However, the definition of “deep fake” provided 

within this Bill specifically applies to the depiction of “a pornographic or lewd sex act […] 

published without the explicit written permission of the individual or individuals depicted 

and for no other legitimate purpose other than to harass, annoy, threaten, or alarm another 

person” (An Act to Amend Penal Law, 2021). This is important to note as it has similarities 

to California’s AB-730 (a law looking at the role of deepfakes in elections). The purpose of 

this Bill surrounding the use of deepfakes is limited in its application, in that people may only 

take a legal stance against a deepfake depiction of themselves within the State of New York 

if they have found their image to be used in a pornographic context. 

           Additionally, Bill S6829 has a statute of limitation placed upon it. A person or persons 

may only take action against the use of their image in deepfake media “three years after the 

dissemination or publication of an image; or one year from the date a person discovers or 

reasonably should have discovered, the dissemination or publication of such image” (An Act 

to Amend Penal Law, 2021). Under this provision, those who do not action the use of their 
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image in deepfake media within a specific time period lose the right to take action. This 

becomes problematic, especially through the passage that denotes “reasonably should have 

discovered”, as no further context is given to what can be considered reasonable. The 

definition held by those bringing forth or prosecuting cases of deepfake abuse is subjective 

depending on the person and is problematic for two reasons. First, if the person depicted did 

not frequently use the internet in any capacity, then it is likely that any instance in which they 

find deepfake pornographic content could be considered unreasonable. On the flip side, if 

someone frequently browses for pornographic content on their device and looks explicitly for 

deepfaked materials and finds one of themselves, would a court decide that this instance is 

more likely to have been reasonable in its discovery? A second issue stems from the use of 

the word should. From this use, a person could arguably state that they are not in the wrong if 

the content had been online for an extended period of time, say outside of a statute of 

limitations, as the person depicted should have discovered the content sooner. This leeway in 

interpretation leaves a potential for misjustice for those who have had their image stolen and 

been victimised by the unlawful use of their image. 

 

Code of Virginia 18.2-386.2. Unlawful dissemination or sale of images of another  

Although the term deepfake has not officially been used within Virginia’s legal code, 

the current version of section 18.2-386.2 or referred to by its title ‘Unlawful dissemination or 

sale of images of another’, was updated in 2020 to encompass the types of media that could 

be considered deepfakes. The state of Virginia, for this reason, has been included as one of 

the four US states that has legislation that addresses deepfakes in some form. Within the 

code, 

 “[a]ny person who, with the intent to coerce, harass, or intimidate, maliciously 

disseminates [...] any videographic or still image created by any means 
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whatsoever […] where such person knows [...] that he is not [...] authorized to 

disseminate [...] such videographic or still image is guilty of a Class 1 

misdemeanour.” (Unlaw dissemination or sale of images of another, 2020) 

Further explaining that another person refers to:  

“a person whose image was used in creating, adapting, or modifying a 

videographic or still image with the intent to depict an actual person [...] 

recognizable as an actual person by [their] face, likeness, or other distinguishing 

characteristic.” (Unlaw dissemination or sale of images of another, 2020). 

A point of interest is the specific wording of this section in which the supposed 

perpetrator is referred to as “he”. While this may be a collective term or an oversight in 

drafting, the interpretation could be that the legislation implies that the perpetrator is or will 

be male. While this has been the case traditionally, such as within the case of the 94 suspects 

arrested in Korea in relation to deepfakes (see The Korea Times, 2021), the wording of this 

section of the legislation could be used as a loophole or ever prevent law enforcement 

agencies from considering the offender could be female. Such wording brings forth the role 

of toxic masculinity within official legislation. It allows perpetrators, most commonly men, to 

alter pornographic content to depict the facial features of someone they know and could 

claim that it has been done as endearment rather than with the intent to be malicious, 

therefore avoiding persecution in the state of Virginia. Additionally, the fact that the person 

within the videographic evidence needs to be recognized as one that could prevent people 

from pursuing prosecutions. The element of ‘likeness’ or an otherwise ‘distinguishing 

characteristic’ create vague categorisations that leave room for interpretation, and have the 

capacity to limit a person’s ability to seek justice. 

Additionally, similar to New York’s statute, the wording of Virginia’s legislation 

surrounding deepfakes includes the element of intent. This element of intent can be 
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associated with the role of ethics, in that the ethical standing of the person or persons 

spreading the manipulated materials impacts the way that the case is viewed. However, one 

thing that remains difficult to prove is the element of intent. The inability to prove the 

intention of an individual may be associated with the lack of cases taken to court or those 

classified as deepfakes (or, in this case modifying a person’s image) due to an inability to 

prove intent, especially in the instance where the victim and the perpetrator did not 

previously know each other. 

 

Election code of Texas: True source of communication. 

Similar to California, Texas’ legislation surrounding deepfakes is associated with 

elections, and the role of deepfakes within them falls into title 15, section 255.004 of their 

election code focussing on ‘regulating political advertising and campaign communications’, 

specifically the ‘true source of communication’. Within the section, it states: 

“A person commits an offense if [they], with intent to injure a candidate or 

influence the result of an election: creates a deep fake video; and causes the deep 

fake video to be published or distributed within 30 days of an election.” 

(Regulating Political Funds and Campaigns, 2019) 

Unlike California, Texas’ deepfake policy is only applicable within 30 days of an 

election (as opposed to California’s 60 days), leaving less time for candidates impacted by 

deepfakes to act and regain public favour before elections. Much like the other policies, 

Texas requires the element of intent to be a driving factor of deepfake distribution, again 

noting that the person that shared or created the deepfake needed to have intended to harm 

the candidate rather than sharing the video as informative or political satire. 
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The limits of State law. 

It is interesting to examine the context in which these laws were founded and their 

overall applicability in broader scenarios. For example, all of the laws were enacted within 

the same election cycle (2021), which may have been partially impacted by the majority 

representation of each state. When these State laws were enacted, three out of the four states 

that created deepfake legislation were Democratic-leaning. This could account for the rise in 

concerns surrounding what can be referred to as ‘Trump Tactics’ due to the lengths the 

previous Presidential candidate was willing to go to try and secure votes (Devanny, 2021). 

Political legislation may also have been spurred along by the increasing presence of Trump 

and other political candidates on social media platforms such as Twitter and the potential 

threats posed to candidates of opposition parties. With nearly instantaneous access to large 

proportions of their viewership, the time it takes for reports of violations to be addressed 

(taking anywhere from a day to a week). By the time the deepfake video could have been 

removed from the platform, opinions would have already been formed, and the damage to 

people’s reputations done. 

           Additionally, the sudden signing of such legislation into state law can be viewed as a 

response to the threat posed by deepfakes and the potential of deepfakes to cause harm. In the 

lead-up to the midterm elections within the United States, media outlets and company reports 

(e.g., see Tammekänd, Thomas, & Peterson, 2020; Cole, 2018) stated deepfakes to be one of 

the looming and impending threats to elections, both in campaigning and the potential for 

voting manipulation which ended up causing panic over the potential for election tampering. 

This sudden imposition of laws left, for instance, California’s AB-730 (2019) redundant 

compared to current defamation laws (Tashman, 2021). An unintended consequence of AB-

730 and similar legislation is that their wording impinged on the First Amendment rights of 

individuals allowing for the uninhibited use of free speech. The United States Supreme Court 
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has already discussed this implication. The US Supreme Court stated that “[a] state’s fear that 

voters might make an ill-advised choice does not provide the State with a compelling 

justification for limiting speech” (Tashman, 2021, p.1396), a task that holds a fine line in the 

attempts to regulate deepfakes in the public sphere, especially in a large-scale public setting 

such as through laws. 

 

Proposed Federal legislation. 

 Along with legislation enacted to stifle the threat of deepfakes, like the ones 

mentioned above, there are a handful of Acts that have been proposed but, to date, have not 

been enacted or expired before they could be enacted. For this reason, while these Acts will 

be explored briefly, they are not currently beneficial in answering the third research question 

considering which legislation currently exists to stem the flow and manipulation of 

deepfakes. While this legislation has not successfully been implemented, it provides an 

exciting basis to briefly explore the less than successful policies. 

 

Deepfake Task Force Act 2021. 

           The Deepfake Task Force Act was introduced in July 2021 to propose the 

establishment of a specified task force to identify the current and potential threats posed by 

deepfakes. Additionally, the task force was created to suggest further legislation that could 

stem the impact of deepfakes and serve as a formal group that shares information and how 

provisions can be implemented within the digital sphere. The ultimate aim of this task force, 

if implemented, would be to identify the threats posed and to suggest and implement 

programmes that would effectively identify deepfakes against the original unaltered media. 

 

For the People Act of 2021 
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Part three of the 2021 For the People Act surrounds ‘prohibiting use of deepfakes in 

election campaigns’ and contains provisions against the “distribution of materially deceptive 

audio or visual media prior to election” (For the People Act, 2021), preventing deepfaked 

materials being distributed within 60 days of a Federal election. The Act would also require 

deepfakes to have been distributed to others with malicious intent to influence an election. 

Unlike state legislation with similar aims, the For the People Act provides explicit 

consequences for violating these rules. However, as of March 2022, the For the People Act of 

2021 has only been received by the Senate and therefore has not currently been enacted, 

meaning that the provisions outlined within the Act are not yet enforceable at a Federal level. 

 

Failed legislation. 

Perhaps in one of the first deepfake legislation drafted, Senator Benjamin Sasse 

proposed an amendment to the United States legal Code to include a provision to prohibit the 

use of deepfakes and deepfake technology. Despite not reaching the House, this legislative 

document provided a foundation for United States’ deepfake legislation when deepfakes were 

in their earliest form. The proposed legislation was drafted to be enacted at a federal level. 

However, due to the technology being in its infancy and the non-specific wording of the 

proposed legislation, the Acts never progressed past introductions to House. Alongside 

the Malicious Deepfake Prohibition Act (2018) was the emergence of the Deepfake Report 

Act (2019), the Forensic Science Research and Standards Act of 2020 and the Deepfakes in 

Federal Elections Prohibition Act (2020). Of the proposed legislation, the Deepfake Report 

Act (2019), the Forensic Science Research and Standards Act of 2020, and the Malicious 

Deepfake Prohibition Act of 2018 aimed to monitor and prohibit the malicious use of the 

technology. They aimed at providing regulations to the fast-growing technology, whilst 

the Deepfakes in Federal Elections Prohibition Act (2020) was the only legislation proposed 
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but not passed surrounding the monitoring of deepfake technology in Presidential elections. 

However, while the Deepfakes in Federal Elections Prohibition Act never passed Congress, 

the restrictions limiting the ability of an individual to post deepfaked content online within 60 

days of an election have notably been adopted through state legislation (e.g., the Election 

Code of Texas, 2020) and through the For the People Act of 2021. Despite little information 

being published surrounding the reasons the legislation was not passed, an assumption can be 

made based on the standing of the Acts and the extensive nature of wording that the 

legislation was deemed to be insufficient to the needs of regulation for deepfake technology. 

 

4.4 The Intersection of Cases, Policies and Legislation  – How Legal Are They Really?  

While there are currently some protections (regardless of the rate of success) that exist 

regarding deepfakes, a pattern begins to appear when exploring the interactions between 

cases depicting deepfakes (official legal cases or those reported through media outlets), 

legislation aimed explicitly at deepfakes and the policies of social media platforms. 

 

Figure 8: A demonstration of the interactions between cases of deepfake misuse, platform policies, legislation. 
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Figure 8 depicts the interaction between the two main aspects of deepfakes (pornographic vs 

political) that appear in the public sphere and the legislative frameworks and platform 

policies that exist. These tend to have a more significant impact on one another than first 

thought. For instance, for platforms such as Twitter and Facebook to have policies that aim to 

protect individuals from deepfakes, they rely on laws being enacted within their country of 

origin (in these instances, the United States) to provide the potential for repercussions. It has 

even been noted within Informed Consent Action Network v. Youtube LLC (2020, p11) that 

Congressman chiff stated, “it [is] time [Congress do] away with the immunity [provided by § 

230’s immunity] so that the platforms are required to maintain a standard of care”, further 

stating “if the social media companies can’t exercise proper standard of care when it comes to 

a whole variety of fraudulent or illicit content, then we have to think about whether that 

immunity makes sense” (pp.11-12). When legislation itself prevents platforms from being 

held responsible, it is no wonder that deepfakes have not been strictly monitored when the 

corporations that host the content know that they will not face repercussions for letting them 

slip through the cracks. 

           Furthermore, the cases settled through court tend to be those with deepfake content 

created for political misuse rather than pornographic depictions. Further, existing legislation 

has emphasised the political impact of deepfakes, as cases that are being referred to courts 

and juries are those that had some form of political impact. While social media platforms 

tend to have policies that can encompass deepfakes, they currently have little pressure placed 

on them to enforce these policies due to the lack of laws further perpetuating the cycle of 

deepfake misuse. While the majority of deepfakes that have been found online are 

pornographic in nature (see, e.g., Ajder et al., 2019; Tammekänd, Thomas, & Peterson, 

2020), if cases of pornographic deepfakes are not being presented through the legal system, 

legislation will not be created to protect those most impacted by such deepfake technology. 
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While some legislation has been enacted in an attempt to counter the threat posed by 

deepfakes, they tend to target the wrong demographic. For instance, as far as could be told 

within the available cases, no cases have been prosecuted under the above-mentioned 

legislation to date. 

           Issues additionally arise when considering legislation outside of the US. As most 

social media platforms have a headquarters within the US, making their policies applicable in 

a US context, the extension of coverage within these policies might not be extended to 

countries such as Australia or the UK. This poses an issue when attempting to apply legal 

sanctions between existing court cases and platforms whose policies aim to protect 

individuals from the harms of deepfakes. Firstly, the regulations surrounding what court 

cases are allowed to be released to the public carry significantly more restrictions than in the 

US. Secondly, the legislation that exists severely limits the potential for people to take action 

against corporations when they have been facilitating the non-consensual use of their image. 

Therefore, the potential that online platforms provide for harm grossly outnumbers the ability 

of people to take action against those who have stolen their image due to jurisdictional 

limitations and the potential for online anonymity. Additionally, existing legislation has been 

created in ways that severely limit the potential for a person to pursue legal action against 

others who have stolen their image. Often, they rely on the element of intent or have outdated 

legislation that, through being too specific or not specific enough, results in those impacted 

by deepfakes falling through the cracks when seeking assistance in reclaiming their image. 

 

4.5 The Red Herring – The Power of the Communications Decency Act 

Regardless of whether the above policies intend to prosecute those who use a person’s 

image in a deepfake without consent, while the Communications Decency Act (1996) is 

upheld, no platform itself can be held accountable for the content that they host, at least none 
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that are based or being trialled in the US. One of the prominent policies that, while created in 

1996 and applicable to United States-based servers (through Federal law), comes in the form 

of section 230 of the US Federal code, better known as the Communications Decency Act, 

which has proven controversial in the past due to the extent of the protections provided to 

social media platforms (Toews, 2020). The Communications Decency Act’s clause calling for 

the protection of the ‘Good Samaritan’ has two aspects that protect platforms in their current 

form from liability, stemming from the content that is posted and shared within their 

websites. First, section c1, treatment of publisher or speaker, states that “[no] provider or user 

of an interactive computer service shall be treated as the publisher or speaker of any 

information provided by another information content provider” (Communications Decency 

Act, 1996). When used alongside section c2a on civil liability, stating “[no] provider or user 

of an interactive computer service shall be held liable on account of— (A) any action 

voluntarily taken in good faith to restrict access to [...] material that the provider or user 

considers to be obscene, lewd, lascivious, filthy, excessively violent, harassing, or otherwise 

objectionable, whether or not such material is constitutionally protected” (Communications 

Decency Act, 1996). Although this clause was never meant to be used to provide overarching 

protection to platforms whose users may upload illicit and potentially illegal content, it has 

been used as a safety net for websites to escape prosecution from content supplied within 

their website. While this legislation remains in place, however, platforms cannot be held 

accountable for the content they publish, leaving those subjected to non-consensual deepfake 

depictions of them unable to pursue cases against the platform that facilitated the spread of 

deepfakes. In instances where users are able to post anonymously, it also prevents victims 

from being able to pursue the creator. 

           Kietzmann and colleagues (2019) note that existing legislation does not provide any 

liability to be awarded to online platforms for the content that exists within them, regardless 
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of whether they were directly aware of illegal content placed on their servers. Further, 

Delfino (2019) argues that in cases where those who have faced discovering content 

depicting themselves (in this case in pornographic depictions) fail to find and take action 

against those that initially uploaded the content, they will struggle if they attempt to pursue 

the platform themselves. As noted by Tashman (2021), the Communications Decency 

Act turns the role of platforms in facilitating the spread of deepfakes into a formality rather 

than a legal penalty. In the current political climate, instead of forcing platforms to take 

responsibility for the things they willingly host, the Communications Decency Act grants 

platforms immunity from potential repercussions, regardless of whether they aid in upholding 

states’ laws. Although the initial purpose of the Act was to protect the free expression of the 

people, Delfino (2019) points out that the actual applied purpose of the Communications 

Decency Act “allows websites to host videos, reviews, classified ads, and social networking 

profiles created by hundreds of millions of internet users without being liable for that 

content” (pp.899-900). While it succeeds in protecting freedom of speech online, “the law 

also enables internet platforms to host revenge porn—and, now, deepfakes—with impunity” 

(p.900), which is entirely problematic. While platforms such as Twitter and Facebook may 

present policies, the Communications Decency Act ensures that they have little to no 

accountability regardless of whether they hinder or uphold the law. This presents the 

implication that by allowing the hosting of these depictions to occur, they are currently acting 

outside the law with impunity. Regardless of the platform’s intent, the Communications 

Decency Act allows large corporations to omit responsibility for the content they host on their 

servers.  

While the data used for this thesis was limited, examining the current deepfake 

legislation and how cases of misuse may be prosecuted in a court of law provides insight into 

how deepfakes may be reprimanded. However, the lack of ability for a successful prosecution 
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specifically relating to deepfakes demonstrates insufficient protections for individuals 

impacted by deepfakes, especially those of an explicit nature as a global issue not limited to a 

specific territory. However, the legislation that currently exists highlights the value that the 

legal system places on the personal safety and security of a layperson compared to a political 

official in the public eye. 
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Chapter 5: Implications and Further Research 

While legal definitions for deepfakes may still have a way to go, the threat posed by 

deepfakes and the frame of emphasis placed on the potential for harm by deepfakes still has a 

way to go. By examining publicly accessible court cases, media reports, platform policies, 

and existing (as well as proposed) legislation, a picture begins to take shape as to the current 

role of deepfakes within society. 

Exploring cases of deepfake misuse presents the first and perhaps most crucial 

category of examination. To date, it does not appear that a study has been conducted 

examining legal cases specifically related to deepfakes. However, exploring cases that have 

been presented to various courts and are publicly accessible provides insight into the 

reasoning behind existing and proposed legislation, despite the harms mentioned within 

academic literature (e.g., Ajder et al., 2019; Tammekänd, Thomas, & Peterson, 2020). 

Although the most commonly victimised group is demonstrated within this literature to be 

predominantly women, existing legislation paints a different picture backed by the cases that 

have been through the legal system. In response to the first research question, exploring the 

extent to which law enforcement agencies have successfully prosecuted the malicious use of 

deepfakes, the answer essentially is that they have not. While cases have been pursued 

through the legal system, the majority were dropped, dismissed, or are still active cases. This 

may primarily revolve around a lack of targeted legislation. However, it may also stem from 

people not pursuing cases specifically in response to deepfakes either because they are 

unaware that they have fallen victim to them or they feel as though little can be done. 

Regardless, with few cases being pursued specifically concerning pornographic 

depictions of deepfakes and those that have been presented having male plaintiffs and 

defendants, it becomes clear why current legislation reflects an emphasis on defamatory or 

political interests as opposed to protecting victims of sexual or pornographic deepfakes. 
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When the legal presentations of cases fail to reflect the victimisation present within research 

and literature, it is no wonder the existing legislation has reflected whom politicians believe 

to be the primary victims of deepfakes, namely politicians. While this may prove contrary to 

the testimonies of those whose cases did not make it to court (e.g., Mort, 2022), were 

otherwise dismissed (e.g., Martin, 2017), or of countless public figures for the likes of Gal 

Gadot or Emma Watson, if there is no testimony in a court of law specifically targeting the 

role of deepfakes being used against them, then politicians likely will not be made aware of 

the larger threat caused by deepfakes. 

Concerning the third research question, examining the extent to which perceptions of 

threat have influenced existing legislation and to what extent is this legislation sufficient to 

protect those impacted by deepfakes, the answer points to the fact that they have been heavily 

influenced by the potential political threats, and have neglected to protect those most at risk. 

Although some US states have attempted to incorporate deepfakes and deepfake misuses of a 

pornographic standing into legislation, they are hindered by the use of the word intent. There 

needs to be a more explicit universal definition surrounding the element of intent that appears 

within a large proportion of the legislation. While it indicates that progress has begun in 

protecting those subjected to the misuse of deepfakes against them, contrary to Federal 

legislation, this element of intent is one that could consequently prevent individuals impacted 

from bringing forth cases in which their personal image has been used within deepfakes. 

Ultimately, the perception of threat posed by deepfakes has been reflected within legislation 

as being a threat to democratic processes (Citron, 2019b), neglecting the impact on those 

outside of the political sphere. While legislation has been drafted and enacted within the US, 

the majority of laws have been explicitly targeting the impact that deepfakes could have on 

elections, both Federal and State. Only one out of the four states (New York) has specific 

deepfake legislation focussing on the role of pornographic deepfakes, and even then is only 
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able to be prosecuted within three years of when a person should have reasonably discovered 

the content. These limitations for individuals, most commonly women, to seek justice for the 

non-consensual use of their image help perpetuate this cycle of toxic masculine ideals 

inhibiting the ability of women to take back their image and seek legal avenues of help for 

their situations. Although it may be argued that female politicians have the ability to seek 

justice under the election legislation, this only accounts for a small proportion of women who 

are able to take action, which, even then, has a statute of limitations. 

Platform policies, the focus of the second research question within this thesis, 

surrounding the extent to which platforms have placed protections that are sufficient to 

protect users and those who feature on the platforms from harms of deepfake technology, 

once again fall short. While all of the platforms had some form of policy either related 

explicitly to deepfakes or policies that encompassed some aspect of deepfakes, ultimately, the 

policies platforms implement are baseless. As the majority of the platforms have headquarters 

in the United States, they are bound by US legislation. Because of this, regardless of the 

claims made within the platform’s policies, they cannot be held liable for what is posted, 

meaning they can devote less time and resources to ensuring deepfake content is not on their 

platform and remain complicit in their terms of use. While it may not be morally right for 

platforms to have the ability to facilitate this content and not be held accountable, they are 

legally within their right to leave deepfaked content on their platforms without liability. So, 

concerning the second research question of this thesis, despite platforms outlining protections 

for their users, they essentially hold empty promises of protection, with no guarantee that 

even in the event someone’s face is used within deepfake content, they can legally hold the 

platform liable. 

Although this thesis has examined the gap between the findings of existing research 

and literature and the legal system, further investigation is necessary to determine the ways in 
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which deepfakes have been deployed within the public sphere. Specifically, further legal 

clarification is needed to create a separation of those deepfakes that have been misused and 

those that have beneficial impacts. For instance, creating all-encompassing legislation 

surrounding deepfakes is not feasible due to the technology having the potential to be utilised 

for good rather than solely misused. For example, it can be deployed for entertainment (for 

instance., in blockbuster films or non-explicit comedic content). While the legislation 

examined earlier in this thesis was targeted toward instances where deepfakes have been 

misused intentionally (e.g., DEEP FAKES Accountability Act, 2021), the fear and imposition 

of threat from deepfakes that has spurred current legislation tend to negate the positives of the 

technology. For instance, this technology is aiding in the advancements of medical detection 

software by deploying the technology to create various tumour images within the brain to 

train medical algorithms to detect cancerous masses to increase the efficiency of diagnoses 

(see, e.g., Shin et al., 2018). Additionally, the software that creates deepfakes (GANs), 

targeted within the IOGAN Act (2020), creates barriers to the utilisation of the technology to 

be deployed in the creation of realistic skin and organ lesions, allowing for medical 

professionals to study the appearance of rarer skin lesions for research purposes (see, e.g., 

Baur, Albarqouni, & Navab, 2018). 

Further research could also examine deepfake misuse and prosecutions using the 

terminology ‘biometric data’. While not always linked to deepfakes, as noted within the 

various litigations against the corporation TikTok (e.g., Consolidated Action Against TikTok, 

2020), the role of biometric data has been contested and utilised through the implementation 

of Illinois law, specifically BIPA. Through a brief search through the Lexis Nexus database 

using the term ‘biometric data’ and deploying the same parameters used within the initial 

searches (e.g., only those that appeared in or after 2017), a total of 204 case results were 

generated. Although most case abstracts that appeared referenced biometric data regarding 
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fingerprint scans, it may prove beneficial for future avenues to explore the broader 

implications. Currently, the only way for people to successfully attempt to seek reparation for 

the non-consensual use of their faces (or biometric features) is through pursuing cases against 

the wrongful use of biometric data. Perhaps an expansion of legislation, both in those 

currently being drafted or amendments to those that exist, would be beneficial in order to 

encompass the full potential of deepfakes and their technology. 

           A further research avenue could consider the role of COVID-19 in the rise of deepfake 

prevalence online. The introduction of stay-at-home orders saw an increase in internet 

connectivity globally. For example, in 2019, 4.13 billion people had access to the internet 

(Clement, 2020); by January 2021, the number of people with internet access increased to 59 

per cent of the global population or 4.66 billion people (Johnson, 2021). With this increase in 

internet connectivity, there was a rise in social media usage and an increase in the number of 

people that had readily available access to deepfake algorithms. Furthermore, the role that 

deepfakes have in the spread of misinformation, not just the role of impersonation, is an 

avenue that would benefit from being explored further. As noted in the report released by 

Trend Micro, “one of the most damaging aspects of deepfakes might not be disinformation 

per se, but rather the principle that any information could be fake” (Ciancaglini, Gibson, & 

Sancho, 2020, p.53). This feeds into the idea that the successful deployment of deepfakes 

does not necessarily stem from deepfakes themselves and could be further understood 

through the role that misinformation has in the perception of harms stemming from 

deepfakes. 

  



MAKE IT, FAKE IT AND GET AWAY WITH IT? 114 

Conclusion 

While it does not appear from available cases that deepfakes have been successfully 

prosecuted to date using existing deepfake legislation, this does not mean that deepfakes have 

not appeared within the courtroom. Instead, this provides the implication that current 

deepfake legislation and online policies that facilitate the spread of deepfakes need to be 

adapted to successfully protect the masses from the harms of deepfakes whilst still ensuring 

the rights of individuals are not impinged upon. Additionally, deepfakes need to be further 

explored and explained to the masses. People need to be informed about acceptable uses of 

the technology in a bid to protect those that have the potential to be victimised by deepfakes, 

highlighting the potential consequences for those that misuse them. Ultimately, the role of 

deepfake technologies and detection algorithms would heavily benefit from being modified 

for practical use. In the current deepfake climate, they successfully challenge the notion that 

people can believe in what they see, causing people to lose all ability to discern what is real 

and what is fake, ultimately feeding into the threat posed by misinformation campaigns. Until 

there is a shift from the perpetuation of toxic masculine ideas toward women online and the 

relative ineffectiveness of existing platform policies, there cannot be improvements in the 

way women are treated online. As long as the Communications Decency Act remains in 

place, it does not matter what legislation comes into play. With the current lack of liability 

for deepfakes, little can be done to sway toxic masculine ideas surrounding women’s bodies. 

Until changes have been made, those who wish to harm others through the use of deepfakes 

will continue to be able to make it, fake it, and get away with it. 
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